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Foreword

Security is not binary. It is not a switch or even a series of switches. It cannot be
expressed in absolute terms. Do not believe anyone who tries to convince you other-
wise. Security is relative—there is only more secure and less secure. Furthermore,
security is dynamic—people, process, and technology all change. The bottom line is
that all these factors make managing security difficult.

This book has been designed and written to help you increase, assess, and maintain
the security of computers running Microsoft Windows 2003, Windows 2000, and
Windows XP. It will also help you better understand how people and process are
integral parts of security. By applying the principles, practices, and recommendations
detailed in this book, we hope that you are not only better equipped to manage
security but also better equipped to think about security!

Good luck!

Ben Smith and Brian Komar
March 2005
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Introduction

Welcome to the Microsoft Windows Security Resource Kit, Second Edition. This book
provides detailed information about security features in Microsoft Windows Server
2003, Windows 2000, and Windows XP, and explains how to better secure computers
running these operating systems. This book is one volume in the Microsoft Windows
Server 2003 Resource Kit, which consists of seven volumes and a single compact disc
(CD) containing tools, additional reference materials, and electronic versions of the
books (eBooks).

About This Resource Kit

Although you are welcome to read the book from cover to cover, it is divided into six
parts for your convenience. Each part covers a different aspect of Windows Server
2003, Windows 2000, and Windows XP security that you can read in advance of
implementing security on computers running these operating systems or as a refer- -
ence on the job.

The six ‘parts of this book are as follows:

® Part 1, “Applying Key Principles of Security,” provides an overview of thinking
about security on a daily basis. Part 1 also introduces some of the fundamental
challenges of managing security and provides guidance on how to overcome
them.

B Part 2, “Securing Active Directory,” provides information on the security of the
Active Directory directory service—from handling design issues associated with
forests and domains to controlling access to objects and attributes. Part 2 has
detailed information on how to secure accounts and authentication—the two
central components of security in Windows Server 2003, Windows 2000, and
Windows XP. Part 2 also describes how you can use Group Policy to increase the
security of networks that use Active Directory.

m  Part 3, “Securing the Core Operating System,” provides detailed information on
how to increase the security of Windows Server 2003, Windows 2000, and Win-
dows XP. Part 3 also discusses how to better secure applications, such as
Microsoft Office System 2003, Microsoft Office XP, and Microsoft Internet
Explorer, as well as mobile devices.

XXV
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B Part 4, “Securing Common Services,” describes how to secure common services

that run on Windows Server 2003 and on Microsoft Windows 2000 Server,
including Domain Name System (DNS), Dynamic Host Configuration Protocol
(DHCP), Windows Intérnet Name Service (WINS), Terminal Services, Certifi-
cate Services, Routing and Remote Access Service (RRAS), and Microsoft Inter-
net Information Services (11S) 6.0.

Part 5, “Managing Security Updates,” includes detailed information on the pro-
cess of managing security updates, including service packs, software updates,
and hotfixes, and discusses strategies for deploying security updates. Part 5 also
describes techniques for assessing the security of computers running Windows
Server 2003, Windows 2000, and Windows XP.

Part 6, “Planning and Performing Security Assessments and Incident
Responses,” provides detailed explanations of security assessments, including
vulnerability scanning, IT audits, and penetration testing, and discusses how
each can be used to assess the security of your network. Part 6 also provides
information on how to design an incident response procedure and introduces
methods for investigating security incidents.

Resource Kit Companion CD

The Microsoft Windows Server 2003 Resource Kit companion CD includes a variety of
tools and resources to help you work more efficiently with Windows clients and serv-
ers. This CD includes tools for implementing and managing security on computers
running Windows Server 2003, Windows 2000, and Windows XP. Several of these
tools are discussed in the Microsoft Windows Security Resource Kit, Second Edition;
however, many are not. You can find documentation for each tool in the folder in
which the tool is contained.

Note Third-party software and links to third-party sites are not under the control of
Microsoft Corporation, and Microsoft is therefore not responsible for their content,
nor should their inclusion on this CD be construed as an endorsement of the product
or the site.

Note The tools on the CD are designed to be used on Windows Server 2003 or
Windows XP (or as specified in the documentation of the tool).
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Resource Kit Support Policy

Microsoft does not support the tools supplied on the Microsoft Windows Server 2003
Resource Kit CD. Microsoft does not guarantee the performance of the tools or any bug
fixes for these tools. However, Microsoft Press provides a way for customers who pur-
chase Microsoft Windows Server 2003 Resource Kit to report any problems with the soft-
ware and to receive feedback. To report any issues or problems, send an e-mail
message to rkinput@microsoft.com. This e-mail address is only for issues related to
Microsoft Windows Server 2003 Resource Kit and any volumes within the Resource Kit.

Microsoft Press also provides corrections for books and companion CDs through the
World Wide Web at http://www.microsoft.com/learning/support/. To connect directly
to the Microsoft Knowledge Base and enter a query regarding a question or issue you
have, go to http://support.microsoft.com. For issues related to the Windows Server

2003 operating system, refer to the support information included with your product.

System Requirements

To use the Microsoft Windows Server 2003 Resource Kit tools, eBooks, and other materi-
als, you need to meet the following minimum system requirements:

M Microsoft Windows Server 2003 or Windows XP operating system

B PC with 233-megahertz (MHz) or higher processor; 550-MHz or higher proces-
sor is recommended

128 megabytes (MB) of RAM; 256 MB or higher is recommended

L.5 to 2 gigabytes (GB) of available hard disk space

Super VGA (800 x 600) or higher resolution video adapter and monitor
CD or DVD drive

Keyboard and Microsoft mouse or compatible pointing device

Adobe Acrobat or Adobe Reader

Internet connectivity for tools that are downloaded

Note Resource Kit tools are written and tested in English only. Using these tools
with a non-English version of Windows might produce unpredictable results. Resource
Kit tools are not supported on 64-bit platforms.
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An evaluation edition for Windows Server 2003 Enterprise Edition with Service
Pack 1 will be available on release of Service Pack 1. You can download the evaluation
software from the Microsoft Download Center at http://www.microsoft.com
/downloads/. (Availability of software on the Download Center is at the discretion
of Microsoft Corporation and is subject to change.) To use the evaluation software,
you need:

m 133-MHz or higher processor; 733-MHz or higher processor is recommended
for x86-based PCs and Itanium-based PCs.

B 128 MB of RAM; 256 MB of RAM is recommended; 32 GB is recommended
for x86-based PCs (32-bit version), and 64 GB is recommended for Itanium-
based PCs (64-bit version).

m 1.5 to 2 GB available hard disk space.
Super VGA (500 x 600) or higher resolution video adapter and monitor.

Keyboard and Microsoft mouse or compatible pointing device.

Note Actual requirements, including Internet and network access and any related
charges, will vary based on your system configuration and the applications and fea-
tures you choose to install. Additional hard disk space may be required if you are
installing over a network.
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Chapter 1
Key Principles of Security

In this chapter:
Understanding Risk Management.............cccoiitieiiinnenennnnn 3
Understanding Security. .......coiiiiniiiir ittt nanenns 8

Managing information security is difficult. To do it well requires a combination of
technical, business, and people skills, many of which are not intuitive. The foundation
of information security is risk management. Without a good understanding of risk
management, it is impossible to secure any large modern network. More often than
not, the failure of network administrators and managers to build a secure network
results in the organization’s most closely held information being as secure as the
lunch menu. Thus, either the lunch menu will be very secure, or the security of impor-
tant information will be very weak. Neither situation is workable in the long run.

Not every network administrator is a security expert, and most need not be. However,
all network administrators must understand the basics of security. Classically, infor-
mation security is dominated by confidentiality, integrity, and availability, usually
referred to by the mnemonic C-I-A triad. This view relates to the historically strong ties
between information security and cryptography for which the security concepts of
confidentiality and integrity refer to the cryptography concepts of encryption and
hashing. The modern security professional needs to keep more in mind conceptually
than just the insular C-I-A triad—for example, attacks used to inflict monetary dam-
ages or carried out in the furtherance of a greater exploit extend the protection that
networks provide. You can follow several key principles to secure your networks and
applications. By acting on these key principles when completing your day-to-day
tasks, you can secure your network—even without being a security expert. And if you
are a security specialist or want to become one, you must master these key principles.

Understanding Risk Management

The first key principle of security is that no network is completely secure—information
security is really about risk management. In the most basic of terms, the more impor-
tant the asset is and the more it is exposed to security threats, the more resources you
should put into securing it. Thus, it is imperative that you understand how to evaluate
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an asset’s value, the threats to an asset, and the appropriate security measures. In gen-
eral, without training, administrators respond to a security threat in one of three ways:

Ignore the threat, or acknowledge it but do nothing to prevent it from occurring.
Address the threat in an ad hoc fashion.

Attempt to completely secure all assets to the utmost degree, without regard for
usability or manageability.

None of these strategies takes into account what the actual risk is, and all of them will
almost certainly lead to long-term failure.

Learning to Manage Risk

Managing security risks can be an incredibly daunting task, especially if you fail to do
so in a well-organized and well-planned manner. Risk management often requires
experience with financial accounting and budgeting as well as the input of business
analysts. Building a risk assessment of an organization’s security can take months and
generally involves many people from many parts of the company. You can follow this
simple process for assessing and managing risk:

B Setascope. Ifyou try to assess and manage all security risks in your organiza-
tion, you are likely to be overwhelmed and certain to miss critical details. Before
starting the risk assessment, set the scope of the risk assessment project. This
will enable you to better estimate the time and cost required to assess the secu-
rity risks in the project and to document and track the results more easily.

B Identify assets and determine their value. The first step in assessing risk is to
identify assets and determine their value. When determining an asset’s value,
take these three factors into account:

O The financial impact of the asset’s compromise or loss
Q The nonfinancial impact of the asset’s compromise or loss

Q The value of the asset to your competitors

The financial impact of an asset’s compromise or loss includes revenue and pro-
ductivity lost because of downtime, costs associated with recovering services,
and direct equipment losses. The nonfinancial impact of an asset’s compromise
or loss includes resources used to shape public perception of a security incident,
such as advertising campaigns, and loss of public trust or confidence, known as
goodwill in accounting. The value of the asset to your organization should be the
main factor in determining how you secure the resource. If you do not ade-
quately understand your assets and their value, you might end up securing the
lunch menu in the cafeteria as stringently as you secure your trade secrets.
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Predict threats and vulnerabilities to assets. The process of predicting threats
and vulnerabilities to assets is known as threat modeling. Through the exercise of
modeling threats, you will likely discover threats and vulnerabilities that you did
not know about or had overlooked, and you will document the more well-
known threats and vulnerabilities. You can then proactively mitigate risk rather
than having to react to it after a security incident.

More Info See Threat Modeling (Microsoft Press, 2004) by Frank Swiderski
and Window Snyder for in-depth information on threat modeling.

Document the security risks. After completing the threat model, it is essential
that you document the security risks so that they can be reviewed by all relevant
people and addressed systematically. When documenting the risks, you might
want to rank them. You can rank risks either quantitatively or qualitatively. Quan-
titative rankings will use actual and estimated financial data about the assets to
assess the severity of the risks. For example, you might determine that a single
incident of a security risk will cost your organization $20,000 in financial losses,
whereas another will cost the organization only $5,000. Qualitative rankings
use a system to assess the relative impact of the risks. For example, a common
qualitative system is to rank the product of the probability of the risk occurring
and the value of the asset on a 10-point scale. Neither quantitative nor qualitative
risk assessment is superior to the other; rather, they complement each other,
each with its own best use. Quantitative ranking often requires acute accounting
skills, whereas qualitative ranking often requires acute technical skills.

Determine a risk management strategy. After completing the risk assessment,
you must determine what general risk management strategy to pursue and what
security measures you will implement in support of the risk management strat-
egy. The result from this step is a risk management plan. The risk management
plan should clearly state the risk, threat, impact on the organization, risk man-
agement strategy, and security measures that will be taken. As a security admin-
istrator, you will likely be responsible for or involved in implementing the
security measures in the risk management plan.

Monitor the assets. Once the actions defined in the risk management plan have
been implemented, you will need to monitor the assets for realization of the
security risks. As we've mentioned, realization of a security risk is called a secu-
rity incident. You will need to trigger actions defined in contingency plans and
start investigating the security incident as soon as possible to limit the damage
to your organization.
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m Track changes to risks. As time progresses, changes to your organization’s hard-
ware, software, personnel, and business processes will add and obsolete secu-
rity risks. Similarly, threats to assets and vulnerabilities will evolve and increase
in sophistication. You will need to track these changes and update the risk man-
agement plan and the associated security measures regularly.

Risk Management Strategies

Once you have identified an asset and the threats to it, you can begin determining
which security measures to implement. The first step is to decide on the appropriate
risk management strategy. The rest of this section examines the four general catego-
ries of risk management that you can pursue:

Acceptance
Mitigation

Transference

Avoidance

Accepting Risk

By taking no proactive measures, you accept the full exposure and consequences of
the security threats to an asset. Accepting risk is an extreme reaction to a threat. You
should accept risk only as a last resort when no other reasonable alternatives exist, or
when the costs associated with mitigating or transferring the risk are prohibitive or
unreasonable. When accepting risk, it is always a good idea to create a contingency
plan. A contingency plan details a set of actions that will be taken after the risk is real-
ized and will lessen the impact of the compromise or loss of the asset.

Mitigating Risk

The most common method of securing computers and networks is to mitigate security
risks. By taking proactive measures either to reduce an asset’s exposure to threats or
reduce the organization’s dependency on the asset, you are mitigating the security risk.
Generally, reducing an organization’s dependency on an asset is beyond the scope of a
security administrator’s control; however, mitigating risk is the primary job function of
a security administrator. One of the simplest examples of mitigating a security risk is
installing antivirus software. By installing and maintaining antivirus software, you
greatly reduce a computer’s exposure to computer viruses, worms, and Trojan horses.
Installing and maintaining antivirus software does not eliminate the possibility of a
computer being infected with a virus because there will inevitably be new viruses that
the antivirus software cannot yet protect the computer against. Thus, when a risk is
mitigated, you still should create a contingency plan to follow if the risk is realized.
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When deciding to mitigate risk, one of the key financial metrics to consider is how
much your organization will save because of mitigating the risk, less the cost of imple-
menting the security measure. If the result is a positive number and no other prohibi-
tive factors exist, such as major conflicts with business operations, implementing the
security measure is generally a good idea. On occasion, the cost of implementing the
security measure will exceed the amount of money saved but will still be worthwhile—
for example, when human life is at risk.

Transferring Risk

An increasingly common and important method of addressing security risks is to
transfer some of the risk to a third party. You can transfer a security risk to another
party to take advantage of economies of scale, such as insurance, or to take advantage
of another organization’s expertise and services, such as a Web hosting service. With
insurance, you are paying a relatively small fee to recuperate or lessen financial losses
if the security risk should occur. This is especially important when the financial con-
sequences of your security risk are abnormally large, such as making your organiza-
tion vulnerable to class action lawsuits. When contracting a company to host your
organization’s Web site, you stand to gain sophisticated Web security services and a
highly trained, Web-savvy staff that your organization might not have afforded other-
wise. When you engage in this type of risk transference, the details of the arrangement
should be clearly stated in a contract known as a service level agreement (SLA). Always
have your organization’s legal staff thoroughly investigate all third parties and con-
tracts when transferring risk.

Avoiding Risk

The opposite of accepting risk is to avoid the risk entirely. To avoid risk, you must
remove the source of the threat, exposure to the threat, or your organization’s reliance
on the asset. Generally, you avoid risk when there are little to no possibilities for miti-
gating or transferring the risk, or when the consequences of realizing the risk far out-
weigh the benefits gained from undertaking the risk. For example, a law enforcement
agency might want to create a database of known informants that officers can access
through the Internet. A successful compromise of the database could result in lives
being lost. Thus, even though many ways to secure access to the database exist,
there is zero tolerance of a security compromise. Therefore, risk must be avoided by
not placing the database on the Internet, or perhaps not storing the information
electronically at all.
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Understanding Security

The most fundamental skill in securing computers and networks is understanding
the big picture of security. By understanding the big picture of how to secure comput-
ers and networks as well as the limitations of security, you can avoid spending time,
money, and energy attempting impossible or impractical security measures. You can
also spend less time resecuring assets that have been jeopardized by poorly conceived
or ineffective security measures.

Granting the Least Privilege Required

Defending in

Always think of security in terms of granting the least amount of privileges required to
carry out the task. If an application that has too many privileges should be compro-
mised, the attacker might be able to expand the attack beyond what it would if the
application had been under the least amount of privileges possible. For example,
examine the consequences of a network administrator unwittingly opening an e-mail
attachment that launches a virus. If the administrator is logged on using the domain
Administrator account, the virus will have Administrator privileges on all computers
in the domain and thus unrestricted access to nearly all data on the network. If the
administrator is logged on using a local Administrator account, the virus will have
Administrator privileges on the local computer and thus would be able to access any
data on the computer and install malicious software such as key-stroke logging soft-
ware on the computer. If the administrator is logged on using a normal user account,
the virus will have access only to the administrator’s data and will not be able to
install malicious software. By using the least privileges necessary to read e-mail, in this
example, the potential scope of the compromise is greatly reduced.

Depth

Imagine the security of your network as an onion. Each layer you pull away gets you
closer to the center, where the critical asset exists. On your network, defend each layer
as though the next outer layer is ineffective or nonexistent. The aggregate security of
your network will dramatically increase if you defend vigilantly at all levels and
increase the fault tolerance of security. For example, to protect users from launching
an e-mail-borne virus, in addition to antivirus software on the users’ computers, you
could use e-mail client software that blocks potentially dangerous file types from
being executed, block certain potentially dangerous attachments according to their
file type, and ensure that the user is running under a limited user account rather than
an administrator account on the local computer. Although any one of these measures
could stop a given attack, together they will stop a much greater range of attacks and
layer the defenses.
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Reducing the Attack Surface

Attackers are functionally unlimited and thus possess unlimited time, whereas you
have limited time and resources. (The concept of being functionally unlimited is
detailed in Chapter 2, “Understanding Your Enemy.”) An attacker needs to know of
only one vulnerability to attack your network successfully, whereas you must pinpoint
all your vulnerabilities to defend your network. The smaller your attack surface, the
better chance you have of accounting for all assets and their protection. Attackers will
have fewer targets, and you will have less to monitor and maintain. For example, to
lower the attack surface of individual computers on your network, you can disable ser-
vices that are not used and remove (or better yet, never install) software that is not
necessary.

Avoiding Assumptions

Making assumptions will generally result in you overlooking, prematurely dismissing,
or incorrectly assessing critical details. Often these details are not obvious or are bur-
ied deep within a process or technology. That is why you must test, test, test! You
might also want to hire a third party to assess the security of your network or applica-
tions. Some organizations might even have legal or regulatory compliance statutes
that require them to undergo this type of evaluation.

Protecting, Detecting, and Responding

Because at some point in time it is given that some portion of security will fail, when

you think about securing a computer or a network, think about how you can protect

the asset proactively, detect attempted security incidents, and respond to security inci-
dents. This is a simple security life cycle. By looking at security from this perspective,

you will be better prepared to handle unpredictable events.

Securing by Design, Default, and Deployment
When you design networks, ensure that the following criteria are met:

@ Your design is completed with security as an integral component.
Your design is secure by default.

®m The deployment and ongoing management of the implementation maintains
the security of the network.

By accomplishing these three goals, you can address security proactively and natively
rather than reactively and artificially. Adding on security at the end is a very good way
to ensure that you have plenty of vulnerabilities for attackers. For example, if at the

end of the development of a line-of-business application you attempt to add security
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to the database where the information is stored, what will happen if the application no
longer connects to the database after the security measures? The safe money is that
the security measure will be trumped and the database will remain vulnerable. The
proper place to address security is in the design phase.

The 10 Immutable Laws of Security

In 2000, Scott Culp of the Microsoft Security Response Center published the article
“10 Immutable Laws of Security” on the Microsoft Web site, which you can read at
http.//www.microsoft.com/technet/archive/community/ columns/security/ essays
/10imlaws.mspx. Despite the fact that Internet and computer security are changing at
a staggering rate, these laws remain true. These 10 laws do an excellent job of describ-
ing some of the intractable limitations of security currently:

If a bad guy can persuade you to run his program on your computer, it's not your
computer anymore. Often attackers attempt to encourage the user to install
software on the attacker’s behalf. Many viruses and Trojan horse applications
operate this way. For example, the ILOVEYOU virus succeeded only because
unwitting users ran the script when it arrived in an e-mail message. Another
class of applications that attackers prompt a user to install are spyware applica-
tions. Once installed, spyware monitors a user’s activities on her computer and
reports the results to the attacker.

If a bad guy can alter the operating system on your computer, it's not your com-
puter anymore. A securely installed operating system and the securely pro-
cured hardware that it is installed on is referred to as a Trusted Computing Base
(TCB). If an attacker can replace or modify any of the operating system files or
certain components of the system’s hardware, the TCB can no longer be trusted.
For example, an attacker might replace the file Passfilt.dll, which is used to
enforce password complexity, with a version of the file that also records all pass-
words used on the system. If an operating system has been compromised or you
cannot prove that it has not been compromised, you should no longer trust the
operating system.

If a bad guy has unrestricted physical access to your computer, it's not your com-
puter anymore. Once an attacker possesses physical access to a computer, you
can do little to prevent the attacker from gaining Administrator privileges on the
operating system. With Administrator privilege compromised, nearly all persis-
tently stored data is at risk of being exposed. Similarly, an attacker with physical
access could install hardware or software to monitor and record keystrokes that
is completely transparent to the user. If a computer has been physically compro-
mised or you cannot prove otherwise, you should not trust the computer.
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If you allow a bad guy to upload programs to your Web site, it's not your Web site
anymore. An attacker who can execute applications or modify code on your
Web site can take full control of the Web site. The most obvious symptom of this
is an attacker defacing an organization’s Web site. A corollary to this law is that
if a Web site requests input from the user, attackers will use bad input. For exam-
ple, you might have a form that asks for a number between 1 and 100. Whereas
normal users will enter numbers within the specified data range, an attacker will
try to use any data input he feels will break the back-end application.

Weak passwords trump strong security. Even if a network design is thoroughly
secure, if users and administrators use blank, default, or otherwise simple pass-
words, the security will be rendered ineffective once an attacker cracks the
password.

A machine is only as secure as the administrator is trustworthy. Oneconstanton
all networks is that you must trust the network administrators. The more
administrative privileges an administrator account has, the more the administra-
tor must be trusted. In other words, if you do not trust someone, do not give her
Administrator privileges.

Encrypted data is only as secure as the decryption key. No encryption algo-
rithm will protect the ciphertext from an attacker if she possesses or can gain
possession of the decryption key. Encryption alone is not a solution to a busi-
ness problem unless there is a strong component of key management and
unless users and administrators are vigilant in protecting their keys or key
material.

An out-of-date virus scanner is only marginally better than no virus scanner at
all. New computer viruses, worms, and Trojan horses are always emerging and
existing ones evolving. Consequently, antivirus software can become outdated
quickly. As new or modified viruses are released, antivirus software is updated.
Antivirus software that is not updated to recognize a given virus will not be able
to prevent it.

Absolute anonymity isn't practical, in real life or on the Web. Two issues related
to security that are often confused are privacy and anonymity. Anonymity means
that your identity and details about your identity are completely unknown and
untraceable, whereas privacy means that your identity and details about your
identity are not disclosed. Privacy is essential, and technology and laws make
achieving it possible. On the other hand, anonymity is not possible or practical
when on the Internet or when using computers in general.

Technology is not a panacea. Although technology can secure computers and
computer networks, it is not—and will never be—a solution in and of itself. You
must combine technology with people and processes to create a secure comput-
ing environment.
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The 10 Immutable Laws of Security Administration

As a follow-up to his article on security, Microsoft’s Scott Culp wrote “10 Immutable
Laws of Security Administration,” which you can find at http:;//www.microsoft.com
/technet/archive/community/ columns/security/ essays/ 10salaws.mspx. These 10 laws
address the security issues that network administrators must contend with, issues
entirely separate from the day-to-day security concerns of users:

B Nobody believes anything bad can happen to them, until it does. Because
attacks on computer networks often cannot be seen, felt, or heard, it is easy for
users and administrators to place concern about attacks out of their minds.
With attacks far from your mind, it is difficult to see the need for security. Unfor-
tunately, after a security incident takes place, the need for security is frequently
still dismissed and the breach regarded as a one-time incident. Attackers will
attempt to compromise the security of your network. It is not a question of if or
when—it is a question of how frequently. You must protect your networks
against attackers, detect their attempts to compromise your network, and
respond when security incidents do occur.

H Security only works if the secure way also happens to be the easy way. For most
users and administrators, the more difficult or invasive a security measure is, the
more likely they are to ignore it, forget it, or subvert it. Ideally, security should be
transparent to users and administrators. When the security measure requires a
user or an administrator to change his behavior, you should create clear and
easy-to-follow procedures for completing the task in question and explain your
rationale for implementing the security measure.

m If you don't keep up with security fixes, your network won't be yours for

* long. After asecurity update is announced and the vulnerability is explained, a
race begins between attackers attempting to exploit the vulnerability and admin-
istrators attempting to apply the security update. If you do not keep up with
applying security updates, an attacker will exploit one of the known vulnerabil-
ities on your network.

B It doesn't do much good to install security fixes on a computer that was never
secure to begin with. Although installing security updates will prevent expo-
sure to newly discovered vulnerabilities, installing security updates in and of
itself will not result in a secure computer. For a computer to be secure, it is essen-
tial that the base operating system be securely configured.



Chapter 1: Key Principles of Security 13

Eternal vigilance is the price of security. Security is an ongoing effort. The secu-
rity administrator must remain vigilant to attacks and attackers who constantly
strive to increase the level of sophistication of their attacks. An infinite number
of potential attackers exist, and they have infinite time on their hands to crack
your network. Attackers have little to lose and need to know only one exploit.
Security administrators, on the other hand, have a finite amount of time and
resources to defend their organization’s network. A security administrator is
defeated when a single attack is successful against the network.

There really is someone out there trying to guess your passwords. Because of
the mythic qualities surrounding attackers—much like the monster under the
bed—it is easy to push the possibility of attackers out of your mind. Unlike the
monster under the bed, attackers do exist and they do attack networks. In mov-
ies, attackers break powerful encryption algorithms; in real life, they guess sim-
ple passwords and exploit mundane, known vulnerabilities.

The most secure network is a well-administered one. Although a security expert
can secure a network, it will not remain secure if it is not well managed—from the
Chief Information Officer (CIO), to the security administrator, to the end user.

The difficulty of defending a network is directly proportional to its com-
plexity. The more complex a network is, the greater the chance for administra-
tors to misconfigure computers, lose track of the configuration of computers,
and fail to understand how the network really works. When in doubt, keep it
simple.

Security isn't about risk avoidance; it's about risk management. You will never
avoid all security risks. It would be too costly and impractical. Claims of
unbreakable security stem from ignorance or arrogance and are always wrong,

Technology is not a panacea. Although it is essential to ensure the bits and
bytes on your network are configured securely, doing so will not prevent rogue
administrators, poor processes, careless users, or apathetic managers. No tech-
nology will prevent poor judgment.






Chapter 2
Understanding Your Enemy

If you know the enemy and know yourself, you need not fear the result of a hun-
dred battles. If you know yourself but not the enemy, for every victory gained
you will also suffer a defeat. If you know neither the enemy nor yourself, you will
succumb in every battle.

— The Art of War, Sun Tzu

In this chapter:

Knowing Yourself .. ......oo ittt ittt 16
Possessing Detailed Documentation on Your Network ............... 16
Understanding the Level of Organizational Support You Receive ...... 17
Identifying Your Attacker ..........oiiuiiiiiii i i 17
What Motivates Attackers. ............ooiiiiiiiiiiiiiiie 21
Why Defending Networks Is Difficult.................. ..ot 26

Although Sun Tzu’s classic military-strategy text, The Art of War, was written more
than 2000 years before computers were invented, many of the statements it contains
are relevant to computer security. Figure 2-1 expresses the principle of battle in a
binary decision table.

Know Do not know
your enemy  your enemy

You know
yourself

Do not
know yourself |

Figure 2-1 Decision table of knowing your enemy and yourself
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Applying Key Principles of Security

Knowing Yourself

In respect to information security, knowing yourself and your enemy is not necessarily
a straightforward endeavor—if it were, networks would be much more secure than
they are today. To know yourself, you must do the following:

W Accurately assess your own skills.
B Possess detailed documentation of your network.

m  Understand the level of organizational support you receive.

Accurately Assessing Your Own Skills

The skill set of a network administrator should include formal training on operating
systems and applications; experience designing, installing, and configuring networks
and network services; and the ability to predict problems before they occur and solve
them when they do. To prevent design and configuration mistakes that can lead to
security breaches, you must be able to assess your network management skill set accu-
rately. Overestimating your knowledge of a network, operating system, or application
can easily lead to vulnerabilities that attackers can exploit. Accurately assessing your
skill set enables you to be proactive in obtaining training and acquiring the services of
experienced consultants if the situation requires it.

For example, you might be asked to install and configure an Internet Web server for
customers to access their order history on a Web application that your organization is
deploying. Although you might be an experienced MCSE who has installed and con-
figured intranet Web servers, you might not have any knowledge or experience with
Internet Web applications or configuring servers that have direct Internet connectiv-
ity. By not accurately assessing your skills, you could easily and unwittingly expose
customer information to attackers and not realize it until the information has already
been compromised.

Possessing Detailed Documentation on Your Network

A key requirement of securing your organization’s network is maintaining detailed
documentation about the physical infrastructure of your network, complete and up-
to-date network diagrams, and documentation of the configuration of computers,
applications, and the Audit log. Without this documentation, network administrators
might overlook resources that must be secured, and the network will almost certainly
be inconsistent in its level of security. Without baseline performance and security
information, it is difficult to detect attacks, regardless of whether they are successful.
For example, your network might have a direct connection to the Internet that is no
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longer used but is still connected to a router. Over time, a router’s access control list
(ACL) can become outdated and can present a significant security risk. This is
because the outdated ACL can enable an attacker to compromise your organization’s
network by using tactics that did not exist when the router was secure and was mon-
itored. Although such situations might seem obscure, they are quite common for orga-
nizations that have grown by being acquired by another organization. When
consolidating IT resources, you can easily overlook these types of details. Similarly, it
often takes such organizations a long time to create detailed documentation on their
newly formed networks.

Understanding the Level of Organizational Support
You Receive

Identifying

The level of support that you receive from your organization—from management to
your end users—greatly determines how you will secure network resources. This is
often called your organization’s security position or security posture. The security posi-
tion of your organization includes the level of executive sponsorship for security poli-
cies and procedures, security requirements mandated by industry or government
regulations, end user compliance with security policies and procedures, and training
for end users and administrators. Your organization’s security policies and procedures
are central to the level of organizational support that you have.

In general, the completeness and clarity of an organization’s security policies and pro-
cedures can indicate the support network administrators will receive for securing a
network. Failing to understand your organization’s security position can result in you
oversecuring network resources to the point that end users will work around security
measures and cause security vulnerabilities. For example, your organization might
create policies that greatly restrict the types of Web applications that can be installed
on a Web server, causing departments to purchase and deploy their own Web servers.
Because the IT department does not know of the rogue Web servers, it cannot manage
the application of security updates and service packs to those servers.

Your Attacker

Knowing your enemy is as complicated as knowing yourself-maybe even more so.
Too often, network administrators know their enemies only through stereotypes of
attackers, and like most stereotypes, these are generally not accurate and rely on fear.
For example, when you see movies that portray computer crime, more often than not,
the penetration of the computer systems involves breaking an encryption key. The
movie attacker fiercely pounds at his keyboard to break the encryption key by
guessing it, which usually happens within a matter of seconds. Or he quickly writes
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a program with a well-designed user interface featuring big numbers that crack each
character in the encryption key one by one. Although both attacks add drama to these
movies, they are not only mathematically absurd and impossible, they also are not an
accurate depiction of how networks are attacked. If this is all you know about the peo-
ple who will attack your network, your network will be compromised.

In reality, breaking an industry-standard encryption key such as the 30-year-old Data
Encryption Standard (DES) algorithm takes special hardware, significant computer
programming skills, and plenty of time. To prove the insecurity of the DES algorithm,
the Electronic Frontier Foundation (EFF) spent more than a year building a com-
puter, using custom-built hardware and software, that could crack a 56-bit DES key. It
took three days to crack the key.

You could design and build a network more secure than a government currency vault,
but it would take only one computer that does not have the latest service pack
installed for an attacker to compromise the network. A computer network looks very
different from the attacker’s point of view than from your viewpoint, as the defender.
For example, you might think applying a security update for a known vulnerability to
all but one computer on your network is a successful security deployment. To the
attacker, this lone computer without the security update is the key to compromising
the network.

By understanding (or “knowing”) the attacker, you can think like an attacker when
designing security for your network. For example, many organizations complete vul-
nerability assessments on their networks. But you might want to consider training
members of your organization’s IT staff or hiring external experts to attempt to break
into the network from the outside. We describe this process in detail in Chapter 28,
“Assessing the Security of a Network.” In fact, there are those in the field of computer
security who boldly assert that you cannot secure a computer network without being
able to attack one.

When most people think about attackers, or hackers, they generally think of a know-
it-all 14-year-old boy who wears a black T-shirt every day and is pale as a vampire as a
result of all the hours he spends in front of his computer or video game console.
Although this stereotypical attacker certainly exists, he represents only a small por-
tion of the attacker population. For convenience, we’ll group attackers into two gen-
eral categories: external attackers (those outside your organization) and internal
attackers (those within it).



Chapter 2: Understanding Your Enemy 19

Understanding External Attackers

The majority of attackers that you hear about in the media work outside the organiza-
tions they attack. These attackers include everyone from teenagers to professional
hackers employed by governments and rogue nations. In addition to the attackers
who are outright malicious, there exist groups of self-styled “white hat,” or nonmali-
cious, attackers. Although these attackers might not have malicious intentions, they
present significant dangers to networks, too. For example, a “harmless” attacker might
break into a network for the challenge, but while attempting to compromise a server,
might render it inoperable, resulting in a denial-of-service condition. When examining
attackers, it can be helpful to think about the dangers they present in terms of their
skill level—be it novice, intermediate, or advanced.

Novice Attackers

Novice attackers generally possess only rudimentary programming skills and basic
knowledge of the inner workings of operating systems and applications. These attack-
ers represent the majority of attackers. Although this group of attackers might not
possess significant skills, they are a threat to networks primarily because of the num-
ber of them out there and the knowledge they lack. For example, a novice attacker is
much more apt to destroy information (either intentionally or accidentally) even
though it will reveal her compromise of the network and quite possibly result in her
apprehension. Although secure networks will rarely be compromised by novice
attackers, networks that are not vigilantly secured are extremely vulnerable to this
type of attacker because of the sheer number of them.

Novice attackers exploit known vulnerabilities with tools created by more experi-
enced attackers, and thus are often called script kiddies. They also present a serious
threat to obvious security vulnerabilities, such as weak passwords. Novice attackers
who are also employees (making them internal attackers) often present the same level
of danger as external attackers because they already possess valid network credentials
with which they can launch attacks and they have access to network documentation.

Intermediate Attackers

Attackers with intermediate skills are less numerous than novice attackers but
generally possess programming skills that enable them to automate attacks and
better exploit known vulnerabilities in operating systems and applications. This
group of attackers is capable of penetrating most networks if given enough time,
but they might not be able to do so without being detected. These attackers frequently
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port attacks from other operating systems and conduct more sophisticated
attacks than novice attackers. Attackers with an intermediate skill level often
launch such attacks as an attempt to increase their notoriety or boost their skill
level by creating tools to attack networks and publishing information that helps
other attackers break into networks.

Advanced Attackers

Attackers with advanced skills usually are not only accomplished programmers but
also have experience breaking into networks and applications. These attackers dis-
cover vulnerabilities in operating systems and applications and create tools to exploit
previously unknown vulnerabilities. Advanced attackers are generally capable of com-
promising most networks without being detected, unless those networks are
extremely secure and have well-established incident response procedures.

Understanding Internal Attackers

Contrary to what you might hear in the media, the majority of attacks on networks are
conducted by attackers who have company badges—in other words, your fellow
employees. Attackers who are employees of the organization they're attacking present
a unique danger to networks for several reasons. Such attackers have the following in
their favor:

m  Higher levels of trust
®m Physical access to network resources

B Human resources protections

Higher Levels of Trust

Almost all networks place a much higher level of trust in users and computers access-
ing resources on the local area network (LAN) than on publicly available network
resources, such as servers connected to the Internet. Many networks allow authentica-
tion methods and unencrypted data transmissions on LANs that they would never
consider using on the Internet. It is also much easier for attackers to enumerate infor-
mation about the configuration of computers and applications when they have valid
credentials on the network. Employees have valid credentials on the network, which

‘also gives them greater initial access to network resources than external attackers

might initially have. It can be very difficult to discern whether an employee is using
her credentials legitimately or illegitimately—especially when she is a network
administrator.
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Physical Access to Network Resources

Employees have much greater physical access to network resources—namely, the com-
puters of their coworkers. In general, when an attacker has physical control of a com-
puter, that computer can no longer be protected from the attacker; rather, it is only a
matter of time and computing power before the attacker can recover all data on the
computer. Similarly, employees have much greater access to documentation on the
network, which can be a critical resource for attacking it.

Human Resources Protections

Employees, even those who attack network resources, are often protected by employ-
ment laws and HR policies that can greatly hinder their employer from detecting them
or preventing them from doing further damage once detected. For example, local laws
might prohibit an organization from inspecting the Internet usage of its employees
without a court order. An employee could take advantage of this by attacking internal
Web resources.

What Motivates Attackers

Attackers attempt to break into computer networks for many reasons. Although all
attackers present a clear and present danger to networks, the motivation of the
attacker will greatly determine the actual threat posed. By understanding what might
motivate potential attackers to attempt to compromise your organization’s network,
you can predict what type of threats the network faces. Armed with this knowledge,
once you detect an attack, you might be more able to prevent further damage or better
equipped to identify who the attacker is.

Many attackers are motivated by more than one factor. Here are the reasons that
attackers attempt to break into computer networks, in ascending order of the danger
they present:

Notoriety, acceptance, and ego
Financial gain

Challenge

Activism

Revenge

Espionage

Information warfare
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Notoriety, Acceptance, and Ego

An attacker’s quest for notoriety, desire for acceptance, and ego comprise one of the
most common motivations for attempts to break into computer networks and appli-
cations. Attackers motivated by notoriety often are naturally introverted and seeking a
way to gain acceptance in the electronic hacker community; thus, their exploits are
very public. Examples of such attacks include defacing Web sites and creating com-
puter viruses and worms.

By breaking into a network of a major company or government agency and defacing
its Web site, an attacker is virtually guaranteed national and international publicity
and enshrined in the electronic hacker community. For example, Attrition.org runs a
Web site that catalogs nearly all Web site defacements in recent years. Querying any
major search engine for the phrase Web site defacement invariably returns thousands of
accounts of an organization’s Web site being defaced, including those of most major
corporations and government agencies.

Although not normally regarded as attackers, people who create and release computer
viruses and worms cause billions of dollars of damage each year. In 1991, the Miche-
langelo virus opened a Pandora’s box of sorts for computer viruses. Although the
Michelangelo virus did little actual damage, the coverage that it received in the main-
stream media, including newspapers, magazines, and television news, brought com-
puter viruses into the popular consciousness and opened the door for other malicious
publicity seekers. Since then, many other computer viruses have created similar media
frenzies, such as Fun Love, ILOVEYOU, Melissa, and most recently, Code Red, Nimda,
Slammer, and Blaster, each of which to some extent improved on the previous one.

Popular media and antiauthoritarian romanticism transformed outlaws of the U.S.
western frontier—such as Jesse James and Billy the Kid—from common criminals who
robbed banks and murdered people into cult heroes. Similarly, several attackers have
gained cult hero status in the hearts and minds of computer geeks. Two recent exam-
ples include Kevin Mitnick and Adrian Lamo. Other attackers and prospective attack-
ers seek the attention of the media and hacker communities that Mitnick and Lamo
received and are envious, if not worshipful. The cult following of these two hacker leg-
ends is particularly strong with impressionable teenagers who have not fully devel-
oped their own sense of morality and rarely understand the true consequences their
actions have on business continuity and information technology.

In all these examples and in many similar incidents, the exploits of the attackers
received international publicity. Attackers motivated by notoriety, acceptance, and ego
look at these incidents as proof that they too can become famous. You can probably
imagine the sense of accomplishment an attacker might feel, seeing his handiwork in
the headlines of major newspapers and discussed on television news programs by
political pundits. Often attackers know that their actions are illegal but consider their
behavior harmless because there is no clear victim, no one physically harmed, and no
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tangible goods stolen or destroyed. Thus, in the minds of many attackers, they are not
doing anything discernibly wrong. Certainly this is not the case. For example,
although the direct financial consequences of Web site defacements are often low, the
loss of public confidence in how well the organization can ensure the confidentiality
and privacy of their employee, business partner, and customer information can be
severe. On the other hand, when these types of attacks are successfully carried out
against companies that you or your organization do business with, they are almost
always indications of greater security issues inside the company. This can result in
indirect financial losses from customer distrust and defection.

Financial Gain

We can separate attackers motivated by monetary gain into two categories: those
motivated by direct financial gain, and those motivated by indirect financial gain.

Attackers motivated by direct financial gain are little more than common criminals,
akin to bank robbers with computer skills. These attackers break into computer net-
works or applications to steal money or information. In the past few years, several
high-profile thefts of credit card information from the databases of companies that
conduct online commerce have been perpetrated. These attackers did one of three
things with the credit card information that they stole: they used the credit cards to
purchase products or make cash withdrawals, sold the credit card numbers to other
criminals, or attempted to extort money from the companies from which they stole
the credit cards. In nearly every case, the attacker was apprehended, but not before
causing significant damage. For example, in 1994, a Russian attacker broke into Citi-
bank and transferred roughly $10 million to accounts in several countries. He was
captured, and all but $400,000 was recovered. But the real damage to Citibank was in
its customers’ loss of trust because of Citibank’s inability to secure customers’ bank
accounts. The attacker was sentenced to three years in prison and fined $240,000,
whereas U.S. Federal Sentencing Guidelines call for a minimum 6- to 10-year sentence
for someone with no prior criminal record who robs a bank in person.

Another way that attackers seek financial gain from attacking networks and applica-
tions is to break into an organization’s network successfully and then offer to help the
organization secure the network. Although many of these attackers maintain the posi-
tion that they are “good guys” wanting only to help the target organization, in reality,
they are little more than extortionists demanding protection money, like a 1920s
gangster in cyberspace.

Some attackers are motivated by financial gain but in an indirect manner. A researcher
or computer security company might make a large effort to discover vulnerabilities in
commercial software applications and operating systems, and then use its discovery and
the publication of such previously unknown vulnerabilities as a marketing tool for its
own security assessment services. The publicity that a company or individual receives
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Challenge

Activism

from unearthing a serious vulnerability in a commercial software application, especially
awidely used application, can be priceless. For example, most significant vulnerabilities
discovered in a widely used software application will be reported on the front page of
major news and computer industry Web sites and in the technology or business sec-
tions of major newspapers. The discoverer of such a vulnerability might even receive air-
time on the cable news television networks. For most small computer consulting
companies, obtaining this type of publicity normally would be out of the question.

There is a critical point in the process of discovering commercial software vulnerabil-
ities at which one leaves the realm of ethical behavior and becomes an attacker: the
reporting of that vulnerability to the general public without the software company’s
knowledge or consent. Most commercial software companies are more than willing to
work with researchers who have discovered security vulnerabilities to ensure that a
software patch is available before the vulnerability is announced. Many software com-
panies will also give credit to the person and company that discover the vulnerability,
thus balancing the interests of their software users with the public recognition earned
by the person and company reporting the vulnerability. However, many researchers
not only publish the vulnerability without notifying the software vendor, they also cre-
ate code to exploit the vulnerability. Further complicating this issue are laws such as
the 1998 Digital Millennium Copyright Act (DMCA), which prohibits individuals
from exposing vulnerabilities in certain software and hardware encryption techniques
used for digital rights management. The bottom line is this: although discovering vul-
nerabilities for indirect financial gain can be done illegitimately by extortion, it can
also be done legitimately to advance the mutual business goal of software vendors and
researchers—protecting consumers.

Many attackers initially attempt to break into networks for the mere challenge. In
many ways, attackers view networks as a game of chess—a battle of minds that com-
bines strategic and tactical thinking, patience, and mental strength. However, chess
has precisely defined rules, and attackers clearly operate outside the rules. Attackers
motivated by the challenge of breaking into networks often do not even comprehend
their actions as criminal or wrong. Attackers motivated by the challenge are often
indifferent to which network they attack; thus, they will attack everything from mili-
tary installations to home networks. These attackers are unpredictable, both in their
skill level and dedication.

Generally, two types of attackers fall into the activism class. The first type, self-dubbed
“hacktivists,” have been known to create secure communication software for people
living under repressive regimes. For most organizations, this group of activist-attack-
ers is relatively harmless.
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The other type of activist-attacker, however, is a legitimate threat. This type breaks into
networks as part of a political movement or cause. For example, such an attacker
might break into a Web site and change the content to voice his own message. The
“Free Kevin Mitnick” hacktivists frequently did this in an attempt to get Mitnick
released from U.S. federal custody after he was arrested on multiple counts of com-
puter crime. Attackers motivated by a specific cause might also publish intellectual
property that does not belong to them, such as pirated software or music. They might
carry out sophisticated denial-of-service attacks, called virtual sit-ins, on major Web
sites to call attention to a particular cause.

Attackers motivated by revenge are often former employees who feel they were wrong-
fully terminated or who hold ill will toward their former employers. These attackers
can be particularly dangerous because they focus on a single target and—being former
employees—often have intricate knowledge of the security of the networks. For exam-
ple, on July 30, 1996, employees of Omega Engineering arrived at work to discover
that they could no longer log on to their computers. Later they discovered that nearly
all their mission-critical software had been deleted. The attack was linked to a logic
bomb planted by an administrator who had been fired three weeks earlier. The attack
resulted in more than $10 million in losses, prompting the layoff of 80 employees. In
early 2002, the former administrator was sentenced to 41 months in prison, which
pales in comparison to the financial and human damages that he caused.

Some attackers break into networks to steal secret information for a third party.
Attackers who engage in espionage are generally very skilled and can be well funded.
Two types of espionage exist: industrial and international. A company might pay its
own employees to break into the networks of its competitors or business partners, or
the company might hire someone else to do this. Because of the negative publicity
associated with such attacks, successful acts of industrial espionage are underre-
ported by the victimized companies and law enforcement agencies. A widely publi-
cized industrial espionage incident using computers took place in Japan. In December
2001, an engineer at Japan’s NEC Toshiba Space Systems broke into the network of
the National Space Development Agency of Japan. This engineer illegally accessed the
antenna designs for a high-speed Internet satellite made by Mitsubishi in an attempt
to help NEC gain business from the space agency. As a result, the Japan Space Agency
prohibited NEC from bidding on new contracts for two months, but no criminal
charges were filed.
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Attackers who engage in international espionage attempt to break into computer net-
works run by governments, or they work for governments and rogue nations to steal
secret information from other governments or corporations. The most famous case of
computer-related international espionage is documented in Cliff Stoll’s book The
Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer Espionage (Pocket Books,
2000). In 1986, Stoll, an astronomer by trade, was working as a computer operator at
Lawrence Berkeley Lab when he discovered a 75-cent discrepancy in an accounting
log from the mainframe computer. One thing led to another, and eventually Stoll dis-
covered that German attackers being paid by the KGB were breaking into both mili-
tary and nonmilitary computers to steal secret information.

Information Warfare

Information warfare is another motivation for attacking computer networks that is
becoming increasingly dangerous as people around the world rely on networks for
mission-critical services. Major wars have been marked by the evolution of weapons
systems—the machine gun changed the nature of combat in World War 1, the tank
changed the nature of combat in World War II, and airpower changed the nature of
combat in Vietnam. Behind the scenes, each war also marked the evolution of elec-
tronic combat. From intercepted telegrams broken by hand, to radar jamming, to sat-
ellite transmissions that could be broken only by stealing the encryption keys (despite
the power of many supercomputers)—electronic combat and intelligence have become
deciding factors in modern warfare. Although no widely reported incidents of cyber-
terrorism exist, you can be certain that these attempts have been made. There is evi-
dence of information warfare in China, Israel, Pakistan, India, and the United States.
The U.S. president’s Critical Infrastructure Protection Board was formed in 2001 spe-
cifically to address countering the threat of cyber-terrorism and information warfare
against the United States.

Why Defending Networks Is Difficult

In traditional combat, defenders enjoy a distinct advantage over their attackers. How-
ever, in information technology, several factors give attackers the advantage:

Attackers have unlimited resources.
Attackers need to master only one attack.
Defenders cannot take the offensive.

Defenders must serve business goals.

Defenders must win all the time.
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Attackers Have Unlimited Resources

Atany given time, defenders must protect their network against both attackers around
the globe and their own employees. This accumulation of attackers, as a group, limits
a defender’s resources. Many attackers can spend all day systematically attempting to
break into your network. Attackers can collaborate to develop new and more sophis-
ticated attacks. As a network administrator, you have other duties besides defending
the network, and unlike attackers, you go home at night, take sick days, and go on
vacations. Over time, some attackers will cease attempting to break into your network,
but new ones will take their place. Defending networks against unrelenting hordes of
attackers with much more time than you gives attackers an advantage.

Attackers Need to Master Only One Attack

As a network administrator, you have to secure many servers and applications. You
must learn how all your operating systems, applications, and network devices work,
as well as how to secure and manage them. You must determine the threats to each
component of your network and keep current with newly reported vulnerabilities.
Attackers, on the other hand, need to master attacking only a single application or
operating system feature to compromise it and break into your network.

Defenders Cannot Take the Offensive

Although attackers can attack networks with a certain amount of impunity, defenders
can retaliate only through litigation, which is expensive and time-consuming. Attack-
ing an attacker is not only illegal in most countries, it is impractical. This is because
attackers often use previously compromised third-party computers, called zombie sys-
tems, or many zombie systems acting in unison to attack networks. By using zombie
systems to carry out or amplify an attack, an attacker can protect her identity. Fre-
quently attackers use the networks of colleges and universities as attack vectors
because of their openness, computing power, and bandwidth. An attack can also orig-
inate from another legitimate organization whose employee has attacked your net-
work or whose network has already been compromised by an intruder. In any of these

© cases, retaliating against an intruder can result in your organization illegally attacking
an unwitting individual, company, or organization. Thus, legally and practically, you
cannot retaliate against attackers.
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Applying Key Principles of Security

Defenders Must Serve Business Goals

Although network administrators are responsible for securing their organizations’ net-
works, they also must install and configure operating systems and applications that
help employees meet the goals of the business. In some situations the pursuit of com-
pany business goals conflicts with maintaining the security of the network.

For example, company executives might travel with laptops that contain sensitive
information about the company. The executives might be unwilling to comply with
security policies that require long and complex passwords. Knowing this, a network
administrator might supply the executives with smart cards that they must use to
access their laptops. This security measure will better protect the information on the
laptop, but it also introduces other potential problems, such as the loss or misplace-
ment of smart cards. To mitigate this situation, a network administrator might decide
to create a second account for local computer users that could be used without the
protection of a smart card, granting certain trusted employees the new account pass-
word, which could result in a serious security vulnerability.

Another situation in which the pursuit of business goals can interfere with the protec-
tion of the network occurs when your organization has a business rule that conflicts
with the security of the network. For example, your organization might have a busi-
ness rule that requires network traffic to the payroll server to be encrypted. This secu-
rity measure will make data transmission of employee compensation secure, but
makes it impossible for you to monitor network traffic to determine whether traffic is
legitimate or illegitimate. It also prevents you from using any type of network intru-
sion detection software. In both scenarios, having to serve business goals jeopardizes
your ability to protect the network.

Defenders Must Win All the Time

An attacker needs only one successful attack to compromise a network, whereas a net-
work administrator must prevent all attacks to succeed in his role. These are ominous
odds for ill-equipped or under-resourced network administrators. Given all the other
problems defenders of networks face, it is inevitable that the security of your network
will be compromised at some point. As a network administrator, you must ensure that
these compromises are detected early and happen infrequently.

Is defending a network impossible? Not at all. But one thing is certain: it is impossible
to defend a network without trained, skilled, and knowledgeable network administra-
tors. By applying the key principles of security outlined in Chapter 1, “Key Principles
of Security,” to the information this book presents on securing computers running
Microsoft Windows Server 2003, Windows 2000, and Windows XP, you can build a
strong foundation for defending your networks.
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Chapter 3

Configuring Security for User
Accounts and Passwords
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The account is the central unit of security on computers running Microsoft Windows
Server 2003, Windows 2000, Windows XP, and the applications that run on them.
Rights and permissions are assigned to accounts and checked by a resource such as a
file or a folder at the time of access. It is important to understand that a user and a user
account are different entities. Anyone who possesses the credentials associated with a
user account can use that account, despite the name on it—a computer can control
and audit access to resources based on the user account token, not on the physical
identity of the person using the account.

For example, you might be asked to restrict access to a certain file to allow only your
organization’s payroll managers access, whereas in reality you are restricting access to
the file to allow access by the user account that the payroll managers use. Thus, you
must protect the credentials used to validate that the person attempting to use the
account is the person to whom the account was issued. By default, the credentials
needed to use an account are the account name and password.

Securing Accounts

Each user, computer, or group account is a security principal on systems running
Windows Server 2003, Windows 2000, and Windows XP. Security principals receive
permissions to access resources such as files and folders. User rights, such as interac-
tive logons, are granted or denied to accounts directly or by membership in a group.
The accumulation of these permissions and rights define what security principals can
and cannot do when working on the network.
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User accounts are either domain or local in scope. In Windows Server 2003 and Win-
dows 2000, domain accounts are stored in the Active Directory directory database
(Ntds.dit) on domain controllers, whereas local accounts are stored in individual
Security Accounts Manager (SAM) databases on the hard drives of workstations and
member servers whether domain joined or not. Domain accounts can be used to
authenticate to any machine in the forest and any domains that trust logons per-
formed by the domain where the account exists, whereas local accounts are used to
authenticate access to resources on the local computer only.

Understanding Security Identifiers

Although users reference their accounts by the user name or universal principal name
(UPN), the operating system internally references accounts by their security identifi-
ers (SIDs). For domain accounts, the SID of a security principal is created by concate-
nating the SID of the domain with a relative identifier (RID) for the account. SIDs are
unique within their scope (domain or local) and are never reused. This is an example
of a SID:

S-1-5-21-833815213-1531848612-156796815-1105
A SID is composed of several components:
S-<revision>-<identifier authority>-<subauthorities>-<relative identifier>

m Revision This value indicates the version of the SID structure used in a particu-
lar SID. The revision value is 1 in Windows Server 2003, Windows 2000, and
Windows XP. Although there might be another revision in the future, right now
there is only 1.

B Identifier authority This value identifies the authority that can issue SIDs for
this particular type of security principal. The identifier authority value in the SID
for an account or group in Windows Server 2003, Windows 2000, and Win-
dows XP is 5 for the NT Authority.

B Subauthorities The most important information in a SID is contained in a
series of one or more subauthority values. All values up to but not including the
last value in the series collectively identify a domain in an enterprise. This part of
the series is known as the domain identifier. The last value in the series identifies
a particular account or group relative to a domain. This value is the RID. In the
example just given, this value is 1105.

By default, several security principals are created during installation of the operat-
ing system or domain; the SIDs for these accounts are called well-known SIDs.
Table 3-1 lists the well-known SIDs for Windows Server 2003, Windows 2000,
and Windows XP.
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SID

Security Principal

Notes

S-1-0

Null Authority

The authority for the Nobody SID.

5-1-0-0

Nobody

Nobody is a null SID and is used when there is no
SID. Practically, this SID is not used in any version
of Windows. This should not be confused with
null credentials, which uses the Everyone SID.

S-1-1

World Authority

The authority for the Everyone SID.

S-1-1-0

Everyone

A group that includes all users, even anonymous
users and guests in Windows 2000. In Windows
XP and Windows Server 2003, the Everyone
group does not contain the Anonymous SID. Us-
ers or services that attempt to access an object
anonymously are not granted access if the access
control list (ACL) on the object includes the Every-
one group. Anonymous access is granted only for
objects whose ACL explicitly contains the Anony-
mous SID. This behavior can be changed so that
the Everyone group does contain Anonymous by
changing the registry value for “Everyonelnclude-
sAnonymous.” For more information on anony-
mous users, see the sidebar titled “Sorting Out
Anonymous Access” in Chapter 11, "Creating and
Configuring Security Templates.”

S-1-2

Local Authority

The authority for the Local SID.

§-1-2-0

Local

This SID is added to the access token for the
logged-on account that did not log on over the
network. If the account logged on through the
network, it will have the Network SID added to
the access token.

S-1-3

Creator Authority

The authority for the Creator Owner SIDs, which
are used to facilitate access control entry (ACE)
inheritance.

S-1-3-0

Creator Owner

This SID is used in inheritable ACE. It is replaced
by the SID of the account who is the creator when
the ACE is inherited.

§-1-3-1

Creator Group

This SID is used in inheritable ACE. It is replaced
by the SID of the primary group for the account
that is the creator when the ACE is inherited. The
primary group is used by the POSIX subsystem
and Apple Macintosh clients.

S-1-5

NT Authority

The NT Authority is the authority for objects in
the Windows security subsystem.

§-1-5-1

Dialup

This SID is added to the access token of accounts
connecting to the computer directly through lo-
cally attached modem:s.
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ity

Network

This SID is added to the account’s token when it
is accessing the system through the network

§-1-5-3

Batch

This SID is added to the account’s token when it
is accessing the system through the batch queu-
ing facility by launching a process as a batch job.

S-1-5-4

Interactive

This SID is added to the account’s token during an
interactive logon session, which includes console,
Terminal Services, and Microsoft Internet Infor-
mation Services (IIS) logons.

§-1-5-5-X-Y

Logon Session

This SID is used to control access to window-sta-
tions from processes launched by the user during
a given logon session.

S-1-5-6

Service

This SID is added to the access token of an ac-
count that was logged on as a system service.

S-1-5-7

Anonymous

The Anonymous SID is used when no credentials
are presented. When a computer receives a
request such as net use \\server\ipc$
Juser:"" "" Windows will assign the session
the Anonymous SID when connecting to the in-
terprocess communication share.

S-1-5-9

Enterprise
Controllers

This SID is held by all domain controllers and used
in Active Directory to control replication and oth-
er forest-wide functions.

S-1-5-10

Principal Self
(or Self)

Self is a placeholder in an ACE on a user, group,
or computer object in Active Directory. When you
grant permissions to Self, you grant these permis-
sions to the security principal represented by the
object. During an access check, the operating sys-
tem replaces the SID for Self with the SID for the
security principal represented by the object.

S-1-5-11

Authenticated
Users

After accounts successfully authenticate, this SID
is added to their access token. It is important to
note that despite the name of this SID, computers
are members of this group as well. In Windows
2000, Authenticated Users includes the same ac-
counts as the Everyone group with the exception
of Anonymous and Guest accounts. In Windows
XP and Windows Server 2003, because Anony-
mous has been removed from the Everyone
group by default, the only difference between
Authenticated Users and Everyone is that the Ev-
eryone group also includes Guests.
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SID

Security Principal

Notes

S-1-5-12

Restricted Code

This SID is added to the user's access token when
using the Protect My Computer option in RunAs
in Windows 2000 and Windows XP. In Windows
Server 2003, this option is labeled “Run this pro-
gram with restricted access” because of the re-
stricted token that is used. This SID is not in
Windows 2000. For more information on restrict-
ed tokens, see the sidebar "Using the RunAs Ser-
vice"” later in this chapter.

5-1-5-13

Terminal Server
User

The Terminal Server User SID is added to the ac-
cess token of all users who logged on through
Terminal Services. This SID is added to the access
token only if the terminal server is configured for
“Terminal Server 4.0 compatibility mode” in
Windows 2000 or "Relaxed Security” in Windows
Server 2003.

5-1-5-14

Remote
Interactive Logon

This SID is added to the access token of accounts
that log on using a Remote Desktop Connection.

S-1-5-18

Local System

The Local System SID is the security context in
which core components of the operating system
run. In Windows 2000, Local System is the only
built-in account with which to run system services.

5-1-5-19

Local Service

Local Service, available in Windows Server 2003
and Windows XP only, is used to run system ser-
vices that do not require operating system-wide
permissions to operate and do not require access
to network resources. Security for system services
is covered in Chapter 9, "Managing Security for
System Services.”

S-1-5-20

Network Service

Network Service, available in Windows Server
2003 and Windows XP only, is used to run system
services that do not require operating system—
wide permissions to operate, but do need access
to resources on other computers. Security for sys-
tem services is covered in Chapter 9, “"Managing
Security for System Services.”

S-1-5-
<domain
SID>-500

Administrator

This is the default Administrator account for all
installations of the Windows operating system.
Although you can rename the account, the RID
for this account will always be 500.

S-1-5-
<domain
SID>-501

Guest

This is the default Guest account for all installa-
tions of the Windows operating system. Although
you can rename the account, the RID for this ac-
count will always be 501.
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SID_ _ Security Principal  Notes =~~~
S-1-5- KRBTGT This is the account used by the Kerberos Key Dis-
<domain tribution Center (KDC) in Windows Server 2003.
SID>-502 and Windows 2000.

S-1-5- Domain Admins Members of the Domain Admins group have

<domain complete control over all objects in the domain.

SID>-512 The Domain Admins group is also a member of
the local Administrators group on all computers
in the domain. Membership in this group should
be kept to a minimum.

S-1-5- Domain Users By default all user accounts are automatically

<domain granted membership in the Domain Users group.

SID>-513
S-1-5- Domain Guests By default the Guest account is automatically
<domain granted membership in the Domain Guests
SID>-514 group.

S-1-5- Domain By default all computer accounts are automati-
<domain Computers cally granted membership in the Domain Com-

SID>-515 puters group.

S-1-5- Domain By default all domain controller computer ac-
<domain- Controllers counts are automatically granted membership in
SID>-516 the Domain Controllers group.

S-1-5- Cert Publishers This is a group that includes all computers that
<domain host an enterprise Certification Authority (CA).
SID>-517 Cert Publishers are authorized to publish certifi-

cates for User objects in Active Directory.

S-1-5- Schema Admins Members of the Schema Admins group can cre-
<root do- ate classes and attributes in the schema as well as
main SID>- manage the schema master flexible single-master
518 operation (FSMO). By default, the Schema Ad-

mins group contains only the Administrator ac-
count from the first in the forest domain. Only
members of the Enterprise Admins group can add
to and remove accounts from the Schema Ad-
mins group. The Schema Admins group is
changed from a global group to a universal
group when the forest root domain is converted
to native mode.
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SID Security Principal

Notes

S-1-5- Enterprise Admins
<root do- o

main SID>-

519

Members of the Enterprise Admins group have
complete control of all objects in the forest. En-
terprise Admins are members of all the built-in
domain local Administrators groups in each do-
main in the forest. Enterprise Admins can also
manage all objects not associated with any single
domain, such as the objects in the Configuration
container. The Enterprise Admins group is
changed from a global group to a universal
group when the forest root domain is converted
to native mode.

S-1-5- Group Policy
<domain Creator Owners
SID>-520

Members of the Group Policy Creator Owners
group can fully manage all Group Policy in the
domain. Because this group can control security
policies by deploying or removing Group Policy
objects (GPOs), membership should be minimal
to nonexistent. By default, this group contains the
Administrator account from the first in the forest
domain.

S-1-5- RAS and IAS
<domain Servers
SID>-553

Computers that are running the Routing and Re-
mote Access service or Internet Authentication
Service (IAS) are added to the group automatical-
ly. Members of this group have access to certain
properties of User objects, such as Read Account
Restrictions, Read Logon Information, and Read
Remote Access Information. By default, this
group contains no members.

S-1-5-32- Administrators
544

The built-in Administrator account is the only de-
fault member of this group. If the computer is
added to a domain, the Domain Admins group is
added to the local Administrators group, making
all members of the Domain Admins group local
administrators on all computers in the domain.
Local administrators have complete control over
all local resources, including accounts and files.
Membership in the local Administrators group
should be limited to only those accounts that re-
quire this level of access.
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SID

" Security Principal

Notes —

§-1-5-32-
545

Users

Members of the Users group have limited access
on the system. By default, members of the Users
group have Read/Write permissions only to their
own profiles. User security settings are designed
to prohibit members of the Users group from
compromising the security and integrity of the
operating system and installed applications. Users
cannot modify computerwide registry settings,
operating system files, or program files, and they
cannotinstall applications that can be run by other
users. As a result, the Users group is secure to the
extent that members cannot run viruses or Trojan
horse applications that affect the operating sys-
tem or other users of the operating system absent
some other way to elevate privileges.

S-1-5-32-
546

Guests

By default, members of the Guests group are de-
nied access to the Application and System Event
logs and are not given the Authenticated Users
SID in their access token. By default, the only
member of this group is the built-in Guest ac-
count, which is disabled by default.

§-1-5-32-
547

Power Users

Although members of the Power Users group
have less system access than administrators but
more than users, they should be considered ad-
ministrators for security purposes because they
can generally elevate their privileges to become
administrators without much effort, for instance,
by replacing files in %systemroot%\system32
with a version that will elevate the Power User’s
security context to administer or system.

S-1-5-32-
548

Account
Operators

Members of the Account Operators group can
manage user accounts and groups but cannot
manage accounts that are members of Adminis-
trators, Domain Admins, Server Operators, Back-
up Operators, Print Operators, and Account
Operators groups. Nor can they change the
membership of these groups. Account Opera-
tors can also log on locally, including domain
controllers.
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SID

Security Principal

Notes

5-1-5-32-
549

Server Operators

Members of the Server Operators group can
manage resources on the local server, and they
have the ability to perform the following tasks:

B Log on locally and lock, unlock, and shut
down the server

B Create, manage, and delete shared folders
B Create, manage, and delete printers

W Back up and restore files and folders

S-1-5-32-
550

Print Operators

Members of the Print Operators group can man-
age printers and print jobs. Print Operators can
also log on locally and shut down servers, includ-
ing domain controllers.

§-1-5-32-
551

Backup Operators

Members of the Backup Operators group can
back up and restore files on the local computer,
regardless of the permissions that protect those
files, including files and folders encrypted using
the encrypting file system (EFS). Members of this
group can also log on to the computer interac-
tively and shut it down. However, Backup Opera-
tors cannot change security settings. By default,
the Backup Operators group has no members.

§-1-5-32-
552

Replicator

The Replicator group is used for file replication in
Windows NT. It is not used natively by Windows
2000 and later operating systems.

S-1-5-32-
544

Pre-Windows
2000 Compeatible
Access

The Pre-Windows 2000 Compatible Access group
is granted permissions in ACLs on objects in
Active Directory. When the first domain controller
for each domain is promoted, the DCPROMO
Wizard asks whether you want to use this group.
If you enable pre-Windows 2000 compatibility,
the Everyone group will be made a member of
the Pre-Windows 2000 Compatible group. In
Windows Server 2003, the Anonymous account is
also added to this group because it is no longer
included in Everyone by default. This setting is
particularly relevant to a domain operating in
mixed mode with Windows NT 4.0 backup do-
main controllers (BDCs) that are also Remote
Access Service (RAS) servers. You should not place
any members in this group unless you have a
clear business or technical requirement to do so.
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SID. = SecurityPrincipal  Notes . =~ i
S-1-5-32- Remote Desktop The Remote Desktop Users group enables mem-
555 Users bers to log on remotely by using Remote Desk-
top Services. By default, this group contains no
members.

S-1-5-32- Network Members of the Network Configuration Opera-

556 Configuration tors group have limited administrative privileges

Operators that allow them to configure networking fea-

tures, such as IP address configuration of the
machine’s network adapters for computers run-
ning Windows XP. By default, this group con-
tains no members.

S-1-5-32- Incoming Forest A new group in Windows Server 2003, members
557 Trust Builders of this group can create incoming, one-way trusts

to the forest.

S-1-5-32- Performance Members of the Performance Monitor Users
558 Monitor Users group, added in Windows Server 2003, can use

the Performance Monitor on computers without
Administrator privileges.

S-1-5-32- Performance Log Members of the Performance Log Users group,

559 Users added in Windows Server 2003, can remotely ac-
cess and schedule logging of performance
counters.

S-1-5-32- Windows Members of this group have access to the com-
560 Authorization puted tokenGroupsGlobalAndUniversal attribute

Access Group on User objects. For more information on this
group, see Microsoft Knowledge Base article
331951, “Some Applications and APIs Require
Access to Authorization Information on Account
Objects,” at http.//support.microsoft.com
/kb/331951.

S-1-5-32- Terminal Server This SID is held by all terminal server license
561 License Servers servers.

S-1-5-- HelpServices- This is the group for the Help and Support Center.
<domain Group Support_388945a0 is a member of this group by
SID>-??7? default.
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Understanding Access Tokens

When a user successfully logs on to the network, an access token is created. A copy of
the access token is attached to every process and thread that executes on the user’s
behalf. The access token is used by the computer to determine whether the user has
the appropriate authority to access information or to perform an action or operation.
The contents of an access token include the following:

Account SID The SID for the account.

Group SIDs A list of SIDs for security groups that include the account. In a
native mode domain, this list also includes the SID that is stored in the
account’s SID-History attribute.

Rights A list of rights and logon privileges that the account possesses directly
or through security group membership.

Owner The SID for the user or security group who, by default, becomes the
owner of any object that the user either creates or takes ownership of.

Primary group The SID for the user’s primary security group. This information
is used by the POSIX subsystem when using the File Server for Macintosh or
Print Server for Macintosh services to provide file and print services from servers
running Windows NT 4.0 or later to Macintosh clients. (For information on File
Server for Macintosh and Print Server for Macintosh, see Chapter 9, “Managing
Security for System Services.”)

Source The process that caused the access token to be created, such as the Ses-
sion Manager, LAN Manager, or Remote Procedure Call (RPC) Server process.

Type A value indicating whether the access token is a primary token or an
impersonation token. A primary token is an access token that represents the
security context of a process. An impersonation token is an access token that a
thread within a service process can use to adopt a different security context tem-
porarily, such as the security context for a client of the service.

Impersonation level A value that indicates to what extent a service can adopt
the security context of a client represented by this access token.

Statistics Information about the access token itself. The operating system uses
this information internally.

Restricted SIDs  An optional list of SIDs added to an access token by a process
with authority to create a restricted token. Restricting SIDs can limit a thread’s
access to a level lower than that allowed to the user.

Session ID A value that indicates whether the access token is associated with
the client’s logon session.
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You can see the details of your access token by using the Whoami.exe utility.
Figure 3-1 shows the contents of an access token using Whoami.exe.

C&)> SeChangeNotif yPrivilege = Bypass traverse checking
<%> SelndockPrivilege = Remove computer from docking station

C:\Program Files\Resource Kit>.

F1 es\Resource Kit>whoami sal
“FINANCE\twalters” $-1-5- 21 833815213-1531848612-1567696815-1185

= FlNﬂNCE\Domgm Usgrs" §-1-5-21-833815213-1531848612-1567696815-513

UILTIN\Users" §-1-5-32-545 i
INANCENGroup Policy Creator Owners" $-1-5-21-833815213-1531848612-15676768

= “LOCAL" $-1-2-8
= “NI AUTHORITYNINTERACTIUE"” §-1-5-4

“NT AUTHORITY\Authenticated Users" S§-1-5-11

Figure 3-1 Viewing the contents of an access token using Whoami.exe

On the CD  Whoami.exe is located on the CD included with this book for Windows
2000 and Windows XP. Whoami.exe is in the default installation of Windows Server
2003 and the output is much easier to read.

Configuring Account Security Options

User accounts are a core unit of network security. Consequently, you might want to
secure user accounts to a greater degree than the default settings provide. Active
Directory enables you to secure individual user accounts in several ways, including
these options:

Logon Hours Determines the days and times of the week, in one-hour periods,
when a user can log on to the network. Group Policy provides a setting to log a
user off the network forcibly when the allowed logon hours have expired.

Logon To (Logon Workstation in Windows 2000) Restricts accounts to interac-
tively logging on to only certain computers on the network, specified by the
computers’ NetBIOS name(s).

User Must Change Password At Next Logon Forces the user to change his pass-
word at the next interactive logon. This is a useful option for new accounts and
for facilitating random force password changes.

User Cannot Change Password This setting prevents users from changing their
own passwords. This option is commonly used with shared accounts, such as
those used on a kiosk PC.

Password Never Expires Exempts the password from domain password expira-
tion policy restrictions. You should use this option only when you have a clear
business reason, such as for accounts that are not used interactively and thus
would not receive a password expiration notification, including service accounts
that must run in the domain context.
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m Store Password Using Reversible Encryption Stores the password in such a way
that it can be decrypted by the operating system to be compared with a plaintext
password. This option is required when using legacy protocols such as Chal-
lenge Handshake Authentication Protocol (CHAP) or Shiva Password Authenti-
cation Protocol (SPAP) for authentication. When this option is selected, the next
time the user changes her password, the new password will be stored using a
reversibly encrypted form of the password that will be created. This hash is sent
across the network for authentication purposes, then is decrypted and matched
to the plaintext copy of the password. You should set this option only for
accounts that require the plaintext of the password to be known by the domain
controller, such as those used in IIS digest authentication and authentication
from Macintosh computers.

Important You cannot set the following account options on the built-in
Administrator account in Windows 2000, although they can be set in Windows
Server 2003:

B Password Never Expires

Store Password Using Reversible Encryption

Account Is Disabled (except in Windows XP and Windows Server 2003)
Smart Card Is Required For Interactive Logon

Account Is Trusted For Delegation

Account Is Sensitive And Cannot Be Delegated

Use DES Encryption Types For This Account

Do Not Require Kerberos Preauthentication

B Account Is Disabled Prevents the account from being used, but does not delete
the account. You commonly set this option when a user has been terminated,
but items associated with the user account might still be required, such as pri-
vate keys or mailbox access.

B Smart Card Is Required For Interactive Logon Requires that a smart card be
used for interactive logons, which include Terminal Services logons and service
logons, but not network logons. Users with this option set on their accounts will
not be allowed to log on interactively by using their user names and passwords.
In Windows 2000, the password that was previously used for the account before
setting this option is preserved. If you enable this setting, you should set the
password to a random value to prevent the account from being used for other
types of logons, such as network logons. In Windows XP and Windows Server
2003, the password will be automatically reset.
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B Account Is Trusted For Delegation Enables services running under this account
to perform operations on behalf of other user or computer accounts. This
option is available on both computer and user accounts and is commonly used
with applications that run on Web servers, as well as on COM servers and serv-
ers running Microsoft SQL Server. You should set this option only if you know
that it is required for proper functionality of a distributed application, such as on
Web server accounts running applications that use Kerberos and Windows Inte-
grated Security with IIS 5.0/6.0. Additionally, for users to use EFS to encrypt
files on remote servers, the server’s account must be trusted for delegation so
that the server can generate a profile locally for the account and user of the
user’s keys. All domain controllers in Active Directory are implicitly trusted for
delegation. In Windows Server 2003, this feature is configured on the Delega-
tion tab of the Properties of an account.

Caution If an attacker should compromise a computer that is trusted for
delegation, he would be able to use the credentials of any user or computer that
authenticates to the compromised computer to access other network resources.
All computers that have this option set should be protected, physically and log-
ically, in the same manner as your domain controllers because the potential
consequences of a compromise are very similar. ‘

MW Account Is Sensitive And Cannot Be Delegated Prevents an account from being

delegated.

W Use DES Encryption Types For This Account Enables the account to use Data
Encryption Standard (DES) encryption, which supports multiple levels of
encryption, for interoperability with Unix-based Kerberos realms, rather than
the RC4 algorithm used by default in Windows 2000 and Windows Server
2003.

B Do Not Require Kerberos Preauthentication Disables Kerberos preauthentica-
tion, which is employed by default, for interoperability with MIT Kerberos v4
realms.

M Account Expiration Automatically disables an account on a specified date in the
future. Often organizations will synchronize this setting with the employment
duration of temporary, vendor, or intern employees to ensure that such users do
not have continued access to the network after their employment ends.

You can control Remote Access permissions for each user account by allowing or
denying Remote Access privileges, as well as setting caller ID, callback, static IP
addresses, and routes. Once you have converted your domain to native mode, you can
configure Remote Access policies to control Remote Access permissions. Remote
Access policies allow for much greater granular control of Remote Access permissions
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and are discussed in depth in Chapter 22, “Implementing Security for Routing and
Remote Access.” You can also determine whether a user can use Terminal Services and
how the terminal server session can be used by configuring Environment, Sessions,
Remote Control, and Terminal Services Profile settings on a user account in Active
Directory.

Securing Administrative Accounts

Regardless of the security deployed on a network, you will always have one collection
of user accounts that are inherently trusted administrators. Administrators are
granted rights and permissions that enable them to subvert nearly any security mech-
anism through their innate rights, by elevation of privileges, or through physical com-
promise of the hardware. Although you might have thoroughly vetted administrators
during the hiring process, the administrator account on most networks is only an ill-
protected or ill-created password away. Once compromised, an administrator account
is a passport to the entire network and all the data on it. Therefore, it is paramount to
secure administrator accounts. In addition to applying account security options, con-
sider the following best practices for administrator accounts:

B Minimize the number of accounts that are granted Administrator access. Win-
dows Server 2003 and Windows 2000 enable you to delegate authority over
nearly every object in Active Directory and the file system. Additionally, most
services install special management groups. For example, when you install the
Domain Name System (DNS) or Dynamic Host Configuration Protocol (DHCP)
in Windows Server 2003 or Windows 2000, a domain local group is automati-
cally created with permissions to manage the respective services.

B Use Restricted Groups to control membership in administrative groups. Restricted
Groups in Group Policy enable you to control group membership automatically.
Domain controllers refresh Group Policy every 5 minutes by default; thus, every
5 minutes, accounts that are not defined in the Restricted Groups policy settings
are removed from the security group. If you audit account management events,
enforcement of this policy will log an event to the Security Event log under the
event ID 637. The Caller field in the error message will list the computer name of
the domain controller computer on which the change was made instead of the
user account nare. )

B Require multiple-factor authentication. You can require smart card or other
multiple-factor authentications for accounts with administrative access, espe-
cially members of the Enterprise Admins group or the Domain Admins group.
By doing this, you can avoid the risks associated with passwords and add an ele-
ment of physical security to using administrator accounts. You can also require
smart cards for Terminal Services logons from Windows XP.
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Restrict the use of administrator accounts to specific computers. Because an
attacker can easily hijack an administrator’s credentials by having previously
compromised a computer that an administrator later logs on to, administrator
accounts should only be used on computers that can be trusted from logical or
physical compromise, such as a server console. Doing this can create manage-
ment inconveniences. However, for high security requirements, you can use the
Logon Workstation account option to restrict the interactive logon to certain
computers for administrator accounts. By combining this setting with good
physical security of the computers to which the account is restricted, you greatly
increase the security of the Administrator account.

Do not use administrative accounts for routine activities. By not using adminis-
trative accounts for routine activities such as browsing the Internet, you can
limit the damage that a virus or Trojan horse could do to a computer if compro-
mised. Instead, use the Secondary Logon (RunAs) service. See the following
sidebar for details of this service.

Do not allow users to be local administrators. Unless you have a clear business
or technical reason for doing so, you should prohibit users from having local
administrative privileges. Users who have local administrative privileges can
reconfigure the computer and have unrestricted access to the operating system
and registry. Not only could this lead to information disclosure if a user shares
confidential data without proper security, but many viruses and Trojan horses
rely on this level of access to infect computers and spread to other machines.
Additionally, users with local administrative access can exempt their machines
from Group Policy and otherwise manipulate their computers to render security
measures ineffective.

Vet employees before granting them administrative access. You should work
with your organization’s Human Resources department to evaluate network

administrators during the hiring process to prevent granting access to poten-
tially malicious or overly careless administrators.

Lock servers and workstations. Locking unattended servers and workstations is
especially important when using accounts with administrative access. An
attacker might need only a few seconds at a computer that is logged on with
administrative privileges to compromise the system. You can require smart cards
for interactive logons, implement Group Policy to set the smart card removal
behavior to lock the workstation when the smart card is removed, and require
your administrators to carry their smart cards with them at all times.
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Using the RunAs Service

Windows 2000 introduced the RunAs service, although in Windows XP it is
sometimes called the Secondary Logon service. This service enables an interac-
tive user to use a different security context to run applications and utilities. You
can use the RunAs service at the command line or by pressing the SHIFT key
while right-clicking an application, or by creating a shortcut to an application
and selecting the option to invoke RunAs automatically. In Windows XP and in
Windows Server 2003, you can also use the RunAs service with smart cards.
RunAs is not scriptable by any method other than keystroke-passing utilities
because the service requires that the password be typed interactively.

If you are logging on to the RunAs service in Windows Server 2003 or Windows
XP by using a privileged security context such as an Administrator account, you
can create a restricted token for the secondary logon session. An access token
will be created for the logged-on user that eliminates all users rights held by the
user except Bypass Traverse Checking, including inherent rights received by
having membership in the local Administrators group. It also prevents the appli-
cation from accessing the user’s profile and only allows Read access to the regis-
try hives HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER. Because
Whoami.exe does not display deny DACLs, you will not see the Administrators
group membership denied when inspecting a restricted token except in Win-
dows Server 2003 where Whoami.exe will report “Group used for Deny only.”

Implementing Account Password Security

By default, the only protection that accounts are given is user-chosen passwords.
Users—and for that matter, administrators—historically have been poor generators of
random passwords and even worse at keeping passwords secret. Your organization
might have near-perfect security, but one weak password can cause the exposure of
company secrets, can be used to launch a successful denial-of-service attack, or can
sabotage the network. Unless you employ multifactor authentication methods for all
users on your network, you should implement password security settings.

In Windows Server 2003 and Windows 2000, you can create password policies at the
domain level for all domain accounts though Group Policy, or at the OU level for local
accounts on systems running Windows 2000 and later operating systems that are
members of the domain. Table 3-2 lists password policies in Active Directory that you
can set for all accounts in the domain. As you might notice, the default settings were
made much more secure in Windows Server 2003 in an effort to be more secure out of
the box.
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Table 3-2 Default Password Policy Settings in Windows Server 2003,
Windows 2000, and Windows XP

-Default Valuein
Windows 2000and .

fault Value in-

Setting ~ WindowsXP ~ Windows Server 2003  Range
Enforce Password One password 24 passwords 0to 24
History remembered remembered
Maximum Password 42 days 42 days 0to 999
Age
Minimum Password 0 days 1 day 0to 999
Age
Minimum Password 0 characters 7 characters O0to 14
Length
Password Must Meet Disabled Enabled Enabled or
Complexity Require- disabled
ments
Store Password Using Disabled Disabled Enabled or
Reversible Encryption disabled

For All Users In The
Domain

Enforce Password History

You can force users to vary their passwords by setting the Enforce Password History
option. When configuring this setting, you must define how many passwords will be
retained in history. If you do not configure this setting, the user can reuse a password,
even if it has expired, simply by changing the password to the previous password. Set
this value to 24, the maximum.

Maximum Password Age

You can also configure how long users can use a password by configuring the Maxi-
mum Password Age setting. Users are forced to change their password when the pass-
word expires. By enabling this setting, you can avoid a situation in which a user or
administrator uses the same password indefinitely. However, configuring passwords
to expire too frequently can result in users incrementing passwords in an unsophisti-
cated manner, such as changing WeakPass1 to WeakPass2, or writing the password in
an obvious place, such as on a sticky note attached to their monitor.

Tip The maximum length of time that a user can use a password should be in accor-
dance with the time it would take to successfully issue a brute force attack against the
password offline. Unfortunately, no magic calculation exists for this, given the continu-
ing improvements in the hardware and software used to carry out these attacks. The
general recommendation from Microsoft absent of any business requirements is to set
this to 42 days.
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Password Never Expires

The Maximum Password Age setting can be overridden on individual domain and
local user accounts by setting the Password Never Expires option on the account. This
is commonly used for service accounts, for which no interactive logon exists. Thus, no
notification that the password is about to expire is needed.

Minimum Password Age

The Minimum Password Age setting prevents users from circumventing the enforce-
ment of password history and password expiration. For example, if a minimum pass-
word age is not configured, at the expiration date of a password, a user could simply
change her password to dummy values a sufficient number of times to reuse her pre-
vious password. For example, if you keep a password history of 24 previous pass-
words, the default minimum password age in Windows Server 2003 will prevent users
from reusing their existing password for 24 days because they are allowed to change
their password only once per day. Microsoft recommends setting this value to 2 days
to prevent users from using this technique. The certified Common Criteria configura-
tion of Windows 2000 also recommends setting this value to 2.

More Info  For more information on the Common Criteria evaluation of Windows
2000, see the Microsoft Web site at http.//www.microsoft.com/technet/security
/prodtech/win2000/secureev.mspx.

Minimum Password Length

The Minimum Password Length setting determines the minimum number of charac-
ters a user must use in his password. The longer a password is, the more difficult it is
to compromise, generally. However, one of the side effects of requiring long pass-
words is that users will choose passwords that are easy to guess or they will write
them down. Part of the problem with users’ conception of passwords is the very word
password, which implies that the secret information should be a single word. When
implementing a long minimum password length (10 characters or more), it is essen-
tial to educate users on how to create good passwords. For networks with high secu-
rity requirements, the minimum password length should be set to 12 to 14.

Tip A password of 20 or more characters can actually be set so that it is easier for a
user to remember than an 8-character password. The following is a 39-character pass-
word: The last good book | bought cost $59.99, for example. It might be simpler for a
user to remember a phrase such as this than to remember a shorter password such as
A@"Sw23d. To this end, it is helpful to teach users about pass phrases rather than
passwords.
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Password Complexity Issues

Windows 2000 and later provides a built-in filter, Passfilt.dll, that requires pass-
words to contain characters of different types. By enabling this filter, you will
increase the total keyspace for passwords. For example, without creating a pass-
word filter, a user could use only lowercase Roman letters in her password.

The character set, or pool of available characters, for lowercase Roman letters is
26. Thus, a password of 8 characters would have 26”8 or 208,827,064,576
(2.089 x 10711) possible combinations. On the surface, this might seem a mind-
boggling number. However, at 1,000,000 attempts per second—a capability of
many password-cracking utilities—it would take less than 60 hours to try all pos-
sible passwords. If the character set included lowercase Roman letters, upper-
case Roman letters, and numbers, it would contain 62 characters. An 8-character
password would now have 218,340,105,584,896 (2.18 x 10"14) possible combi-
nations. At 1,000,000 attempts per second, it would take 6.9 years to cycle
through all possible permutations. In 2003, however, password brute force
guessing tools, such as Rainbow Crack, have evolved to compute all possible
hashes in advance. Consequently, passwords with small characters sets, such as
LAN Manager authentication uses, are vulnerable if an attacker can acquire the
password hash. See Chapter 4, “Configuring Authentication for Microsoft Win-
dows,” for detailed information on LAN Manager authentication and password
cracking.

In practice, password keyspaces do not completely apply because humans rarely
create passwords with a random distribution of characters. Brute force attacks
and modified dictionary attacks often employ sophisticated logic to exploit
known characteristics of human-created passwords, such as using the number 1
much more frequently than any other number or appending a number to a dic-
tionary word. Although these calculations are important, you must use them
carefully and underestimate the time that you think it will take to successfully
perform a brute force attack on a password.

The built-in password complexity filter requires all passwords to be at least eight
characters in length and include characters from three of these five categories:

English uppercase letters (A, B, C,...Z)
English lowercase letters (a, b, c,...z)
Westernized Arabic numerals (0, 1, 2,...9)

Nonalphanumeric characters (" “1@#$%"&*_~+=|\{}[];;""<>,.2/)

Unicode characters such as the Euro symbol (€)
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Additionally, neither the user name of the user nor any part of the user’s name
(first, middle, or last) that is longer than 3 characters can be used in the pass-
word. You also can use other ASCII characters in passwords, such as é and V2
(Alt+0233 and Alt+0189). Additionally, if your organization has its own pass-
word security requirements, you can create a custom password filter and install
it on each domain controller. Creating your own password filter requires pro-
gramming in C++ and familiarity writing programs using Windows APIs. The
main difficulty in custom password filters is managing them over time across
your organization. Currently, there is no way to centrally manage custom pass-
word filters. Each time a new computer is added to the network or a domain
controller is promoted you will need to install the custom password filter. Simi-
larly, if the password filter changes, you will need to replace it on all computers
on your network.

Creating stringent requirements for password length and complexity does not
necessarily translate into users and administrators using strong passwords. For
example, IceCream! meets the technical complexity requirements for a pass-
word defined by the system, but anyone who looks at the password can see that
there is nothing complex about it. By knowing the person who created this pass-
word, you might be able to guess his password based on his favorite food. One
strategy for educating users on choosing strong passwords is to create a poster
describing poor passwords and display it in common areas, such as near the
water fountain or copy machine.

Note Computer accounts have passwords, too. When computers join the domain,
they generate a password with which to authenticate. This password is the encryption
key for setting secure channels between the computer and domain controllers. For
computers running Windows 2000 and later, the computer password is generated
using CryptoGenRand and is changed every 30 days by default. Remember, once
authenticated, computer accounts are part of the Authenticated Users group; conse-
quently, if an attacker can physically compromise the computer, she can use the com-
puter account to access resources secured with this group. The computer account
password is secured on the local computer by the System Key.

Guidelines for creating strong passwords include the following;

B Avoid using words, common or clever misspellings of words, and foreign words.

B Avoid incrementing passwords with a digit.

m  Avoid using passwords that others can easily guess by looking at your desk
(such as names of pets, sports teams, and family members).
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Avoid using words or phrases from popular culture.

Avoid thinking of passwords as words per se—think secret codes.

Use passwords that require you to type with both hands on the keyboard.
Use uppercase and lowercase letters, numbers, and symbols in all passwords.
Use pass phrases, such as “How did I ever manage to drop the ball?”

Absent of system restrictions, always go for length.

Pad passwords with strings of characters. For example, pad your existing pass-
word with a repeating string such as BENBENBENBENBEN, which adds 15
characters to the password.

B Use the space character within the password.

Warning In general, itis good practice to audit passwords regularly to ensure users
and administrators are creating strong passwords. Before performing any type of audit
on user passwords, you must get formal approval from your company’s human
resources and legal departments. Privacy laws vary greatly from country to country—
and many countries and states specifically prohibit accessing this type of information.
Also, if you do perform password audits, make sure you secure the account database
on the system where the audit will be performed.

Store Passwords Using the Reversible Encryption For All Users In
The Domain Setting

The setting to store passwords using reversible encryption for all users in the domain
is required if the domain controller needs the ability to decrypt the password to a
plaintext form for use with certain authentication methods, including CHAP, and for
use with some Macintosh computers. Setting this option greatly weakens the security
of passwords and should be done only if required for the entire domain. This option
can be set on individual user accounts rather than at the domain level if only some
passwords need to be stored reversibly.

Although you will need to adjust the settings in Table 3-3 for your own organization,
at a minimum, you should configure the password policy detailed in the table.

Table 3-3 Recommended Minimum Password Policy Settings

Setting Value

Enforce Password History 24 passwords remembered
Maximum Password Age 42 days

Minimum Password Age 2 days

Minimum Password Length 8 characters (12 to 14 for networks

with high security needs)
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Table 3-3 Recommended Minimum Password Policy Settings

Setting ‘ Value
Password Must Meet Complexity Requirements Enabled
Store Password Using Reversible Encryption For Disabled

All Users In The Domain

Q

Tip As a best practice, accounts with high levels of access, such as enterprise or
domain administrators, should use passwords with at least 15 characters. This will pre-
vent a LAN Manager password hash from being created. LAN Manager password
hashes are explained in Chapter 4, "Configuring Authentication for Microsoft Windows.”

Account Lockout Settings

You can also set account lockout policies for the entire domain or for local accounts
on individual computers by using security policies. You must configure three settings
when implementing an account lockout policy, as Table 3-4 shows.

Table 3-4 Default Account Lockout Settings in Windows Server 2003,
Windows 2000, and Windows XP

Setting Default Value Range "

Account Lockout Not applicable 1-99,999 minutes (A value of 0 will never

Threshold reset the number of failed attempts
tracked in a given attempt to log on.)

Account Lockout 0 attempts 1-999 attempts

Duration ‘ (disabled)

Reset Account Lockout Not applicable 1-99,999 minutes (A value of 0 will re-

Counter After quire an administrator to unlock the ac-
count.)

Although account lockout settings are common, often they are the cause of numerous
support calls to the help desk; in fact, I like to call account lockout the “increase your
support costs” feature of Windows account policies. If passwords are appropriate in
length and complexity, these settings provide little additional security. On a similar—
albeit much more sinister—note, an attacker could easily exploit an account lockout
policy to carry out a denial-of-service attack by locking out all user accounts, including
service accounts, by running a simple Active Directory Services Interface (ADSI)
VBScript.

Abetter security approach is to educate users and administrators on how to create
strong passwords, enable auditing of account logon events, and actively review
Audit log files for excessive failed logon attempts that might indicate a brute force or
dictionary attack on an account. Doing this can not only greatly improve your secu-
rity, it can also decrease your organization’s support costs. Unfortunately, because
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of historical reasons, many IT auditors will still cite lack of account lockout policy as
a security risk. Weak passwords are the security risk; account lockout does not at all
mitigate that risk in a reasonable, effective manner.

Note In Windows 2000 and later, members of the Administrator account are not
affected by account lockout settings.

Granting Rights and Permissions Using Groups

In Windows Server 2003, Windows 2000, and Windows XP, the capabilities granted
to accounts comprise two areas: rights and permissions. Rights are actions or opera-
tions that an account can or cannot perform. Permissions define which resources
accounts can access and the level of access they have. Resources include Active Direc-
tory objects, file system objects, and registry keys. Although accounts are the central
unit of security in the Windows operating system, assigning rights and permissions
directly to accounts is difficult to manage and troubleshoot and frequently leads to
misapplication of rights and permissions. Consequently, rights and permissions
should not be assigned directly to accounts; rather, they should be assigned to
groups, and accounts should be placed into groups. Creating a structure of groups to
assign rights and permissions is an essential part of securing the Windows operating
system.

User Rights and Permissions

The actions an account can perform and the degree to which a user can access infor-
mation are primarily determined by user rights and permissions. Accounts receive
rights and permissions either by having the right or permission assigned directly to
the account, or through membership in a group that has been granted the right or per-
mission. The following section provides an overview of user rights. For implementa-
tion information on user rights, see Chapter 11, “Creating and Configuring Security
Templates.”

User Rights

Administrators can assign specific rights to group accounts or to individual user
accounts. These rights authorize users to perform specific actions, such as logging on
to a system or backing up files and directories. User rights are different from permis-
slons: user rights apply to accounts, and permissions are attached to objects (such as
printers or folders). Two types of user rights exist:
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B Privileges Aright assigned to an account and specifying allowable actions on
the network. An example of a privilege is the right to back up files and directo-
ries.

m Logonrights Aright assigned to an account and specifying the ways in which
the account can log on to a system. An example of a logon right is the right to log
on to a system locally.

Privileges Some privileges can override permissions set on an object. For example,
auser logged on to a domain account as a member of the Backup Operators group has
the right to perform backup operations for all domain servers. However, this requires
the ability to read all files on those servers, even files whose owners have set permis-
sions that explicitly deny access to all users, including members of the Backup Oper-
ators group. A user right—in this case, the right to perform a backup—takes precedence
over all file and directory permissions. The following list shows the privileges that can
be granted to an account by assigning user rights. These privileges can be managed
with the user rights policy settings in Group Policy.

W Act As Part Of The Operating System (SeTcbPrivilege) Having this privilege liter-
ally allows the account or applications running under the account to be part of
the trusted computing base. It allows a process to authenticate as any user, and
therefore gain access to resources under any user identity. Only low-level
authentication services that are highly trusted should require this privilege. The
user or process that is granted this privilege might create security tokens that
grant more rights than their normal security contexts provide. Do not grant this
privilege unless you are certain it is needed.

B Add Workstations To Domain (SeMachineAccountPrivilege) Allows the user to
add computers to a specific domain. Users can add only up to 10 computers to
the domain by default. To increase the number of computers a user can add to
the domain, set the ms-DS-MachineAccountQuota property of the domain nam-
ing context to the appropriate value. See the Knowledge Base article 251335,
“Domain Users Cannot Join Workstation or Server to a Domain,” at http://sup-
port.microsoft.com/kb,/251335 for precise steps on how to do this. You can also
delegate the user the ability to create computer accounts in an OU.

B Back Up Files And Directories (SeBackupPrivilege) Allows the user to cir-
cumvent file and directory permissions to back up the data stored on the
system. Specifically, this privilege is similar to granting the following per-
missions on all files and folders on the local computer: Traverse Folder/
Execute File, List Folder/Read Data, Read Attributes, Read Extended
Attributes, and Read Permissions.
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Bypass Traverse Checking (SeChangeNotifyPrivilege) Allows the user to pass
through directories to which she otherwise has no access while navigating an
object path in any Windows file system or in the registry. This privilege does not
allow the user to list the contents of a directory, only to traverse directories,
which is often needed to successfully browse Web sites or file shares. Without
this right, the operating system will check the ACL of the directory to ensure the
user has the Traverse Folder/Execute File ACE.

Change The System Time (SeSystemTimePrivilege) Allows the user to set the
time in the internal clock of the computer. In Windows 2000 and later, by
default domain users do not possess this privilege to prevent them from chang-
ing their system clock and thereby interfering with Kerberos authentication.

Create A Pagefile (SeCreatePagefilePrivilege) Allows the user to create and
change the size of a pagefile. This is done by specifying a paging file size for a
given drive in the Performance Options dialog box, which is accessible through
the System Properties dialog box.

Create A Token Object (SeCreateTokenPrivilege) Allows a process to create a
token that it can then use to gain access to local resources when the process uses
NtCreateToken() or other token-creation APIs. By default, only the Local Security
Authority (LSA) can create access tokens.

Create Global Objects (SeCreateGlobalPrivilege) This privilege was added to
Windows 2000 in Service Pack 4 and is included by default in Windows Server
2003. This privilege controls the creation of global system objects by applica-
tions, including operations such as file mapping in Terminal Server sessions.
This privilege also applies when creating symbolic links in the Object Manager.

Create Permanent Shared Objects (SeCreatePermanentPrivilege) Allows a pro-
cess to create a directory object in the Object Manager. This privilege is useful to
kernel-mode components that plan to extend the object namespace. Because
components running in kernel mode already have this privilege assigned to
them, it is not necessary to assign this privilege specifically.

Debug Programs (SeDebugPrivilege) Allows the user to attach a debugger to
any process. Without this privilege, you can still debug programs that you own.
This privilege provides powerful access to sensitive and critical system operating
components—you should not grant this permission to anyone unless you have
clear business reasons to do so, and even then, you should analyze whether
alternatives are possible.

Enable Computer And User Accounts To Be Trusted For Delegation (SeEnableDele-
gationPrivilege) Allows the user to select the Trusted For Delegation setting on
a user or computer object. The user or object that is granted this privilege must
have Write access to the account control flags on the user or computer object. A
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server process either running on a computer that s trusted for delegation or
being run by a user who is trusted for delegation can access resources on
another computer. The process uses a client’s delegated credentials, as long as
the client account does not have the Account Cannot Be Delegated account con-
trol flag set. Misuse of this privilege or of the Trusted For Delegation settings
might make the network vulnerable to sophisticated attacks using Trojan horse
programs that impersonate incoming clients and use their credentials to gain
access to network resources.

Force Shutdown Of A Remote System (SeRemoteShutdownPrivilege) Allows a
user to shut down a computer from a remote location on the network.

Generate Security Audits (SeAuditPrivilege) Allows a process to generate entries
in the Security log for auditing of object access. The process can also generate
other security audits. The Security log is used to trace unauthorized system
access.

Impersonate Client After Authentication (SelmpersonatePrivilege) Allows pro-
cesses to impersonate users. This privilege was added to Windows 2000 in Ser-
vice Pack 4. In Windows Server 2003, impersonation is granted only to
Administrators, LocalSystem, Network Service, Local Service, and COM+ pro-
cesses running as specific identities. If your application calls any impersonation
function, including SetThreadToken, it might fail unless it has the Selmperson-
atePrivilege privilege. For more information on impersonation, see Michael
Howard’s article “Impersonation Issues” on the MSDN Web site at http;//
msdn.microsoft.com/library/en-us/dncode/html/secure03132003.asp.

Increase Quotas (SelncreaseQuotaPrivilege) This privilege determines who can
change the maximum memory that can be consumed by a process This privi-
lege is useful for system tuning but can be abused in a denial-of-service attack.
This privilege is named “Adjust memory quotes for a process.”

Increase Scheduling Priority (SelncreaseBasePriorityPrivilege) Allows a process
with Write access to another process to increase the execution priority of that
other process. A user with this privilege can change the scheduling priority of
process through the Task Manager.

Load And Unload Device Drivers (SeLoadDriverPrivilege) Allows a user to install
and uninstall device drivers that are not installed by the Plug and Play manager
and to control (stop and start) devices. Because device drivers run as trusted
(highly privileged) programs, this privilege can be misused to install hostile pro-
grams, including rootkits, and give these programs destructive access to
resources. This privilege should not be granted widely.
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Lock Pages In Memory (SeLockMemoryPrivilege) Allows a process to keep data
in physical memory, preventing the system from paging the data to virtual mem-
ory on disk. Exercising this privilege might significantly affect system perfor-
mance. This privilege is obsolete and is therefore never used by default.

Manage Auditing And Security Log (SeSecurityPrivilege) Allows a user to spec-
ify object access auditing options for individual resources such as files, Active
Directory objects, and registry keys. Object access auditing is not performed
unless you have enabled the audit policy settings that enable object auditing. A
user with this privilege can also view and clear the security log from the Event
Viewer.

Modify Firmware Environment Values (SeSystemEnvironmentPrivilege) Allows
modification of the system environment variables, either by a process or by a
user through the System Properties dialog box.

Perform Volume Maintenance Tasks (SeManageVolumePrivilege) Allows a user
to manage volumes or disks.

Profile Single Process (SeProfileSingleProcessPrivilege) Allows a user to use per-
formance-monitoring tools to monitor nonsystem processes. This privilege is
required by the Performance Microsoft Management Console (MMC) snap-in
only if it is configured to collect data through Windows Management Instru-
mentation (WMI).

Profile System Performance (SeSystemProfilePrivilege) Allows a user to use per-
formance-monitoring tools to monitor system processes. This privilege is
required by the Performance MMC snap-in only if it is configured to collect data
through WML

Remove Computer From Docking Station (SeUndockPrivilege) Allows a user to
undock a portable computer through the user interface. Of course, even users
without this right can use manual overrides or small hammers to remove lap-
tops from docking stations.

Replace A Process Level Token (SeAssignPrimaryTokenPrivilege) Allows a pro-
cess to replace the default token associated with a subprocess that has been
started. This privilege should be held only by the LocalSystem account. It is
used, among other things, to create restricted tokens.

Restore Files And Directories (SeRestorePrivilege) Allows a user to circumvent
file and directory permissions when restoring backed-up files and directories
and to set any security principal as the owner of an object.
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Shut Down The System (SeShutdownPrivilege) Allows a user to shut down the
local computer. Removing this right for users of terminal server application serv-
ers will prevent users from accidentally or intentionally shutting down the
server, thereby preventing other users from accessing the system.

Synchronize Directory Service Data (SeSyncAgentPrivilege) Allows a process to
read all objects and properties in the directory, regardless of the protection on
the objects and properties. This privilege is required to use Lightweight Direc-
tory Access Protocol (LDAP) directory synchronization (Dirsync) services.

Take Ownership Of Files Or Other Objects (SeTakeOwnershipPrivilege) Allows a
user to take ownership of any securable object in the system, including Active
Directory objects, files and folders, printers, registry keys, processes, and
threads.

Logon Rights Logon rights are assigned to users and specify the ways in which a
user can log on to a system. The following list describes the various logon rights:

Access This Computer From A Network (SeNetworkLogonRight) Allows auser to
connect to the computer over the network.

Deny Access To This Computer From the Network (SeDenyNetworkLogon-
Right) Denies a user the ability to connect to the computer over the network.
By default, this privilege is not granted to anyone except the built-in Support
account. Use caution when setting this privilege because it is possible to lock
yourself out of the system.

Log On As A Batch Job (SeBatchLogonRight) Allows a user to log on using a
batch-queue facility. By default, this privilege is granted only to administrators.
‘When an administrator uses the Add Scheduled Task Wizard to schedule a task
to run under a particular user name and password, that user is automatically
assigned the Log On As A Batch Job right. When the scheduled time arrives, the
Task Scheduler service logs the user on as a batch job rather than as an interac-
tive user, and the task runs in the user’s security context.

Deny Logon As A Batch Job (SeDenyBatchLogonRight) Denies a user the ability
to log on using a batch-queue facility. By default, this privilege is granted to no
one.

Log On As A Service (SeServiceLogonRight) Allows a security principal to log on
as a service to establish a security context. The LocalSystem, Network Server,
and Local Service accounts always retain the right to log on as a service. Any ser-
vice that runs under a separate account must be granted this right.
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B Deny Logon As A Service (SeDenyServiceLogonRight) Denies a security princi-
pal the ability to log on as a service to establish a security context.

B Log On Locally (Allow Log on Locally in Windows Server 2003) (Selnteractive-
LogonRight) Allows a user to log on at the computer’s console and using a Ter-
minal Services session and through IIS. Use caution when setting this privilege
because it is possible to lock yourself out of the system by removing this right
from your account. In Windows Server 2003, it is possible for a user to establish
a Terminal Services session to a particular server without this right because of
the addition of the Allow Logon To Terminal Server logon right.

m Deny Logon Locally (SeDenylnteractiveLogonRight) Denies a user the ability to
log on at the computer’s console. By default, this right is granted to no one. Use
caution when setting this privilege because it is possible to lock yourself out of
the system.

B Allow Logon to Terminal Server (SeRemotelnteractiveLogonRight) Allows user
the right to log on using Terminal Services in Windows XP and Windows Server
2003. When you grant this user right, you no longer have to grant the user the
Log On Locally right in addition to this right as was required in Windows 2000
for terminal server access.

B Deny Logon to Terminal Server Denies user the ability to log on using Terminal
Services. If the user possesses the Log On Locally right, he will be able to log on
at the server console.

You can view the privileges and logon rights assigned to users and computers by
using the Showprivs.exe tool, which you can find on the CD included with this book.
This command-line tool enables you to enter the name of a privilege or right, and it
will return all the accounts and groups that have been assigned that privilege or right.
This tool does not list services that have inherent rights or privileges as LocalSystem
does for nearly all privileges. Although the Showprivs.exe list is not complete, it cer-
tainly is useful.

In Windows 2000 and Windows XP, you can view the privileges that the logged-on
user holds by using the Whoami.exe tool, which you can find on the CD included
with this book. (Whoami.exe is included as a system file in default installations of
Windows Server 2003.) Type whoami /all at the command prompt.



Chapter 3: Configuring Security for User Accounts and Passwords 61

Active Directory, File, and Registry Permissions

Active Directory, file, and registry permissions are granted by using DACLs. You grant
permissions to objects by creating an ACE for the account or for a group of which the
account is a member. File and registry permissions are discussed in depth in
Chapter 8, “Controlling Access to Data.”

Group Types and Scope

Windows Server 2003, Windows 2000, and Windows XP enable you to organize
users and other domain objects into groups to manage rights and permissions. Defin-
ing security groups is a major requirement for securing a distributed network.

You can assign the same security permissions to large numbers of accounts in one
operation by using security groups. This ensures consistent rights and permissions
for all members of a group. Using security groups to assign rights and permissions
also means that the ACLs on resources remain fairly static and are much easier to con-
trol and audit. User accounts that require access to a specific resource are added to or
removed from the appropriate security groups as needed so that the ACLs change
infrequently, are smaller, and are easier to interpret.

Special Groups

There are some groups whose membership even administrators cannot manage—
these groups are called special groups. Membership in a special group is granted to
accounts automatically as a result of their activity on the machine or network. It is
essential that you understand how these groups function because they are often mis-
used and can seriously impact your network’s security if not properly implemented.
See Table 3-1 for a listing of the special groups, their SIDs, and a description of each.

Computer Local Groups

Computer local groups are security groups that are specific to a computer and are not
recognized elsewhere in the domain or on other computers. These groups are a pri-
mary means of managing rights and permissions to resources on a local computer.
Several types of built-in local groups exist by default on computers that run Windows
Server 2003, Windows 2000, or Windows XP. Figure 3-2 shows local accounts in the
Computer Management MMC in Windows 2000 Server.
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[;] Computer Management {Local) i it-in‘account For administering the. computer/don:

- System Tools Loeth Beth

i {13 Event Viewer #cuest Built-in account for guest access to the computer/domain
System Information B ﬁTslmemetUser TsInternetUser This user account is used by Terminal Services.
Performance Logs and Alerts
Shared Folders

Device Manager

Local Users and Groups

= # storage
! Disk Management
E? Disk Defragmenter
Logical Drives

@ Removable Storage

£ Services and Applications

Figure 3-2 Local accounts

Tip No local accounts on domain controllers exist in Windows Server 2003 and
Windows 2000. Domain controllers have a special local Administrator account called
the Directory Services Restore Administrator. This account is stored in a normally inac-
cessible local SAM and can be used only when the computer is interactively booted
into Directory Services Restore Mode. You must be at the console to use this account.

The computer local groups follow:

Administrators
Backup Operators
Guests

Power Users
Replicator

Users
HelpServicesGroup

Network Configuration Operators

Remote Desktop Users
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Understanding Power Users

The default Windows 2000 and later security settings for Power Users are back-
ward compatible with the default security settings for Users in the Windows NT
4.0 operating system. This allows Power Users to run legacy applications that
are not certified for Windows Server 2003, Windows 2000, and Windows XP
Professional and therefore cannot be run under the more secure Users context.
In a secure environment, you should investigate how to run applications under
the Users context, rather than making all users members of the Power Users
group. Power Users can perform many systemwide operations, such as chang-
ing system time and display settings and creating user accounts and shares.
Power Users also have Modify access to the following:

m HKEY_LOCAL_MACHINE\Software

B Program files

m %windir%

B %windir%\system32
If nonadministrators gain permissions to modify files in the
%windir%\system32 folder, they can take control of the operating system by
replacing the operating system files with malicious files. This is one reason

members of the Power Users group must be considered local administrators for
all intents and purposes.

In addition to the built-in groups, you can create additional computer local groups
that fit the security needs of your organization. You can add global groups from any
trusted domain to local groups to grant rights and permissions to local resources. You
cannot add computer local groups from one computer to computer local groups on
another computer.

More Info  See Writing Secure Code, Second Edition, by Michael Howard and David
LeBlanc (Microsoft Press, 2003) for more information on determining the rights and
permissions required to run applications.




64 Part ll: Securing Active Directory

Built-In Domain Groups

Just as built-in computer local groups exist on all computers, built-in groups also exist
in Active Directory domains. These built-in groups have predelegated rights and per-
missions. These are the built-in domain groups:

Administrators
Backup Operators
Server Operators
Account Operators

Print Operators

Pre-Windows 2000 Compatible Group

The domain built-in groups Replicator, Guests, and Users also exist in Active Direc-
tory domains and function as though they are computer local builtin groups, but
with a scope that includes all computers in the domain.

Domain Local Groups

Domain local groups exist in Windows 2000 or Windows Server 2003 domains after
the domains have been converted to native mode. These groups can contain members
from anywhere in the forest, trusted forests, or a trusted pre-Windows 2000 domain.
Domain local groups can be used only to grant permissions to resources on machines
that are members of the domain in which they exist.

Global Groups

Global groups in Windows 2000 and Windows Server 2003 domains can contain
accounts from their own domain and can be used to populate ACLs in all trusted
domains. Once a domain is converted to native mode, global groups can be nested—
that is, they can contain other global groups from the same domain. Global groups
never contain accounts or global groups from other domains, regardless of whether
the domain is in mixed mode or native mode. Active Directory domains contain sev-
eral built-in global groups:

m Domain Admins

W Enterprise Admins (Windows Server 2003 and Windows 2000 only)
m Schema Admins (Windows Server 2003 and Windows 2000 only)

B RAS and 1AS Servers (Windows Server 2003 and Windows 2000 only)
]

Group Policy Creator Owners
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Universal Groups

Once you convert an Active Directory domain to native mode, you can use universal
security groups. As with global groups, you can use universal groups in any trusted
domain. However, universal groups can have members from any domain in the forest.
Because of this forestwide scope, membership in universal groups is stored in the glo-
bal catalog. The global catalog is fully replicated throughout the forest, which means
that universal group membership should be kept fairly static, especially in forests
where convergence does not occur quickly.

Implementing Role-Based Security

All rights and permissions in Windows Server 2003, Windows 2000, and Windows
XP are granted on a discretionary basis—meaning that any account with Full Control,
Change Permissions, or Take Ownership permissions can grant or deny permissions
on the object to other security principals. To create a secure network, you should cre-
ate a structure for granting rights and permissions that is scalable, flexible, manage-
able, and above all else, secure. By using a role-based structure for granting rights and
permissions, you can control access to information in this manner. In a role-based
structure, rights and permissions are never granted or denied to specific accounts, but
instead to groups based on job roles or functions.

To implement role-based security for access control, each type of group is used for a
specific purpose to create a discrete separation of the account and the assignment of
permissions based on the job function or role of the user. Create domain local groups
or local groups, and assign them permissions to resources. Create global groups
based on job function or role. Place the global groups in the appropriate domain local
groups or local groups, and place users in the appropriate global groups. This process
is shown in Figure 3-3. A convenient way to remember this process is by using the
mnemonic A-G-DL-P. Accounts are placed into global groups, global groups are placed
into domain local groups, and permissions are assigned to domain local groups.

Figure 3-3 Implementing role-based security
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Domain local groups and local groups are assigned permissions to resources based on
the permission needed on the resource. For example, a payroll server can use the fol-
lowing local groups:

B Payroll_data_Read
m  Payroll_data Modify
m  Payroll_data_FC

Tip Because the icon for domain local, local, and global groups is the same in the
user interface, you need to use a meaningful naming convention for group names.
Often, lowercase letters are used for domain local group names and local group names,
and uppercase letters are used for global group names. Another strategy is to preface
each group name with its type, such as DL_groupname and GG_groupname. Doing this
arranges the groups by type when they are alphabetized in the user interface.

Global groups are created based on job functions or roles. For example, a payroll
department could contain the following global groups:

B PAYROLL_MGRS
m PAYROLL_ADMINS
m PAYROLL_USERS

After converting to native mode, global groups can be placed in other global groups to
further stratify the A-G-DL-P model into A-G-G-DL-P.

Now suppose all payroll managers require Modify rights on the payroll data. After
ensuring that payroll managers are members of the PAYROLL_MGRS group, place the
group in the Payroll_data_Modify domain local group. All payroll managers will have
Modify access on the payroll information.

Universal Groups vs. Global Groups

Once in native mode, Active Directory adds the ability to use universal groups.
When should you use universal groups for security purposes?

First, you can use universal groups when more than one resource with the same
security needs exists in many domains in the forest and users for these
resources exist in many domains in the forest. You cannot gracefully achieve this
many-to-many mapping without using universal groups. For example, suppose
a forest has an empty root domain and four child domains. Each of these
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domains has a payroll server for the payroll department that uses domain local
groups to assign permission to payroll data. Each domain has a global group for
payroll managers containing all the payroll managers from the domain. Instead
of adding all four payroll manager groups to servers in all four domains, you cre-
ate a universal group called All_Payroll_Managers and add the payroll managers
global group from each domain into it. Place this group in the appropriate
domain local groups on the payroll servers. By doing this, you will have signifi-
cantly fewer groups to manage and simpler ACLs on resources. When using uni-
versal groups, the role-based security structure is A-G-U-DL-P.

Second, you can use universal groups when assigning permissions to Active
Directory objects in a multiple-domain forest. The role-based security structure
to use in this scenario is A-G-U-P. You will need to do this because objects either
will need to move between domains or will not be owned by any specific
domain, such as objects in the Configuration container.

The benefits of using a role-based security structure include the following:

m  Groups are segmented in discrete areas. Only domain local groups or local
groups have permissions assigned to them and contain only global groups or
universal groups. Moreover, global groups contain only accounts or other
groups.

M Permissions are close to the resources, not the account. This enables resource
administrators to be able to control security over the resource, without signifi-
cant access to accounts.

B When users transfer jobs or are terminated, permissions are not tied to their
user accounts, making permission reassignment or removal simpler.

W Permissions can be mapped and traced easily.

m Permissions are controlled by group management, not by changing permissions
on resources, making audit logs much easier to read and manage.

B Permissions scale as the number of users increases and the frequency of
changes to user accounts increases.

m Authorization can be implemented by assigning the resource owners the sole
management of domain local groups or local groups with permission to the
resources that they manage.
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Best Practices

Protect administrative accounts. Avoid using administrative accounts for rou-
tine computing needs, minimize the number of administrators, and avoid giving
users administrative access.

Use security groups. By properly nesting security groups, you can implement a
role-based security model for granting permissions.

Apply least privilege. Assign users and administrators the least privilege they
need to complete their job tasks; this includes delegating privileges and rights
appropriately.

Create password policies that reflect organizational culture. Create policies to
enforce the use of passwords that balance complexity, randomness, and length.

Educate users and other administrators on how to create strong pass-
words. = Despite enabling password policies that enforce the use of techni-
cally strong passwords, users make many common mistakes when creating
passwords, mistakes that can undermine a well-planned policy.

Additional Information

Knowledge Base article 315276: “How to Set Logon User Rights by Using the
NTRights Utility” (http://support.microsoft.com/kb/315276)

Knowledge Base article 822703: “How to Determine Whether Users Changed
Their Passwords Before an Account Lockout” (http://support.microsoft.com/kb
/822703)

Account Lockout and Management Tools on the Microsoft Web site: http://
www.microsoft.com/downloads/ details.aspx?displaylang=en&familyid=
7af2e69c-91f3-4€63-8629-b999adde0b9e and http://www.microsoft.com/ technet
/prodtechnol/windowsserver2003,/ technologies/ security/bpactlck. mspx

“The Great Debates: Pass Phrases vs. Passwords” on the Microsoft Web site:
http://www.microsoft.com/ technet/community,/ columns/secmgmt/smarch.mspx

“The Great Debates: Pass Phrases vs. Passwords. Part 2 of 3” on the Microsoft
Web site: http://www.microsoft.com/technet/security/secnews/ articles
/itproviewpoint100504.mspx

For developers, see Authorization in the MSDN Platform Library for informa-
tion on SIDs, privileges, and rights: http://msdn.microsoft.com/library/ en-us
/secauthz/security/ access_control.asp
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Authentication attempts to answer the question, “User: How do I know that it is really
you?” Ideally, the authenticating database would be able to identify the actual person
attempting to access a given account, but this problem has proved frustratingly com-
plex to solve when cost is a consideration, even with the most sophisticated biomet-
rics. Until the technical and economic barriers, not to mention serious privacy issues,
can be resolved, authentication revolves around identifying a user by that user’s
knowledge of a shared secret (for example, a password or PIN) and possibly of some-
thing that only that user would possess (for example, a smart card or ID token). This
chapter details how network authentication works in Microsoft Windows Server
2003, Windows 2000, and Windows XP.

Storing and Transmitting Credentials

The operating system is responsible for securely storing and transmitting credentials
(user names and passwords) for accounts. Windows 2000 and Windows XP support
a variety of protocols to transmit credentials across the network to authenticate
accounts, including user accounts, computer accounts, and service accounts. The
operating system also stores credentials in a variety of formats.

When a user logs on to Windows Server 2003, Windows 2000, or Windows XP by
using the Windows Logon dialog box, several components work together to authenti-
cate her credentials securely. Figure 4-1 shows the information flow of authentication.
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Local Computer Domain Controller

LSALogonUser
function

Netlogon
service

Figure 4-1 Authentication in Windows Server 2003, Windows 2000, and Windows XP

Windows Server 2003, Windows 2000, and Windows XP use Kerberos v5 as the
default authentication protocol for domain authentication and also support authenti-
cation using the LAN Manager (LM), NT LAN Manager (NTLM), and NT LAN Man-
ager version 2 (NTLMv2) protocols. Because few networks use a single operating
system version or applications that use the same authentication methods, Windows
Server 2003, Windows 2000, and Windows XP support current and legacy authenti-
cation methods to preserve compatibility with downlevel operating systems and
applications. As a network administrator, you can, however, tune authentication in the
Windows operating system based on your technical requirements.

LAN Manager

LAN Manager authentication is supported in Windows Server 2003, Windows 2000,
and Windows XP to support legacy applications as well as some very specific imple-
mentations, such as internode authentication within a cluster. LM passwords are lim-
ited to 14 characters. For LM authentication, passwords are not stored by the
operating system. Instead, passwords are encrypted with the LAN Manager one-way
function (OWEF), which is formed by converting the password to uppercase charac-
ters, adding padding for passwords with fewer than 14 characters, dividing the 14-
character password into 7-character halves, and encrypting a constant value with the
7-character halves by using the Data Encryption Standard (DES) encryption algo-
rithm. This process is illustrated in Figure 4-2.

Constant Constant

LM Hash

Figure 4-2 LM password storage
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When a user authenticates a password by using the LM authentication protocol, the
authentication is done with a simple challenge/response interaction from the authen-
ticating domain controller or computer. Figure 4-3 shows the process of authenticat-
ing an account by using LM.

User enters
password

Auth_Request

Server_Challenge—nonce

Response-DES(LM hash, nonce)

Auth_Response

LM client Domain
controller

Figure 4-3 LM authentication

In Figure 4-3, the client sends an authentication request to the logon server. The
server returns a challenge, which comprises a random number, or nonce. The client
then uses the LM password hash to encrypt the nonce by using the DES encryption
algorithm. Next, the server decrypts the encrypted nonce from the client by using the
LM password it has stored in the accounts database. If the nonce matches the nonce
sent to the client, the client’s credentials are validated. The NTLM authentication
sequence works the same way, albeit with larger nonces. If an attacker is able to cap-
ture all packets in a challenge/response authentication sequence, he could attempt
brute force attacks on the packets to determine the password; this requires multiple
cryptographic operations that, although time-consuming, can reveal weak passwords.
Challenge/response sequences are not vulnerable to precomputation attacks because
the nonces are random.

By reducing the character set for letters to include only uppercase letters, limiting
passwords to 14 characters, and separating passwords into 7-character pieces, LM
password hashes are especially vulnerable to brute force and dictionary attacks. Many
tools available on the Internet can easily crack most LM password hashes given
enough computer power and time. Although the idea had been around for some time,
Project Rainbow Crack, made public in 2003, enables individuals to precalculate LM
password hashes and store them in a series of tables. The tables need to be generated
only once; thus, once an attacker or administrator has obtained the password hash, all
that is left is a simple lookup in the table to reveal the plaintext password. All password
hashes are vulnerable to precomputation attacks, just as all are vulnerable to brute
force attacks within the limits of time and computational power. The precomputation
attack on LM authentication works because of the confluence of two important factors:
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W Passwords are not salted. A salt value, which is a pseudorandom string, is
appended to passwords before they are stored. The value is different on a differ-
ent system. For example, the plaintext password “Swordfish123” would have
different password hashes stored on different systems even though the pass-
word is the same. Because LM authentication does not use a salt, the password
hash for “Swordfish123” is the same on all systems running the Windows oper-
ating system worldwide. This is the primary reason that the Rainbow tables
need be generated only one time.

M A small total number of passwords are available. The keyspace for LM authenti-
cation is very, very limited. In fact, all LM password hashes, stored in Rai{nbow
tables, can be stored on as few as two DVDs.

More Info  See the Project Rainbow Crack Web site for detailed information on
precomputing password hashes at http;//www.antsight.com/zsl/rainbowcrack/.

Windows Server 2003, Windows 2000, and Windows XP, like Windows NT 4.0, store
the LM hash for local accounts in the Security Accounts Manager (SAM) database,
which is stored persistently in encrypted partitions of the registry. Windows Server
2003 and Windows 2000 store the LM hash for domain accounts in the Active Direc-
tory directory service. You can, however, prevent the Windows operating system from
generating and storing LM hashes. Of course, this will also prevent LM authentication
from working, but many, if not most, networks running operating systems earlier than
Windows 2000 do not rely on LM authentication. Before preventing LM authentica-
tion on your network globally, be sure to test critical resources fully for compatibility.
The easiest way to do this is to create passwords longer than 14 characters for test
accounts and use those accounts to test services and applications. The Windows oper-
ating system will not create LM hashes when passwords longer than 14 characters are
created. Windows 2000 Service Pack 2 adds functionality that enables you to remove
LM password hashes from Active Directory or the local computer SAM databases.
Windows Server 2003 and Windows XP also support this. The following table shows
the registry key and value to add to the registry to remove LM password hashes. You
can also add a custom registry modification to Windows 2000 security templates and
deploy the change by using Group Policy.

Location HKLM\SYSTEM\CurrentControlSet\Control\Lsa
Type DWORD
Key NoLMHash

Windows XP and Windows Server 2003 both have a setting in the Security Options
section of security templates to do this: “Network Security: Do Not Store LAN Manager
Hash Value On Next Password Change.” To confuse the matter, Windows XP and
Windows Server 2003 look for a registry value, not a key as Windows 2000 does.
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The following table shows the key in Windows 2000.

Location HKLM\SYSTEM\CurrentControlSet\Control\Lsa
Type Key
Name NoLMHash

The following table shows the value in Windows XP and Windows Server 2003.

Location HKLM\SYSTEM\CurrentControlSet\Control\Lsa
Type DWORD

Value NoLMHash

Set to 1

You must implement this registry change on all domain controllers in the domain to
fully prevent the creation of LM password hashes for domain accounts. Additionally,
this change will not take place until users change their passwords the first time after
the registry has been changed. You can also prevent the LM authentication protocol
from being used by computers running Windows Server 2003, Windows 2000, or
Windows XP by setting the LM compatibility to a level greater than 0. We discuss LM
compatibility levels in further detail momentarily when we examine NTLMv2.

Tip Although removing LM hash values is a good step to take to reduce the risk of
passwords being revealed, the real issue here is preventing the attacker from accessing
the password hashes to begin with. Anyone with physical access to a computer,
including the administrators of the system, can extract the password hashes. An
attacker with physical access to the network (either wired or wireless) can also sniff
entire challenge/response sequences to obtain material to attack through brute force
if network communication is not protected.

NT LAN Manager, also known as NTLM, first was included in Microsoft Windows NT
and is an improvement over the LM authentication protocol. Unlike LM passwords,
which use an ASCII character set, NTLM passwords are based on the Unicode charac-
ter set, are case-sensitive, and can be up to 128 characters long. As with LM, the oper-
ating system does not actually store the password, rather, it stores a representation of
the password by using the NTLM OWEF. The NTLM OWF is computed by using the
MD4 hash function, which computes a 16-byte hash, or digest, of a variable-length
string of text, which in this case is the user’s password.
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Note A hash function takes a variable-length binary input and produces a fixed-
length binary output that is irreversible. Because the binary output has a relatively
short fixed length, theoretically many binary inputs produce the same binary output.
However, it is nearly impossible practically to find two different inputs that result in the
same hash. This is called a collision. Hash functions that produce predictable collisions,
as is the case with SHAQ, should not be used. At the time of the writing of this book,
research is showing that both MD5 and SHA1 might be vulnerable to predictable col-
lisions, similar to SHAO. Common hash functions include MD4, MD5, and SHA1.

Another difference between NTLM and:LM is that NTLM passwords are not broken
into smaller pieces before having their hash algorithm computed. NTLM uses the
same challenge/response process for authentication as LM does. NTLM is the default
authentication provider in Windows NT and Windows 2000 and later when not a
member of an Active Directory domain, and even then is still used for many functions.
To preserve backward compatibility, the LM hash is always sent with the NT hash. If
you have removed LM hashes from the account database by creating a password
greater than 14 characters or configuring the NoLMHash registry option, the Win-
dows operating system will create a null value for the LM hash. Although this value
cannot be used to authenticate the user, the null value will still be transmitted with
the NLTM authentication sequence.

NTLMv2, the second version of the NTLM protocol, was first available in Windows
NT 4.0 Service Pack 4 and is included in Windows 2000 and later. NTLMv2 pass-
words follow the same rules as NTLM passwords; however, NTLMv2 uses a slightly
different process for authentication. NTLMv2 also requires that the clocks of clients
and servers be within 30 minutes of each other.

If both the client and the server support NTLMv2, enhanced session security is nego-
tiated. This enhanced security provides separate keys for message integrity and confi-
dentiality, provides client input into the challenge to prevent chosen plaintext attacks,
and uses the Hash-Based Message Authentication Code (HMAC)-MD5 algorithm for
message integrity checking. Because the datagram variant of NTLM does not have a
negotiation step, use of otherwise-negotiated options (such as NTLMv2 session secu-
rity and 128-bit encryption for message confidentiality) must be configured. Table 4-1
lists the registry key for setting NTLM negotiation options.

Table 4-1 Setting NTLM Negotiation Options

Location HKLM\SYSTEM\CurrentControlSet\Control\Lsa\MSV1_0\
Type DWORD
Value NtlImMinServerSec

Default value 0x00000000
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Table 4-2 lists the registry key for configuring the levels of NTLMv2 support.

Table 4-2 Configuring the Levels of NTLMv2 Support

Location HKLM\SYSTEM\CurrentControlSet\Control\Lsa\MSV1_0\
Type DWORD

Value NtlmMinClientSec

Default value 0x00000000

Table 4-3 lists the values for the client negotiation options just described.

Table 4-3 Values for Setting NTLMv2 Client Negotiation Options

Value Description
0x00000010 Message integrity
0x00000020 Message confidentiality
0x00080000 NTLMv2 session security
0x20000000 128-bit encryption

Tip You can combine multiple NTLMv2 options by performing a logical OR on the
settings in Table 4-3.

Enable NTLMv2 by setting the LM compatibility level using Group Policy. The six
LM compatibility settings are described in Tables 4-4 and 4-5. Table 4-4 describes
the impact on the authenticating client. Table 4-5 describes the impact on the
authenticating server. As you can see, levels 0 through 3 have no impact on which
authentication protocols are accepted by the computer, whereas levels 4 and 5 do not
impact which protocols are sent.

Table 4-4 Authenticating Client Impact of LAN Manager Compatibility Levels

Level Sends Accepts _ Prohibits Sending
0 LM, NTLM, LM, NTLM, NTLMv2 NTLMv2, Session
security
1 LM, NTLM, Session security LM, NTLM, NTLMv2 NTLMv2
NTLM, Session security LM, NTLM, NTLMv2 LM and NTLMv2
3 NTLMv2, Session security LM, NTLM, NTLMv2 LM and NTLM

Table 4-5 Authenticating Server Impact of LAN Manager Compatibility Levels

Level . Sends =~ , Accepts  Prohibits Accepting -
4 NTLMv2, Session security NTLM, NTLMv2 LM
5 NTLMv2, Session security NTLMv2 LM and NTLM
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Setting LM compatibility to value 2 on all of your Windows-based computers will pre-
vent LM authentication from being sent, but will allow all computers to accept it. Set-
ting all client computers to value 2 and all server computers to value 4 will ensure
than no computer sends LM and only client computers accept it. As you can see, set-
ting LM compatibility is not exactly straightforward. Rather than making a global
change in LM compatibility, you should consider rolling out the change in stages to
simplify troubleshooting if you should run into application compatibility problems.
You can do this both by slowly increasing the LM compatibility on computers and by
deploying higher compatibility levels only to certain machines by using Group Policy.
Windows-based computers do not negotiate LM protocols; if the authentication pro-
tocol the client uses to start the sequence is not supported by the server, the authen-
tication fails. The client computer will not attempt to fall back on another
authentication protocol. The registry key for setting LM compatibility levels is shown
in Table 4-6. You can also set this option using Group Policy in the Security Options
portion of the Security Templates.

Table 4-6 Setting LM Compatibility Levels

Location HKLM\SYSTEM\CurrentControlSet\Control\Lsa

Type DWORD

Key LMCompatibilityLevel

Default value 0 in Windows 2000 and Windows XP, 2 in Windows Server 2003

Kerberos v5 is the default authentication protocol for computers running Windows
Server 2003, Windows 2000, and Windows XP that are members of Active Directory.
Windows operating systems earlier than Windows 2000 do not support the use of
Kerberos and will use one of the LM authentication methods. The implementation of
Kerberos in the Windows operating system is compliant with REC 1510 and is
interoperable with other Kerberos v5 realms that are RFC 1510 compliant with some
minor configuration. Kerberos provides the following benefits:

B Mutual authentication Kerberos enables the client to verify a server’s identity,
one server to verify the identity of another, and the client to verify its identity to
the server.

B Secure transmission over the wire Kerberos messages are encrypted with a vari-
ety of encryption keys to ensure no one can tamper with the data in a Kerberos
message. Furthermore, the actual password is not sent across the network when
using Kerberos. This does not mean, however, that an attacker cannot carry out
a brute force attack against an intercepted authentication sequence—in fact, RFC
1510 specifically mentions this limitation: “The Kerberos protocols generally
assume that the encryption used is secure from cryptanalysis; however, in some
cases, the order of fields in the encrypted portions of messages are arranged to
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minimize the effects of poorly chosen keys. It is still important to choose good
keys. If keys are derived from user-typed passwords, those passwords need to be
well chosen to make brute force attacks more difficult. Poorly chosen keys still
make easy targets for intruders.” Because passwords are used as the base key
material, users still must choose strong passwords.

m Prevention of replay of authentication packets Kerberos minimizes the possibil-
ity of someone obtaining and reusing a Kerberos authentication packet by using
timestamps as an authenticator. By default in Windows 2000 and later, all system
clocks are synchronized with the domain controller that authenticated them
through the Network Time Protocol (NTP). For Kerberos tickets to remain valid,
the system clocks must be synchronized to within 5 minutes of each other.

B Delegated authentication Windows services impersonate clients when access-
ing resources on clients’ behalf. Kerberos includes a proxy mechanism that
enables a service to impersonate its client when connecting to other services.
Among other things, this allows for n-tier applications to use user credentials on
back-end systems without relying on duplicated accounts or passthrough
authentication as would be required with LM authentication protocols. Win-
dows Server 2003 provides a safer mechanism to use delegation through con-
strained delegation and supports other authentication protocols through
protocol translation.

The following four components allow Kerberos v5 authentication between client com-
puters and users that use Kerberos to domain controllers that run Windows Server
2003 or Windows 2000:

B Key distribution center (KDC) The network service that supplies both ticket-
granting tickets (TGTs) and service tickets to users and computers on the net-
work. The KDC manages the exchange of shared secrets between a user and a
server when they authenticate with each other. The KDC contains two services:
the Authentication Service and the Ticket Granting Service. The Authentication
Service provides the initial authentication of the user on the network and pro-
vides the user with a TGT. Whenever users request access to a network service,
they supply their TGT to the Ticket Granting Service. The Ticket Granting Ser-
vice then provides the user with a service ticket for authentication with the tar-
get network service. In an Active Directory network, the KDC service runs on all
domain controllers.

m Ticket-granting ticket (TGT) Provided to users the first time they authenticate
with the KDC. The TGT is a service ticket for the KDC. Whenever the user needs
to request a service ticket for a network service, she presents the TGT to the
KDC to validate that she has already authenticated with the network. For addi-
tional security, the Windows operating system verifies, by default, that the user
account is still active every time a TGT is presented to the KDC. In other words,



78

Part ll: Securing Active Directory

the KDC verifies that the account has not been disabled. If the account has been
disabled, the KDC will not issue any new service tickets to the user. In Windows
2000 when the user’s TGT is received, the server that has been trusted for dele-
gation can request service tickets for the user to any other service on the net-
work. In Windows Server 2003, the server can directly request a session ticket
through protocol translation. Also different in Windows Server 2003, by using
their Service Principal Name (SPN) you can determine which services the com-
puter can delegate to. This is a huge security improvement over delegation in
Windows 2000. Figure 4-4 shows the Delegation tab of a computer account in
Windows Server 2003.

Figure 4-4 Delegation options in Windows Server 2003

Service ticket Provided by a user whenever he connects to a service on the net-
work. The user acquires the service ticket by presenting the TGT to the KDC and
requesting a service ticket for the target network service. The service ticket con-
tains the target server’s copy of a session key and contains information about
the user who is connecting. This information is used to verify that the user is
authorized to access the desired network service by comparing the authentica-
tion information—namely, the user’s security identifier (SID) and his group
SIDs—against the discretionary access control list (DACL) for the object that he is
attempting to access. The service ticket is encrypted using the key that is shared
between the KDC and the target server. This ensures that the target server is
authenticated because only the target server can decrypt the session key.
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m Referral ticket Issued any time a user attempts to connect to a target server that
is a member of a different domain. The referral ticket is actually a TGT to the
domain where the resource is located. The referral ticket is encrypted using an
interdomain key between the initial domain and the target domain that is
exchanged as part of the establishment of transitive trust relationships.

All Kerberos authentication transactions will be composed of some combination of
these three message exchanges:

WM Authentication Service Exchange Used by the KDC to provide a user with a
logon session key and a TGT for future service ticket requests. The Authentica-
tion Service Exchange comprises a Kerberos Authentication Service Request
(KRB_AS_REQ) sent from the user to the KDC and a Kerberos Authentication
Service Reply (KRB_AS_REP) returned by the KDC to the user.

m Ticket-Granting Service Exchange Used by the KDC to distribute service ses-
sion keys and service tickets. The service ticket that is returned is encrypted
using the master key shared by the KDC and the target server so that only the
target server can decrypt the service ticket. A Ticket-Granting Service Exchange
comprises a Kerberos Ticket-Granting Service Request (KRB_TGS_REQ) sent
from the user to the KDC and a Kerberos Ticket-Granting Service Reply
(KRB_TGS_REP) returned by the KDC to the user.

W Client/Server Authentication Exchange Used by a user when presenting a ser-
vice ticket to a target service on the network. The message exchange comprises
a Kerberos Application Request (KRB_AP_REQ) sent from the user to the server
and a Kerberos Application Response (KRB_AP_REP) returned by the target
server to the user.

To use the Client/Server Authentication Exchange, the user enters her login name,
password, and domain in the Windows Logon dialog box. The client computer then
locates a KDC by querying the Domain Name System (DNS) server. Next, the user’s
computer sends a Kerberos Authentication Service Request (KRB_AS_REQ) to the
domain controller. The user’s account information and the current computer time are
encoded by using the long-term key shared between the user’s account and the KDC.
Finally, the authentication service at the KDC authenticates the user, generates a TGT
for her, and sends the TGT to her in a Kerberos Authentication Service Response
(KRB_AS_REP) message.

When a user authenticates herself by using Kerberos, a series of packets is exchanged
to complete the validation of her credentials. Figure 4-5 illustrates this process. The
user sends a Ticket-Granting Service Exchange Request (KRB_TGS_REQ) to the KDC
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to acquire a service ticket for her computer. The KRB_TGS_REQ contains an authenti-
cator and the TGT that was issued to the user. The Ticket Granting Service of the KDC
checks the TGT and the authenticator. If both are valid, the Ticket Granting Service
generates a service ticket and sends it back to the user as a Ticket-Granting Service
Response (KRB_TGS_REP). At the client computer, the service ticket is presented to
the Local Security Authority, which will create an access token for the user. (We dis-
cuss the Local Security Authority in a moment.) From then on, any process acting on
behalf of the user can access the local machine’s resources.

KRB_AS_REQ

Active Directory
domains

Figure 4-5 Initial Kerberos authentication

This sequence provides the user with the proper TGT. Now the user must acquire a
service ticket for that computer. The following steps and Figure 4-6 explain how the
service ticket for the computer is acquired.

1. The user sends a Ticket-Granting Service Request (KRB_TGS_REQ) to the KDC
to acquire a service ticket for the target computer. The KRB_TGS_REQ includes
the TGT and an authenticator.

2. The Ticket Granting Service of the KDC checks the authenticator and the TGT,
generates a new service ticket, and sends it back to the user as a Kerberos Ticket-
Granting Service Response (KRB_TGS_REP). The service ticket is encrypted by
using the target service’s long-term key, which is known only by the KDC and
the target service.
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3. The user sends the service ticket and an authenticator to the target server by
using a Kerberos Application Request (KRB_AP_REQ).

4. The target server verifies the ticket with the authenticator, decrypts the session
key by using the master key that is shared with the KDC, and sends back an
authenticator to the user in a Kerberos Application Response (KRB_AP_REP).
This provides mutual authentication of the user and server.

Service ticket

KRB_TGS_REP

KRB_TGS_REQ

Active Directory
domains

Figure 4-6 Obtaining a Kerberos session ticket

You can view the Kerberos tickets that have been issued to your user and computer
accounts by using either Klist.exe, a command-line tool, or Kerbtray.exe, a GUI tool.
Both of these utilities not only display the tickets, but also all their properties and
expiration dates.

After initially authenticating with the network, the user must authenticate with other
computers as she accesses resources on them. Every time the user connects to a
resource or service on a remote computet, she has to perform a network authentica-
tion. Figure 4-7 shows how Kerberos clients, KDCs, and services communicate.
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Server

EncryptMessage()
DecryptMessage()
MakeSignature()
VerifySignature() -

Using Kerberos session key

Local Security Authority
_ Subsystem (LSASS)
KRB_AP_REQ
KRB_AP_REP
Client Application Protocol

- Client Application

1 EncryptMessage()

‘DecryptMessage()

MakeSignature() -
VerifySignature()

Using Kerberos session key

Local Security Authority - -
Subsys’tem; (LSASS)

KRB_AS_REQ
KRB_AS_REP
KRB_AS_REQ

Domain Controller KRB_AS_REP

Local Security Authority -

‘Subsystem (LSASS)

Figure 4-7 Communication flow of Kerberos in Windows 2000 and Windows Server 2003



Chapter 4: Configuring Authentication for Microsoft Windows 83

Storing Secrets in Windows

LSA Secrets

In addition to storing passwords in Active Directory or SAM databases, Windows
Server 2003, Windows 2000, and Windows XP store passwords and other secrets in
other locations for a variety of purposes.

The Local Security Authority (LSA) maintains information about all aspects of local
operating system security. The LSA performs the following tasks:

Authenticates users
Manages local security policy

Manages audit policy and settings

Generates access tokens

In addition, the LSA stores information used by the operating system, known as LSA
secrets. LSA secrets include items such as persistently stored Remote Access Service
(RAS) information,; trust relationship passwords; and user names, passwords, and
account names. Perhaps most important, account names and passwords for services
that run under a user account context are stored as LSA secrets. LSA secrets can be
revealed locally by accounts with the Debug Programs user right. Consequently, you
should be careful about the information applications have stored in LSA secrets.
Attackers who physically compromise the computer or become system administrators
can easily gain access to the information stored as LSA secrets if no other precautions
are taken, such as using the System Key (Syskey.exe).

More Info  Writing Secure Code, Second Edition, by Michael Howard and David
LeBlanc (Microsoft Press, 2003) contains detailed information and code samples of
how to retrieve LSA secrets. Additionally, you can view most LSA secrets by using
LSADUMP2.exe from BindView. The tool is available at http://razor.bindview.com
/tools/.
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Using System Key (Syskey.exe)

The System Key utility was first available in Windows NT 4.0 Service Pack 2 and
is enabled by default in Windows Server 2003, Windows 2000, and Windows
XP. You can configure the System Key by typing syskey at the command prompt
if you are an administrator on the computer. The System Key is the master key
used to protect the password encryption key and the computer account pass-
word; therefore, protection of the System Key is a critical system security opera-
tion. You have three options for managing the System Key:

B Llevel1l Uses a machine-generated random key as the System Key and
stores the key on the local system. Because the key is stored on the operat-
ing system, it allows for unattended system restart. By default, System Key
Level 1 is enabled on all computers running Windows 2000 and later
operating systems.

B Llevel 2 Uses a machine-generated random key and stores the key on a
floppy disk. The floppy disk with the System Key is required for the sys-
tem to start before the system is available for users to log on. Because the
System Key is stored on the floppy disk, the operating system is vulnera-
ble to destruction of the floppy disk, which would render the operating
system unable to boot.

m Level 3 Uses a password chosen by the administrator to derive the Sys-
tem Key. The operating system prompits for the System Key password
when the system begins the initial startup sequence, before the system is
available for users to log on. The System Key password is not stored any-
where on the system; instead, an MD5 hash of the password is used as the
master key to protect the password encryption key. If the password is for-
gotten, the operating system will be rendered unable to boot.

Setting the System Key to Level 2 or Level 3 greatly increases the security of the
operating system and the secrets it contains (such as contents of the SAM data-
base and LSA secrets) in the event an attacker physically compromises the com-
puter. However, the Level 2 and Level 3 settings can be difficult to manage
because you cannot recover forgotten or lost keys. If a key is lost, the computer
will not be able to boot. You should develop a secure method of archiving Sys-
tem Keys if you decide to implement System Key Level 2 or Level 3 on your net-
work. In most corporate environments, using Syskey in mode 2 and 3 is not
feasible because of the potential loss of data or availability interruption. The bot-
tom line is that you must provide risk-adequate physical security for computers
that store critical information, including credentials for other accounts.
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Data Protection API

The Data Protection APT (DPAPT) enables secrets to be stored securely by applications
by using a key derived from the user’s password. The encryption of secrets can only be
done locally, unless roaming profiles are used. If the user’s password is reset, the key
used for DPAPI will be lost unless it has been previously archived. DPAPI is available
only in Windows Server 2003, Windows 2000, and Windows XP. By using DPAPI,
applications can store the encrypted information in any manner, for example, in the
registry or a database. DPAPI is used by Windows XP and Windows Server 2003 to
protect encrypting file system (EFS) keys in Workgroup scenarios.

Cached Credentials

By default, Windows Server 2003, Windows 2000, and Windows XP cache the cre-
dentials of domain accounts used to log on to the network at the local computer. The
credentials include the user’s user name, password, and domain. Rather than storing
the actual credential information, the information is stored in an irreversibly
encrypted form and on the local computer. After a user has successfully logged on to
the network from the computer once, he can use his domain credentials, even if the
computer is not attached to the network or if no domain controllers are available. This
functionality is critical to laptop users and users in branch offices without local
domain controllers. You can control the number of credentials stored on a computer
at any time by setting the registry key shown in Table 4-7.

Table 4-7 Controlling the Number of Stored Credentials on a Computer

Location HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT
\Current Version\Winlogon\

Type REG_SZ

Key CachedLogonsCount

Default value 10

Recommended 0-50, depending on your security needs

value

In high-security networks, you might want to set the number of cached credentials to
0. This setting requires all users of the computer to have their domain account creden-
tials validated by a domain controller. This prevents a user who has been terminated
from disconnecting her computer from the network, logging on by using cached cre-
dentials, and destroying information. When you implement this setting, laptop users
can log on only when connected to the network, greatly limiting their mobility.
Although the cached credential verifier is irreversibly encrypted, it is not invulnerable
to brute force attack; hence, the cached credential is resistant to brute force attacks as
much as the user has chosen a strong password.
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Credential Manager

Windows XP introduces a new method of managing credentials as well as the creden-
tials of a user who is logged on that is also implemented in Windows Server 2003.
This functionality is provided by the Credential Manager, labeled Stored User Names
And Passwords in Control Panel. The Credential Manager dynamically and manually
creates credential sets (a user name and password) for resources that are available in
the user interface and from the command line. You can manage the following types of
credentials with the Credential Manager:

User names and passwords
X.509 certificates, including smart cards

Passport accounts

Note The Credential Manager and DPAPI are long-term replacements for the
Protected Storage service, which is no longer considered a secure method of storing
secrets. The most significant Windows application that still uses the P-store is
Microsoft Internet Explorer, which stores Auto-Complete information, including names
and passwords used for forms-based authentication. See Chapter 12, “Managing
Microsoft Internet Explorer Security and Privacy," for more information on the
Protected Storage service. '

Best Practices

Remove LM hashes. If LAN Manager authentication is not used on your net-
work, remove the LM password hashes from all domain controllers and local
computers.

Configure LM compatibility. Set the LM compatibility to the highest level that
applications on your network will support.

Upgrade to Windows Server 2003 if you are using delegation. Because a com-
puter that is trusted for delegation can use the credentials of any user who
authenticates to it on any computer on the network, in Windows 2000 a security
compromise of that computer could cause the compromise of the entire domain
or forest. Constrained delegation greatly helps limit the potential damage if a
computer that is trusted for delegation is compromised.
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Additional Information

m The following Knowledge Base articles:

O 147706: “How to Disable LM Authentication on Windows NT”
(http://support.microsoft.com/kb/147706)

Q 299656: “How to prevent Windows from storing a LAN Manager hash of
your password in Active Directory and local SAM databases” (http://
support.microsoft.com/kb/299656)

Q 239869: “How to Enable NTLM 2 Authentication”
(http://support.microsoft.com/kb/239869)

Q 102716: “User Authentication with Windows NT”
(http://support.microsoft.com/kb/102716)

Q 175641: “LMCompatibilityLevel and Its Effects”
(http://support.microsoft.com/kb/175641)

QO 266280: “Changing User Rights from a Batch File or Command Line”
(http://support.microsoft.com/kb/266280)

RFC 1510: “The Kerberos Network Authentication Service (v5)”

B RFC 3244: “Microsoft Windows 2000 Kerberos Change Password and Set Pass-
word Protocols”

Note The two articles above can be accessed through the Request for Com-
ments repository. Go to http://ietf.org/rfc.html and enter the RFC number in the
RFC Number text box.

m “Windows 2000 Kerberos Authentication” white paper (http://
www.microsoft.com/windows2000/ techinfo/ howitworks/security/ kerberos.asp)

m “Data Protection and Recovery in Windows XP” white paper (http://
www.microsoft.com/technet/prodtechnol/winxppro/support/DataProt.asp)

B “Troubleshooting Kerberos Delegation” white paper (http://www.microsoft.com
/technet/prodtechnol/windowsserver2003/technologies/security,/ tkerbdel. mspx)

m  “Kerberos Authentication in Windows Server 2003” white paper (http://
www.microsoft.com/windowsserver2003,/ technologies/ security/ kerberos
/default.mspx)

B “Microsoft Windows Server 2003: Kerberos Protocol Transition and Con-
strained Delegation® white paper (http://www.microsoft.com/technet
/prodtechnol/windowsserver2003/ technologies/security,/ constdel. mspx)
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All objects and attributes in the Active Directory directory service are individually
secured through the use of discretionary access control lists. Although the default
security on Active Directory might be suitable for your organization, you might need
to adjust the security of objects or attributes to increase the overall security of Active
Directory. You also might need to delegate authority over objects or attributes, or cre-
ate custom objects and attributes that need to have security defined for them. For each
of these situations, you must know how Active Directory objects are secured by
default and how you can configure permissions.

Understanding the Active Directory Schema

All the objects that you can create in Active Directory and all their properties are
defined in the Active Directory Schema. In Microsoft Windows Server 2003 and Win-
dows 2000, the only copy of the schema is hosted by the domain controller that holds
the schema flexible single-master operation (FSMO) role, which by default is the first
domain controller in the forest. The schema is replicated from the schema master to
all domain controllers in the forest through normal Active Directory replication. In the
schema, objects and properties are defined as object classes and attributes. Once an
object class has been defined and attributes assigned to it, you can instantiate, or cre-
ate, objects of that class.

89
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Attributes
The attributes defined in the schema represent the possible properties that can be
used in object classes. Attributes are defined in the schema only one time and are
reused for each object class with which they are associated. For example, nearly every
object class includes the attribute cn, which will be populated with the common name
of the object in the Lightweight Directory Access Protocol (LDAP) naming conven-
tion. Table 5-1 lists the contents of an attribute.
Table 5-1 Contents of an Attribute
Contents Description Sy

Common name LDAP display name of the attribute.

Description Description of the attribute.

X.500 object ID (OID) Object identifier for the attribute.

Globally unique identifier 128-bit randomly generated number that uniquely identifies

(GUID) the attribute.

Syntax Data type of the attribute.

Range Range of values for the attribute. For integers, range defines
the minimum and maximum value; for strings, range defines
the minimum and maximum length.

Multi-/single value Defines whether the attribute will contain one value or more
than one value.

Index Determines whether the attribute is indexed.

Global Catalog Determines whether the attribute is replicated to the Global
Catalog for all objects that use it.

Security descriptor Defines the base security for the attribute.

Metadata Represents data used by Active Directory for internal pro-
cessing, such as replication metadata.

Members of the Schema Admins group can add attributes to the schema of a forest.
Attributes can be deleted in Windows Server 2003, but they cannot be deleted in Win-
dows 2000; however, they can de deactivated, which prohibits them from being used
in object classes.

Classes

Object classes are collections of attributes that can be instantiated to create objects.
Active Directory is based on the X.500 1993 specification for directory services that
defines the hierarchal structure of classes. X.500 requires that object classes be
assigned to one of three categories:
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B Structural classes Structural classes are the only kind of class from which you
can create objects in Active Directory. A structural class can be used in defining
the structure of the directory and is derived from either an abstract class or
another structural class. A structural class can include any number of auxiliary
classes in its definition. For example, user and organizationalUnit are structural
object classes.

W Abstract classes Abstract classes are templates that are used only to derive new
structural classes. Abstract classes cannot be instantiated in the directory. This
means that no object can belong to an abstract class only; each object of an
abstract class must also belong to some structural subclass. A new abstract class
can be derived from an existing abstract class. Classes of the abstract category
exist for the sole purpose of providing attributes for subordinate classes,
referred to as subclasses. A subclass contains all mandatory and optional
attributes of the class from which it is derived, known as its superclass, in addi-
tion to those attributes specific to the class itself. Likewise, a subclass of a sub-
class contains all attributes of both its superclasses, and so forth.

W Auxiliary classes Auxiliary classes are similar to include files in the C program-
ming language; they contain a list of attributes. Adding the auxiliary class to the
definition of a structural or abstract class adds the auxiliary class’s attributes to
the definition. An auxiliary class cannot be instantiated in the directory, but new
auxiliary classes can be derived from existing auxiliary classes. For example, the
securityPrincipal class is an auxiliary class, and it derives its attributes from the
parent abstract class named top. Although you cannot create a security principal
object in the directory (because auxiliary classes cannot have instances), you
can create an object of the structural class user, which has the securityPrincipal
class as an auxiliary. The attributes of the securityPrincipal class contribute to
making the user object recognizable to the system as a security account. Simi-
larly, the group class has securityPrincipal as an auxiliary class.

An object class is defined by the attributes that are tagged as either mandatory or
optional. Mandatory attributes must be populated with values when an object is cre-
ated, whereas optional attributes can have null values.

Security on the Active Directory Schema

Before viewing the Active Directory Schema, you must register the schema man-
agement .dll file. You can do this by typing regsvr32 schmmgmt.dll at the com-
mand prompt or in the Run command and then adding the Active Directory
Schema Microsoft Management Console (MMC) snap-in to a blank MMC. You
can also automatically register the schema management .dll file and all other man-
agement .dll files by installing the Windows Server 2003 and Windows 2000
Administrator’s Pack. You do this by running Adminpak.msi from any server that
runs Windows Server 2003 or Windows 2000 or from the installation CD.
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The schema FSMO is read-only by default. Only members of the Schema
Admins group can mark the schema as writeable. Once the changes to the
schema have been made, the schema must replicate to all domain controllers in
the forest.

Because modifications to the schema are difficult to irreversible, you should
exercise caution when making modifications or extensions to the schema. You
should also ensure that the Schema Admins group has no members unless the
schema is in the process of being modified or extended. Only members of the
Enterprise Admins group and the Domain Admins from the forest root domain
can manage membership in the Schema Admins group.

Configuring DACLs to Secure Active Directory Objects

All objects and their properties in Active Directory have security descriptors to control
access to the object and the values of the object’s attributes. As with NTFS file system
objects, the Active Directory object’s security descriptor includes a discretionary
access control list (DACL) and a system access control list (SACL) in addition to the
object’s ownership data. Figure 5-1 shows a security descriptor.

Security
Descriptor

Figure 5-1 Contents of a security descriptor for Active Directory objects and attributes
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DACLs can be configured at the discretion of any account that possesses the appropri-
ate permissions to modify the configuration, including Take Ownership, Change Per-
missions, or Full Control permissions. A security descriptor consists of several
elements, as described in this list:

Header Metadata pertaining to the access control entries (ACEs) associated
with the DACL.

SID (user) The security identifier (SID) of the owner of the object.

SID (group) The security identifier of the built-in Administrators or Domain
Admins group if the account that owns the object is a member of either of these
groups.

Generic deny ACEs  Access control entries that deny access to an account or
security group based on their SIDs. These ACEs can be inherited from the
object’s parent or assigned directly to the object, and they are specific to the
object and child objects based on the security settings defined in the object class
in the schema.

Generic allow ACEs  Access control entries that allow access to objects to an
account or security group based on their SIDs. These ACEs can be inherited
from the object’s parent or assigned directly to the object, and they are specific
to the object and child objects.

Object-specific deny ACEs Access control entries that deny access to child
objects to an account or security group based on their SIDs. These ACEs can be
inherited from the object’s parent or assigned directly to the object, and they
apply to specific classes of child objects.

Object-specific ACEs  Access control entries that deny access to an account or
security group based on their SIDs. These ACEs can be inherited from the
object’s parent or assigned directly to the object, and they apply to specific
classes of child objects.

Table 5-2 shows the settings of an example DACL an OU might have.

Table 5-2 Example of a DACL

Group Permissions Apply to

Enterprise Admins Allow Full Control This object and all child objects (Ge-
neric ACE)

Authenticated Users Allow Read This object (Generic ACE)

Security Managers Allow Reset Password User objects (Object-specific ACE)
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Figure 5-2 displays the user interface for this DACL.

Cotrol Satti

ipe ) DEInission pply to
?\ Allow  Authenticated Users Special This abject only
?& Allow  Enterprise Admins (W0...  Full Control This object and all child ob

Figure 5-2  User interface view of DACL example shown in Table 5-2

Generic ACEs offer limited control over the kinds of child objects that can inherit
them. Generic ACEs distinguish between objects that can contain other objects, such
as OU objects, and objects that cannot contain other objects, such as user objects.
Windows Server 2003 reports where permissions were inherited from in the user
interface. For example, the DACL on an OU object can include a generic ACE that
allows a member of a group object the permission to delete members of other group
objects in the OU. Because this ACE can be performed on container objects and child
objects, it will be inherited by other container objects, such as user objects.

Object-specific ACEs offer greater granularity of control over the types of child objects
that can inherit them. For example, an OU object’s DACL can have an object-specific
ACE that is marked for inheritance only by user objects. Other types of objects, such
as computer objects, will not inherit the ACE. This capability is the crux of object-spe-
cific ACEs: their inheritance can be limited to specific object classes of child objects.

These two categories of ACEs control access to objects in a somewhat similar fashion.
Generic ACEs apply to an entire object. If a generic ACE gives a particular user Read
access, the user can read all information associated with the object—including all of

the properties of the object and their values.

Object-specific ACEs can apply to any individual property of an object or to a set of
properties. These ACE types are used only in access control lists (ACLs) for Active
Directory objects, which, unlike other object types, store most of their information in
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properties. It is often desirable to place independent controls on each property of an
Active Directory object, and object-specific ACEs make that possible. For example,
when you define permissions for a user object, you can use one object-specific ACE to
allow Principal Self (the user) Write access to the Phone-Home-Primary property
(homePhone). You also can use other object-specific ACEs to deny Principal Self access
to the Logon-Hours property (logonHours) and other properties that set restrictions
on the user account.

How DACLs Work

When access to an Active Directory object is requested, the Local Security Authority
(LSA) compares the access token of the user or process requesting access to the object
to the DACL. The security subsystem checks the object’s DACL, looking for ACEs that
apply to the user and group SIDs referenced in the thread’s access token. The security
subsystem then steps through the DACL until it finds any ACEs that either allow or
deny access to the user or one of the user’s groups. The subsystem does this by first
examining ACEs that have been explicitly assigned to the object and then examining
ones that have been inherited by the object.

If an explicit deny is found, access is denied. Explicit deny ACE entries are always
applied, even if conflicting explicit allow ACEs exist. Explicit allow ACEs are exam-
ined, as are inherited deny and allow ACEs. The ACEs that apply to the user are accu-
mulated. Inherited deny ACEs overrule inherited allow ACEs, but are overruled
themselves by explicit allow permissions. If none of the user or group SIDs in the
access token match the DACL, the user is denied access implicitly. Figure 5-3 shows
the process of evaluating access token contents against a DACL.

LSA Matches SIDs from
the Access Token with
SIDs in the ACEs DACL

[
Access Token

Figure 5-3  Access control in Active Directory

Tip Accounts with Full Control, Modify Permissions, or Modify Owner permissions
can change the DACL and SACL on the object.
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Securing Active Directory Objects and Attributes

In Active Directory, all attributes of all objects and the objects themselves have permis-
sions that can be defined when the object is created or after it has been created. You
must be able to examine these permissions and secure them according to your orga-
nization’s security policy. This is especially true if your organization is planning on
extending the Active Directory Schema to include additional attributes or objects.

You can secure Active Directory objects at their creation globally for all newly created
objects of a given object class by modifying the default security descriptor for the
object class in the schema. You can also secure objects after their creation by creating
an object-specific ACE on the parent container in which the object will be created or
by configuring the DACL on the object directly.

The method used to build a DACL for a new Active Directory object differs slightly
from the method used to build DACLs for other object types. Two key differences
exist. First, when building a DACL for a new Active Directory object, each object class
defined in the schema has a default DACL that is applied to all objects when they are
created. Second, the rules for creating a DACL distinguish between generic inheritable
ACEs and object-specific inheritable ACEs in the parent object’s security descriptor.
Generic inheritable ACEs can be inherited by all types of child objects. Object-specific
inheritable ACEs can be inherited only by the type of child object to which they apply.
Other objects that have DACLs, such as files, do not have object-specific ACEs.

Configuring Default DACLs on Objects and Attributes

You can configure the default DACL on object classes by modifying the schema. To
modify the schema, you must be a member of the Schema Admins security group and
the schema FSMO must be marked as writeable. To configure a default DACL on an
object class, perform the following steps:

1. Open a blank MMC from the command prompt by typing MMC.

2. Add the Active Directory Schema MMC snap-in to the blank MMC.

3. Right-click the object class that you want to modify. Then select Properties and
click the Security tab of the object class.

4. Configure the default DACL and close the open windows.

Important The schema partition of Active Directory must replicate fully through-
out the forest before all new objects receive the new default security as defined on the
default DACL.
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Figure 5-4 shows a custom security group named Security Managers being granted
Full Control permissions over all new user objects in the forest. Because a single
schema exists for the entire forest, the DACL that you modify will be applied to all new
objects of that object class created in any domain in the forest. Consequently, if you
are assigning permissions to a new security group rather than modifying the existing
permissions, you should use universal groups to ensure that the permissions are
applicable throughout the Active Directory forest. You can then make the appropriate
global groups members of the universal group.
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Figure 5-4 Adding a security group to an object class default DACL

3 ictive Drectory Users

The new default DACL applies only to new objects. Existing objects of the object class
of which you have modified the default DACL are not affected. The change affects only
objects created after the schema has replicated to the domain controller where the
new object is created. Settings in the default DACL remain with the object even if they
are moved to a different container.

Securing Objects After Creation

Setting the default DACL on an object class is an effective way to configure the security
of Active Directory objects during their creation because the change is forestwide in
scope and affects only newly created objects. However, you might want to configure
an object-specific ACE on the parent object, such as an OU. The object-specific ACE is
applied to the object when the object is created or when objects are moved into the
parent object. For example, rather than assigning the Security Managers security
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group Full Control of all newly created user objects in the forest, you might want to
grant them Full Control only over all user objects in an OU. You can do this by editing
the DACL for the OU. The following steps explain how to do this:

1. Open Active Directory Users and Computers.

2. Right-click the OU, click Properties, and select the Security tab.

3. Click the Advanced button.

4. Click Add and add the appropriate security groups to the DACL. Then click OK.
5.

In the Apply Onto drop-down menu, ensure that the correct object class is
chosen.

6. Configure the new access that you are granting or denying.

7. Close all windows.

Tip  You must enable the Advanced Features view in Active Directory Users
and Computers to expose the Security tab on objects.

Figure 5-5 shows the creation of an object-specific ACE for granting Full Control over
user objects to the Security Managers custom security group.
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Figure 5-5 Adding an object-specific ACE to an OU
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When adding an object-specific ACE to an OU, the OU (or any other type of parent
object) immediately propagates the inheritance of the permissions to all objects of
that object class in the OU and in all child OUs. Similarly, when objects of that object
class are moved into the OU, the permissions are inherited by the object. If the object-
specific ACEs are removed from the OU, the permissions are immediately removed
from the objects of that object class in the OU and all child OUs. If an object of that
object class is moved to a new parent container, the ACE is removed from the object.

Active Directory not only enables you to configure security on objects but also to con-
figure security on individual properties. Setting security on properties entails the
same process as setting permissions on objects.

Configuring DACLs from the Command Line

Although configuring DACLs by using the MMC is convenient, you might want to set
permissions from the command line. You can do this in one of two ways: through
Active Directory Services Interface (ADSI) scripts, or by using the Support Tools utility
Dsacls.exe. You can install Support Tools from the Windows Server 2003 or Windows
2000 Server installation CD, from the Support\Tools directory.

More Info  Writing custom ADSI programs is beyond the scope of this book. The
Microsoft® Windows® 2000 Scripting Guide provides detailed information on con-
trolling access to objects in Active Directory using ADSI at http://www.microsoft.com
/resources/documentation/windows/2000/server/scriptguide/en-us/default.mspx.

Dsacls.exe is the command-line equivalent of the Security tab in the Properties dialog
box for an Active Directory object in Active Directory tools, such as Active Directory
Users and Computers. You can display all permissions on a given object in Active
Directory by typing dsacls “ou=sales.dc=woodgrovebank,dc=com”. Another conve-
nient feature of Dsacls.exe is its ability to reset the security on an object or set of
objects to the default DACL of the object’s object class in the schema. To reset the
security on an object, type dsacls “ou=sales,dc=woodgrovebank,dc=com” /S. This is
a common use of Dsacls.exe in a test environment when you are evaluating changing
permissions on Active Directory objects. The complete syntax of Dsacls.exe can be ref-
erenced in the Support Tools Help file. In Windows Server 2003, this feature was
added to the user interface in the Advanced area of the Security tab.

Another important tool for managing DACLs on Active Directory objects is
Acldiag.exe, which you can also obtain from Support Tools. Acldiag.exe enables you to
do the following;
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Compare the current DACL on the object against the default DACL on the
object’s class. For example, typing acldiag “cn=alisonbrown,ou=sales,dc=
woodgrovebank,dc=com” /schema would compare the DACL of the user object
Alison Brown to the default DACL on the object class user.

Determine the effective permissions that a user or group has to an object. Typ-
ing acldiag “cn=alisonbrown,ou=sales,dc=woodgrovebank,dc=com”
/geteffective:* would retrieve the effective permissions for the user object Alison
Brown and all the properties of the object and then print them to the console.

Export the permissions to a comma-delimited or tab-delimited file. By using the
switches /cdo or /tdo at the end of an Acldiag command, you can format the
output in comma-delimited or tab-delimited format. This is especially useful if
you want to import the permissions into a spreadsheet or database.

Tip You can direct the output of any command-line program to a text file or local
printer by using the standard redirector in the operating system. To direct the out-
put to a file, append the command string with >filename. To direct the output to a
local printer, append the command string with >Ipt1. For example, acldiag “cn=
alisonbrown,ou=sales,dc=woodgrovebank,dc=com” /geteffective:* /cdo >
alisonDACL.csv will compile the effective permissions for all users on the user object
Alison Brown on a comma-separated file named AlisonDACL.csv.

Best Practices

Always apply the theory of least privilege. Whenever you are configuring secu-
rity on an Active Directory object, assign only the least permissions needed by
the users to complete their job functions and always test the changes in a test
environment before making changes on your production Active Directory to pre-
vent disrupting service by changes that overly restrict access.

Use a consistent model for assigning permissions. Do not assign permissions to
individual users; rather, use a well-defined model for assigning permissions to
security groups and placing user accounts into the security groups.

Avoid assigning permissions to domain local groups. Domain local security
groups are valid only in the domain; thus, permissions replication to the Global
Catalog will not be applied as expected. Assign forestwide permissions by using
universal groups. (For more on this model, see the “Implementing Role-Based
Security” section in Chapter 3, “Configuring Security for User Accounts and
Passwords.”)

Document changes made to DACLs. Be certain to record changes that you make
to Active Directory object DACLs. This will simplify troubleshooting in the event
of an error arising from the new permissions.



Chapter 5: Configuring Security on Active Directory Objects and Attributes 101

Remove users from the Schema Admins security group. When the schema is not
in the process of being extended or altered, remove users from the Schema
Admins security group to ensure that the schema is not unintentionally altered.

Make the Schema Master read-only. When you are not making changes to the
schema, ensure that the schema is not write-enabled.

Use Restricted Groups. Use Restricted Groups in Group Policy to limit member-
ship in the Schema Admins security group.

Additional Information

Knowledge Base article 218596: “How to Assign Access Control Permissions on
the Properties of an Active Directory Object” (http://support.microsoft.com/kb
/218596)

Knowledge Base article 292304: “How to Prevent Windows 2000 Users from
Changing Personal Detail Information” (http://support.microsoft.com/kb
/292304)

MSDN Library, “Active Directory Programmer’s Guide” (http://
msdn.microsoft.com/library/en-us/ad/ad/active_directory.asp)

“Microsoft Windows 2000 Scripting Guide” section on ADSI (http://
www.microsoft.com/resources/documentation/windows,/2000/ server/scriptguide
Jen-us/default. mspx)

MSDN Library, “Access Control,” from the Platform SDX (http://
msdn.microsoft.com/library/default.asp?url=/library/en-us/secauthz/security
/order_of _aces_in_a_dacl.asp) '
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One of the most powerful and useful security features in Microsoft Windows Server
2003 and Windows 2000 is Group Policy. Group Policy enables administrators to
manage large numbers of users and computers running Windows Server 2003, Win-
dows 2000, and Microsoft Windows XP Professional centrally in the Active Directory
directory service. The biggest security benefit of Group Policy is that you can use it to
deploy and maintain a consistent security baseline configuration on computers that
are members of a domain.

Understanding Group Policy

Group policies have two types of application: those that apply to the computer, and
those that apply to the user. Computer-related group policies are always applied,
regardless of which user account is used to log on to the computer. The user-related
group policies apply specifically to the user account that is used to log on to a com-
puter. Security policies are applied to the computer and thus will apply to all users of
the computer, including members of the Administrators group. By default, a local
security policy, Setup security, captures the security settings applied to each computer
running Windows 2000 and later at installation. You can implement Group Policy set-
tings on a local computer, although local group policies are not stored in and enforced
by Active Directory. Group policies deployed through Active Directory are associated
with site, domain, and OU containers in the form of Group Policy objects (GPOs).

103
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A GPO can be associated with any site, domain, or OU, and the GPO can be linked to
multiple sites, domains, or OUs. Conversely, a given site, domain, or OU can have
multiple GPOs linked to it. In the event that multiple GPOs are linked to a particular
site, domain, or OU, you can prioritize the order in which these GPOs are applied.

By linking GPOs to Active Directory sites, domains, and OUs, you can implement
Group Policy settings for as broad or narrow a portion of the organization as you
require, including the following:

® A GPO linked to a site applies to all computers in the site.

B A GPO applied to a domain applies to all users and computers in the domain,
even if the users and computers are located within OUs in the domain. GPOs
associated with parent domains are not inherited by child domains.

B A GPO applied to an OU applies to all users and computers located directly in
the OU and, by inheritance, to all users and computers in child OUs.

The accumulation of GPO settings from a site, a domain, and all nested OUs is
applied. GPOs are stored on a per-domain basis. Because domains are autonomous
units, child domains do not inherit Group Policy from parent domains. You can link a
GPO to a site, domain, or OU in another trusted domain, but this is not generally rec-
ommended for performance reasons. GPOs associated only with a site are stored in
the forest root domain, and those policies are retrieved from a domain controller in
the forest root domain. GPOs are applied in a hierarchical arrangement. If there are
conflicts, the latest setting processed will be the one that is applied. By default, GPOs
are cumulative and processed in the following order:

1. The local Group Policy object (LGPO) is applied.
2. GPOs linked to sites are processed.

3. GPOs linked to domains are processed.

4

GPOs linked to OUs are processed. In the case of nested OUs, GPOs associated
with parent OUs are processed prior to GPOs associated with child OUs.

Computer-Related Group Policies

Computer-related group policies are specific to the computer and apply to all users of
the computer. Computer-related group policies are applied during the startup phase
of the operating system and are fully applied by default before the Windows Logon

dialog box appears. Table 6-1 lists the types of computer-related Group Policy settings.
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Table 6-1 Computer-Related Group Policy Settings

Group Description

Software Settings Enables software to be installed on computers.

Windows Settings Enables security templates to be deployed and computer startup

and shutdown scripts to be executed.

Administrative
Templates

Enables computer-related registry changes to be made. These
built-in settings, unlike Microsoft Windows NT 4.0 System
Policies, do not make permanent changes, sometimes called
“tattooing,” to the registry.

By using Software Installation policies, you can ensure that security-related software is
installed on all computers on the network. For example, you might want to use a GPO
to assign antivirus software to all desktop and laptop computers in your organization.

You can import security templates into the computer configuration portion of Group

Policy to deploy uniform security to computers on your organization’s network.
Table 6-2 describes the security settings in Group Policy.

Table 6-2 Security Settings in Group Policy

Area

Description

Account Policies

Password policies, account lockout policies, and Kerberos
policies

Local Policies

Audit policy, user rights assignment, security options

Event Log

Application, system, and Security Event log settings

Restricted Groups

Membership of security-sensitive groups

System Services

Startup parameters and permissions for system services

Registry

Permissions for registry keys

File System

Permissions for folders and files

Wireless Network
(IEEE 802.11) Policies

Basic 802.11 wireless network connectivity settings for comput-
ers running Windows Server 2003 and Windows XP

Public Key Policies

Controls a collection of Public Key Infrastructure (PKl)-related
settings, including encrypting file system (EFS) recovery agents
and automatic certificate enrollment

Software Restriction
Policies

Policy settings for controlling software execution for computers
running Windows Server 2003 and Windows XP

IP Security Policies

Central management console for IP Security (IPSec) policies

You can use Windows Settings to run scripts at the startup or shutdown of a com-
puter. Startup scripts execute before the Security dialog box appears, and shutdown
scripts run after the user has logged off but before services cease.

Administrative Templates are settings that configure the Windows Server 2003, Win-
dows 2000, and Windows XP registries. In addition to the administrative templates
included by default, you can import custom settings by creating and importing .adm
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files. In contrast with using Windows NT System Policies, when you use Group Policy,
policy settings made through Administrative Templates do not tattoo the registry and
are applied immediately, rather than after one or more reboots.

More Info  Security templates are discussed in detail in Chapter 11, “Creating and
Configuring Security Templates.”

Preferences vs. Policies

Registry policy or .adm templates take the form of policies (registry entries under
specific registry keys) or preferences (registry keys anywhere else). The .adm files
are used to define policies or preferences. We recommend you use policies
rather than preferences. Policies do not tattoo the registry. If you use a GPO to
deploy policies and preferences, when the GPO is removed, the policies will be
removed. However, the preferences will remain. Preferences are not refreshed
unless the GPO changes. Users can change their preferences, and these prefer-
ences will not be restored until Group Policy changes and the GPOs are reap-
plied. Policies, on the other hand, are given an access control list (ACL) in the
registry so that users cannot change them. If you must use preferences, you need
to add them using the .adm file.

Computer-related policy settings are stored in the registry hive
HKEY_LOCAL_MACHINE (HKLM), and user-related policy settings are stored
in the registry hive HKEY_CURRENT_USER (HKCU). In each of these registry
hives, Group Policy settings are stored in these two registry keys:

m \Software\Policies

m \Software\Microsoft\Windows\CurrentVersion\Policies

User-Related Group Policies

In addition to the computer-related group policies applied to the computer a user logs
on to, user-related group polices are applied to specific users. By default, user-related
group policies are applied immediately after the user’s credentials are successfully
authenticated but before the user gains control of the Windows Explorer shell.
Table 6-3 describes the various types of user-related group policies.
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Table 6-3 User-Related Group Policy Settings

Group Description

Software Settings Enables software to be assigned or published to a user

Windows Settings Enables security templates to be deployed and user logon and
logoff scripts to be executed

Administrative Enables registry changes to be made for the user

Templates

Software can be deployed to users in two ways: it can be assigned, or it can be pub-
lished. The only difference between assigning and publishing applications to users is
whether the application shows up in the Start menu, which it does with Assigned
applications. Software packages also will be installed on the computer when the user
invokes the application by attempting to open a file with the default file type that the
application uses (if this option is enabled in the policy). The application will appear in
Control Panel under Add/Remove Programs.

Important Applications installed by using Group Policy Software Installation poli-
cies will install only the application’s core files once per computer if multiple users of
the computer have the same application assigned or published to them. The applica-
tion information unique to each user will be written to the Application Data folder in
the user profile or the HKEY_USERS (HKU) registry hive for the user. For each user, upon
logon, the information associated with that user’s account in HKU is used to populate
the dynamic registry hive HKEY_CURRENT_USER (HKCU) for the logon session.

The Windows Settings for users contain options for configuring logon and logoff
scripts, folder redirection behavior, Microsoft Internet Explorer settings, PKI enter-
prise trusts, and Remote Installation Services (RIS) settings.

The Administrative Templates settings for users function similarly to the settings for
computers.

Important Before deploying GPOs, you should test the settings in a test environ-
ment to ensure that the GPOs do not prevent users from completing tasks required by
their job function. If possible, you should also conduct a pilot deployment in the pro-
duction environment.

Using Group Policy Objects

All computers running Windows Server 2003, Windows 2000, and Windows XP have
alocal GPO that defines their default configuration. The local GPO applies to all users
of a computer. In addition, if the computers are members of an Active Directory
domain, you can deploy GPOs to all computers in a site, domain, or OU.



108 Part Il: Securing Active Directory

The Local Group Policy Object

You can configure a local Group Policy for any computer, regardless of whether the
computer is a member of Active Directory. To configure the LGPO, use the Group Pol-
icy Microsoft Management Console (MMC) snap-in and select to focus on the local
computer. The local Group Policy Editor is shown in Figure 6-1.

B local Security Settings

wdit account logon events Mo auditing Success, Failure

1R8]Audit account management No auditing Success, Failure
28 udic directory service access Failure Failure

Audit logon events No auditing Success, Failure

Audit object access No auditing Failure

| Audit policy change No auditing Success, Failure

FdAUdR privilege Use siidik i 2 1 N suditing i Failite e

| Audit process tracking No auditing No auditing

[B§]Audit system events No auditing Success, Failure

Security Options
{22 Public Key Policies
-3, IP Security Policies on Local Machine

Figure 6-1 Configuring the LGPO

Group Policy is processed in this order:

1. LGPO

2. Site GPOs

3. Domain GPOs
4. Organizational unit GPOs

5. Nested organizational unit GPOs

The LGPO cannot be filtered by a user account. Unlike GPOs in Active Directory,
there is no discretionary access control list (DACL) permission named Apply Group .
Policy; there is only the Read permission. User accounts need the Read permission to
either read the GPO settings or have them apply to the logon session. The Apply
Group Policy permission is checked during Group Policy processing. If the user has
this permission on the GPO, it will be processed.
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Site Group Policy Objects

GPOs that are linked to site containers affect all computers or users in a forest of
domains that have membership in the site. Computers running Windows Server
2003, Windows 2000, and Windows XP are automatically members of the Default-
First-Site-Name site unless other sites and subnet objects have been defined. Site infor-
mation replicates to all domain controllers in the forest. Therefore, any GPO that is
linked to a site container is applied to all computers in that site, regardless of the
domain. This enables a single GPO to span multiple domains but also results in cross-
domain authentication because domain controllers must retrieve the policy from the
domain in which it is stored.

Site GPOs are effective for managing settings that apply to a group of computers that
exist on the same high-speed communications channel. For example, you might want
to assign proxy server settings in Internet Explorer by site or install antivirus software
from a server on the same high-speed network as the computer.

Domain Group Policy Objects

GPOs that are linked to a domain affect all computers or users in the domain. By
default, two GPOs exist in each Active Directory domain:

m Default Domain Policy

m Default Domain Controllers Policy

The Default Domain Policy contains the default security policy for all computers in
the domain and the account policies for domain accounts. The Default Domain Con-
trollers Policy contains the default security policy for domain controllers and aug-
ments the security policy of the Default Domain Policy. For example, the Default
Domain Controllers Policy prohibits nonadministrators from logging on interactively.
Domain controllers should never be removed from the Default Domain Controllers
Policy because of inherent functionality in Active Directory.

OU Group Policy Objects

One of the primary purposes of OU containers is to facilitate the deployment of GPOs
to users and computers. Unlike domains, OUs are flexible: objects, including security
principals, can easily be moved between OUs, and OUs can be created and deleted
without much consequence. You can create OUs that facilitate the application of
GPOs based on the security needs of the users or computers. The domain controller’s
OU is the only OU created by default in each domain. Its purpose is to facilitate the
deployment of the Default Domain Controllers GPO.
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Processing Group Policy Objects

Group policies are processed and applied initially when the computer starts up and

when the user logs on. After the initial application, group policies are processed and
applied at regular intervals. By default, during the refresh interval, the client computer
retrieves the GPOs only if the GPO version stored in Active Directory is incremented.
You can change this behavior in the Group Policy settings that affect group policies. In
addition, you can manually refresh Group Policy settings.

Initial Group Policy Application

GPOs are processed when the computer is started and when the user logs on using
the Security dialog box. When a computer boots up, settings from the LGPO are
applied. Then, the computer retrieves all the settings from the site, if present. All
Group Policy processing takes place on the client; therefore, a previously compro-
mised computer cannot be trusted to process and implement Group Policy correctly.
If two or more GPOs are linked to a container, they are processed starting with those
of the lowest precedence, which appear lower in the user interface. Domain GPOs are
then retrieved and processed, as are OU Group Policy objects (if present), beginning
with the root OU and continuing to the computer’s parent object.

Settings in GPOs are cumulative; however, if the settings conflict with each other, the
policy processed later overrides the previous setting. For example, suppose that at the
domain level, a software package is assigned and the number of previously cached
logons is set to five. Now suppose that a policy at the OU level defines a startup script
and sets the number of cached logons to two. The resultant settings will include
installation of the software package, application of the startup script, and caching of
two logons.

When the user logs on, the GPOs are processed in the same order that the computer-
related group policies are applied. If a setting creates a conflict between the computer-
related Group Policy applied and the user-related group policies applied (such as con-
flicting Task Scheduler Administrative Templates settings), the computer-related
Group Policy setting will generally apply.

Group Policy Refresh

Group Policy is processed periodically, according to a defined interval. By default, for
nondomain controllers, this occurs every 90 minutes with a randomized offset of up
to 30 minutes. For domain controllers, Group Policy is refreshed every 5 minutes. You
can change these default values by using a Group Policy setting in Administrative Tem-
plates. Setting the value to O minutes causes the refresh rate to be set to 7 seconds.
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Although most changes made to GPOs or settings in new GPOs are enforced during
the refresh cycles, the following settings are not enforced:

Computer-related group policies for Software Installation
User-related group policies for Software Installation

User-related group policies for folder redirection

Some settings in the Security Settings

These settings are refreshed the next time that the computer is restarted or the user
interactively logs on.

Note Security Settings in a computer-related Group Policy are refreshed every 16

hours, regardless of whether a change in Group Policy is detected by the client. This

will provide assurance that security settings are enforced every 16 hours, even if they
are changed locally.

On-Demand Processing

You can also trigger a background refresh of Group Policy on demand from the client.
However, the application of Group Policy cannot be pushed to clients on demand
from the server. To refresh Group Policy manually on computers running Windows
2000, use the Secedit command as follows:

Computer-related group Type secedit /refreshpolicy machine_policy /enforce
policies at the command prompt.
User-related group policies Type secedit /refreshpolicy user_policy /enforce at

the command prompt.

To refresh Group Policy manually on computers running Windows Server 2003 and
Windows XP, use the Gpupdate command as follows:

Computer-related group Type gpupdate /target:computer /force at the

policies command prompt.

User-related group policies Type gpupdate /target:user /force at the command
prompt.

Both computer-related and Type gpupdate /force at the command prompt.

user-related group policies
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Altering Group Policy Application

When you create Group Policy structure in your organization, you might need to alter
the default processing of GPOs. Group Policy provides four options for doing this:

Block Inheritance
No Override
Group Policy object filtering

Loopback mode processing

Note You can also filter Group Policy on Windows Server 2003 and Windows XP by
using Windows Management Instrumentation (WMI) filters if the computers have
accounts in a Windows Server 2003-based Active Directory.

Block Inheritance

No Override

You might have a situation in which a subcontainer such as an OU should not receive
GPOs from parent objects. For example, suppose you have configured a GPO and
linked it to the domain container, thus applying it to all computers. But what if you
want to ensure that computers in a specific OU containing computers do not inherit
the domain Group Policy settings? In this case, you can implement Block Inheritance
on the OU container, which will prevent all GPOs from the parent container from
being processed and, therefore, from being applied to the computer or user. Note that
you cannot block the inheritance of individual GPOs with this setting. Blocking inher-
itance blocks all GPOs from a higher level in the processing hierarchy.

You might be the administrator of GPOs linked to the domain and need to ensure that
certain policies are applied, even if an OU has the Block Inheritance option config-
ured or a GPO configured with an opposite or conflicting setting. In this case, you can
mark the individual GPO as No Override. A GPO with the No Override option set on
a parent object will be applied even if the Block Inheritance option is configured on the
child object. Unlike Block Inheritance, No Override is specified on individual GPOs.

Note I[f you have the Group Policy Management Console (GPMC) installed, this set-
ting is called Enforced rather than No Override.




Chapter 6: Implementing Group Policy for Security 113

Group Policy Object Filtering

When a GPO is applied to a container, it applies to all computer and user objects in
the container and all subcontainers. You might need to have some computers or users
exempted by the GPO. Rather than create a special container and use a series of No
Override and Block Inheritance restrictions, you can filter Group Policy by using the
DACLs on the GPO.

You can view and modify the security settings in the Security tab on the Properties
page of the specific GPO. The Security tab for a GPO is accessible by right-clicking the
root node in the Group Policy snap-in, clicking Properties, and then clicking Security.
Alternately, on the Properties page of a given site, domain, or OU, you can select the
Group Policy tab, right-click the appropriate GPO in the Group Policy Object list,
select Properties, and then click Security. .

For the GPO to be applied to a computer or user, the computer and user objects in
Active Directory must have both Read and Apply Group Policy permissions on the
GPO. By default, members of the Authenticated Users group are granted both Apply
Group Policy and Read permissions. Computer and user accounts automatically
receive membership in the Authenticated Users group after the successful validation
of their credentials, which occurs before Group Policy is processed. Therefore, the
default behavior is for every GPO to apply to all users and computers. By default, the
groups Domain Admins, Enterprise Admins, and Local System have Full Control per-
missions, without the Apply Group Policy access control entry (ACE). However,
administrators are members of Authenticated Users, which means that they will
receive the settings in the GPO by default.

Preventing Group Policy from applying to a specified group requires removal of the
Apply Group Policy ACE from that group. If you remove the Apply Group Policy ACE
(clear the Allow check box) for Authenticated Users, you can explicitly grant this per-
mission to individual security groups that should receive the policy settings. Alterna-
tively, you could set Apply Group Policy to Deny for certain security groups that
should not have the policy applied. Because an explicit deny permission always over-
rides an allow permission, the computer or user accounts in the security group will
not process the GPO.

Note Group Policy administrators also need the Read and Write permissions to
manage the GPO. Use caution when altering the default assignment of Read for the
Authenticated Users group.
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Loopback Mode Processing

Another scenario in which you might need to alter the default processing of Group
Policy is when you have computer and user objects in different containers in Active
Directory. The OU that holds the user object has restrictive GPO settings activated,
such as preventing users from altering network settings, removing Control Panel
items, and preventing certain applications from running. When a user logs on to her
workstation, the GPO policies act to protect the network and standardize the desktop
configuration; however, the user can also manage a Windows 2000 file and print
server. When the user logs on to the server, the Group Policy settings prevent her from
completing the management task she is required to do. Rather than create a separate
account for the user to use when managing the server, you can implement Group Pol-
icy loopback mode.

Group Policy loopback mode is itself a Group Policy setting that you can enable in the
Computer Configuration section of Group Policy. Group Policy loopback mode has
two settings:

B Replace When you enable Group Policy loopback mode using this setting, the
GPO that applies to the user object will not be processed, rather the user-related
Group Policy settings from the location of the computer account will be applied
in addition to the computer-related Group Policy settings. This setting is com-
monly used to resolve the scenario just described.

m Merge When you use this setting, user configuration settings from the com-
puter object location will be applied after the user configuration settings from
the location of the user object. This results in the computer location’s user set-
tings combining with the user location’s user settings and overriding them in
the event of conflicts.

You can set the Group Policy loopback mode by enabling User Group Policy Loop-
back Processing Mode policy in the Computer Configuration section of Group Pol-
icy\Administrative Templates\System\Group Policy.

Managing Group Policy

One GPO can be used to configure the security on all computers in a site, domain, or
OU. This makes securing the management of Group Policy very important. For exam-
ple, an administrator of an OU could exempt computers and users in the OU from
receiving Group Policy settings configured at the domain level if that administrator
has the ability to manage Group Policy. When implementing security in your forest,
you must consider the management of Group Policy.
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Default Group Policy Permissions

By default, several groups have administrative authority over Group Policy. These set-
tings might or might not be appropriate for your organization. Table 6-4 describes the
permissions for managing Group Policy.

Table 6-4 Group Policy Permissions

Permission Object Description

Full Control GPO Gives full control over the GPO to the user ac-
count or security group

Write GPO Enables the user account or security group to
modify the settings in the GPO

Read GPO Enables the user account or security group to
read the setting in the GPO

Apply Group Policy GPO Enables the user account or security group to

have the GPO processed during the initial logon
or refresh cycle

Read/Write gPLink Container Enables the user account or security group to
link GPOs to the container

Read/Write gPOptions Container Enables the user account or security group to
block the inheritance of GPOs to the container

By default, the groups Domain Admins, Enterprise Admins, Creator Owner, and Local
System have full control over all GPOs linked to domains and OUs. The Authenticated
Users group has Read and Apply Group Policy permissions.

Delegating Group Policy Management

In Active Directory, you can delegate the permissions to manage Group Policy either

by using the Delegation of Control Wizard or by using the Security tab of the Proper-
ties dialog box of a GPO or container object. Delegation of control in Active Directory
is flexible enough to allow you to grant administrative control over GPOs according to
the security requirements of your organization.

Adding Users to the Group Policy Creator Owners Group

By default, members of the Domain Admins and Group Policy Creator Owners secu-
rity groups can create new GPOs in their home domain. Although members of the
Group Policy Creator Owners security group can create new GPOs, they do not have
the permission to link the GPO to a container. After a member of the Group Policy
Creator Owners security group has created a GPO and it has been linked to a con-
tainer, that user account retains the explicit permissions to modify the GPO. Other
members of the Group Policy Creator Owners security group do not have any permis-
sions on GPOs created by other members of the group.
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gPLink Permission

User accounts that have the Read/Write gPLink permission can link existing GPOs to
the container for which they possess this permission. User accounts that have been
granted Write or Full Control permissions over a domain or OU container possess
this permission by default. This permission does not allow the user account to create
new GPOs.

gPOptions Permission

User accounts that have the Read/Write gPOptions permission can enable the Block
Inheritance option of a domain or OU container. User accounts that have been
granted Write or Full Control permissions over a domain or OU container possess
this permission by default. Possessing this permission does not grant the user
account any additional permissions on GPOs.

Best Practices

W Use Group Policy to deploy a security baseline. Use Group Policy to deploy
security settings on computers running Windows Server 2003, Windows 2000,
and Windows XP. Because GPOs can easily be refreshed and are always applied
by clients, they are an excellent method of ensuring a consistent security base-
line and additional level of security for computers based on their role.

W Use caution when delegating authority over Group Policy. Administrators who
manage Group Policy can easily compromise the security of your network by
maliciously or accidentally deploying security templates or security-related set-
tings that weaken or remove the base security of computers that run Windows
Server 2003, Windows 2000, and Windows XP.

® Minimize the use of Block Inheritance, No Override, and Group Policy object fil-
tering. Use these methods of altering the default behavior of Group Policy only
when required and when no reasonable design workarounds exist. Using these
options will greatly increase the difficulty of troubleshooting Group Policy, and
the resulting confusion could lead to the misapplication of Group Policy.

B Use the Group Policy Management Console (GPMC) for troubleshooting. A vast
improvement over the default Group Policy Object Editor in the operating sys-
tem, the GPMC is especially useful for troubleshooting when Group Policy does
not apply in the expected manner.
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Additional Information

Windows Server 2003 Group Policy Technology Center (http://
www.microsoft.com/windowsserver2003/ technologies/management/grouppolicy
/default.mspx)

Group Policy Management Console (GPMC) tool (http://www.microsoft.com
/windowsserver2003/gpmc/default. mspx)

“Best Practices for Delegating Active Directory Administration” white paper
(http://www.microsoft.com/technet/prodtechnol/windowsserver2003,/technologies
/directory/activedirectory,/ actdid1.mspx)

“Windows 2000 Group Policy” white paper (http://www.microsoft.com
/windows2000/ techinfo/howitworks/management/grouppolwp.asp)

“Step-by-Step Guide to Understanding the Group Policy Feature Set” (http://
www.microsoft.com/technet/prodtechnol/windows2000serv,/howto/grpolwt. mspx
and http://www.microsoft.com/technet/prodtechnol/windowsserver2003
/technologies/directory/ activedirectory/stepbystep/gpfeat.mspx)

Microsoft Windows 2000 Resource Kit, “Group Policy” section (http://
www.microsoft.com/ resources/documentation/windows,/ 2000/ server,/ reskit/en-us
/distrib/dsec_pol_zbgy.asp)

“Implementing Registry-Based Group Policy” white paper (http.//
www.microsoft.com/WINDOWS2000/ techinfo/howitworks/management
/Tbppaper.asp)

“Implementing Common Desktop Management Scenarios” white paper (http://

www.microsoft.com/ technet/prodtechnol/windowsserver2003/ technologies
/management/csws2003.mspx)

“Microsoft Platform SDK Documentation: Group Policy” (http://
msdn.microsoft.com/library/en-us/ policy/ policy/group_policy_start_page.asp)

“Group Policy Registry Table” (http://www.microsoft.com/resources
/documentation/Windows,/2000/ server/ veskit/en-us/regentry/GPRef.asp)

The following Knowledge Base articles:

0 Knowledge Base article 221577: “How to Delegate Authority for Editing a
Group Policy Object (GPO)” (http://support.microsoft.com/kb/221577)

0O Knowledge Base article 294777: “How to Delegate Group Policy Control to
Users in Trusted Domain” (http://support.microsoft.com/kb/294777)

0O Knowledge Base article 315676: “How to Delegate Administrative Authority
in Windows 2000” (http.//support.microsoft.com/kb/315676)

0 Knowledge Base article 321476: “How to Change the Default Permissions
on GPOs in Windows 2000” (http://support.microsoft.com/kb/321476)






Chapter 7

Designing Domains and
Forests for Security

In this chapter:

Autonomy and Isolation in Active Directory .................oout 119
Designing Forests for Active Directory Security .................... 121
Designing Domains for Active Directory Security. .................. 127
Designing DNS for Active Directory Security ...................... 128
Designing the Delegation of Authority ........................... 131
BestPractices ..........ooiiiiiiiiiiii i 134
Additional Information ........... ... .. e 135

The security of your network depends on the design of the Active Directory directory
service—it is the heart of your network security. Although no one “right” way of design-
ing Active Directory exists, many ways of designing Active Directory will put your
organization at serious risk. The technology is flexible enough to be deployed accord-
ing to the business requirements of any organization. However, an Active Directory
implementation has several important security considerations. This chapter is by no
means an exhaustive text on how to design Active Directory. But it will provide guid-
ance on designing Active Directory forests and domains with security in mind.

Autonomy and Isolation in Active Directory

In Microsoft Windows NT, members of the Domain Admins group have complete
control over all objects in their own domain but no inherent control over any objects
in a trusting domain. Similarly, changes made to one domain do not affect trusting or
trusted domains. Furthermore, within the domain, the primary domain controller
(PDC) owns the only writeable copy of the Security Accounts Manager (SAM). For
these reasons, domains are considered discrete security boundaries in Windows NT.

Unlike Windows NT, Active Directory domains are not security boundaries because
they are not fully isolated from each other. Understanding how autonomy and isola-
tion operate in Active Directory is critical when designing and deploying a secure
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Active Directory. When discussing autonomy and isolation, we need to separate the
rights and permissions of two types of administrative capabilities: Active Directory set-
vice administrators and Active Directory data administrators.

Active Directory service administrators are responsible for the configuration and man-
agement of the directory service itself. This includes tasks such as maintaining
domain controller servers and managing directory-wide configuration settings. Active
Directory service administrators also must be considered data administrators because
of the rights and permissions required to allow them to be Active Directory data
administrators at will. Because all domain controllers are trusted equally in the forest,
anyone who is an Active Directory service administrator, such as a member of the
Domain Admins group, or someone who has compromised a domain controller, can
potentially compromise other domains in the forest. All Active Directory service
administrators in the forest must be trusted equally.

Active Directory data administrators are responsible for managing data stored in
Active Directory objects or on computers joined to Active Directory, but they have no
authority over the configuration or management of the directory service itself. In this
respect, Active Directory data administrators have autonomy over the systems and
objects they manage, but do not enjoy isolation from Active Directory service admin-
istrators. Active Directory data administrator roles include the following functions:

m The management of a subset of objects in Active Directory, such as user
accounts in a specific OU

B The management of data that is stored on computers joined to the domain

When designing Active Directory, you must consider your organization’s security
requirements for autonomy and isolation of authority in relation to Active Directory
services and Active Directory data management. Your security requirements will have
a significant effect on how you design Active Directory to facilitate delegation of
authority and administrative responsibility.

Autonomy of authority means that Active Directory services and data administrators

can independently manage all or part of the resources over which they have authority.

Isolation of authority means that accounts and people not authorized for Active Direc-
tory services and Active Directory data management are prevented from controlling or
interfering with service management (services management isolation) or from control-
ling or viewing a subset of data in the directory or on member computers joined to the
directory (data management isolation).
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Designing Forests for Active Directory Security

The forest is the largest management unit of Active Directory as well as the ultimate
unit of autonomy and isolation of authority. Active Directory design begins with
answering the question, “How many forests will my organization require?” The
answer to this question is based on security considerations for autonomy and isola-
tion of authority. Characteristics of forests and security considerations that can affect
your design include the following:

Enterprise administration boundaries and isolation of authority
Default permissions and schema control
Global Catalog boundaries

Domain trust requirements

Domain controller isolation

Enterprise Administration Boundaries and Isolation of Authority

The forest is the boundary of enterprise administration. The built-in Administrator
account in the forest root domain is the forest owner because this account, along with
members of the Enterprise Admins and the forest root Domain Admins security
groups, has ultimate authority over all objects in all domains in the forest. Collectively,
members of the Enterprise Admins and forest root Domain Admins groups are known
as enterprise administrators. In reality, all domain administrators should be considered
enterprise administrators when it comes to security. Reasons for this are explained
later in this chapter. Enterprise administrators control the Active Directory objects in
the configuration container that do not belong to any one domain, including Enter-
prise Certification Authority objects and other configuration data that affects all
domains in the forest. Needless to say, these accounts have high security requirements.

Because enterprise administrators have authority over all domains in the forest, the
domain administrators in each domain must trust the enterprise administrators. You
cannot truly restrict enterprise administrators from managing objects in any domain
in the forest. Enterprise administrators can always regain control over objects. Some
organizations with political challenges, such as those frequently encountered in merg-
ers and acquisitions, might find the scope of this enterprise authority too great and
require more than one forest. If your organization requires strict isolation of authority
between domains, you will need to deploy multiple forests with manually created
trusts between domains in the different forests. These are similar to the structures
commonly used in Windows NT domains and are greatly improved in Microsoft Win-
dows Server 2003.
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Default Permissions and Schema Control

Each Active Directory forest has one collection of object classes and attributes defined
in the Active Directory Schema container and used as templates for objects created in
the directory. Object classes in the schema can be instantiated in any domain in the
forest. The default permissions on all objects created in the forest are derived from the
schema. Thus, alterations or extensions to the schema affect the security of the entire
forest, and permissions to make changes to the schema must be restricted. The only
user accounts that can make changes to the schema of a forest are members of the
Schema Admins security group, which is created by default in the forest root domain
and contains only the built-in Administrator account for the forest root domain. Only
enterprise administrators (members of the forest root domain Administrators,
Domain Admins, and Enterprise Admins groups) can modify membership in the
Schema Admins group. If your organization employs multiple groups that require
autonomy and isolation of object classes or default security on objects, you will need
to create multiple forests.

Global Catalog Boundaries

The Global Catalog contains a read-only listing of all objects and a subset of attributes
from every object in every domain in the forest. The Global Catalog is used by appli-
cations to locate objects and look up attributes of objects. The Global Catalog also
provides a boundary of searchable objects that can be accessed by all security princi-
pals in the forest. Therefore, if objects that should not be universally searchable exist,
your organization will require multiple forests. Similarly, Microsoft Exchange 2000
Server and Exchange Server 2003 use the Global Catalog to populate the global
address list (GAL) for internal e-mail recipients, with a single Exchange organization
mapping to a single forest. Thus, creating multiple forests impacts your organization’s
Exchange design as well. If your organization requires multiple forests, you can still
have a single address book by using Microsoft Identity Integration Server 2003 to inte-
grate Global Catalogs.

Domain Trust Requirements

Within an Active Directory forest, all domains are connected by Kerberos trusts. Ker-
beros trusts are two-way and transitive in nature. This differs from Windows NT-style
trusts, which are one-way and nontransitive. Each child domain trusts its parent
domain, and each tree root trusts the forest root domain. Thus, the forest root domain
is the key to transitive trust in the forest. Removal of the Kerberos trusts between
domains in the forest will destroy Active Directory functionality. In Windows NT, it
was common to create a domain that trusted logons from another domain that itself
did not trust logons from the trusted domain—in other words, implementing one-way
trust relationships was common.
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In Active Directory, however, all Kerberos key distribution centers (KDCs) in the for-
est are trusted equally and implicitly. Therefore, credentials from a compromised KDC
and a legitimate KDC are indistinguishable by other KDCs and will be implicitly
accepted. If your organization’s security requirements dictate that domains must have
only one-way trusts with other domains in your organization or isolation of Kerberos
KDCs, the domains must be created in separate forests. The only external Kerberos
trust relationships that can be created in Microsoft Windows 2000 are trusts between
a Windows 2000 domain and an MIT Kerberos realm. You can create Windows NT-
style trusts between Active Directory domains in a different forest, but those trusts
cannot be used by other domains in either forest. If you require trusts between multi-
ple domains in different Windows 2000 forests, each trust must be created manually
between each of the domain pairs.

Windows Server 2003 adds the capability to create cross-forest trusts. Because cross-
forest trusts offer full Kerberos integration between forests (two-way and transitive),
you can use them to create federated trusts. Although the functionality gained by cre-
ating cross-forest trusts is outside the scope of this book, one important addition to
Windows Server 2003 security in cross-forest trusts is selective authentication. For
more information on selective authentication, see the following sidebar titled “Under-
standing SIDHistory and Selective Authentication.”

Understanding SIDHistory and Selective Authentication

Each security principal has a unique security identifier (SID) assigned to it at
creation. SIDs uniquely identify accounts—in fact, they are the only thing that
the security manager uses to distinguish accounts from one another. During
domain consolidation or migrations, you might need to move an account from
one domain to another. In native mode, moving objects between domains is
possible but SIDs are all relative to the domain in which they are created. To pre-
serve the account’s access to resources after a new account has been created in
the target domain, an attribute called SIDHistory is added to the object and pop-
ulated with the account’s SID from the original domain.

Domain controllers will not only populate the access token with the account’s
SID and the SID of groups the user belongs to in the domain, they will also add
the SIDs in the SIDHistory attribute. Although this is a major convenience for
domain consolidation and migration, it also can be a security risk. For example,
while this type of an attack is non-trivial, a user who could edit her account’s
SIDHistory attribute could add the SID of a domain administrator from another
domain. Because SIDs are not secret information, learning the SID is a trivial
operation. The user is now a service administrator and, hence, can potentially
control any object in the forest. This is not good. You can prevent this by
enabling SID filtering, which prevents SIDHistory information from appearing
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in the access token of a user from another forest. In fact, after you apply Service
Pack 4 for Windows 2000 on your domain controllers running Windows 2000,
SID filtering is enabled for external trusts. It is also enabled by default in Win-
dows Server 2003 for external trusts. You can disable SID filtering in Windows
2000 during times that it is required. (For information about SID filtering limi-
tations, see Knowledge Base article 289243.)

Windows Server 2003 adds the capability to authenticate accounts selectively
across domain trusts. After enabling selective authentication, domain control-
lers will verify that the individual account has been permitted to access
resources in the domain, rather than using the all-or-nothing approach
employed by SID filtering. When creating a forest trust using the New Trust
Wizard in the Active Directory Domains and Trusts Microsoft Management
Console (MMC), you are prompted to select whether you would like to enable
domainwide authentication or selective authentication for each of the forest
domains. You can change your choice later by looking at the properties of the
trust and going to the Authentication tab. After creating the cross-forest trust,
you can grant selected accounts from the other forest the Allowed To Authenti-
cate permission on computer accounts in this forest. Accounts that do not have
this permission will not be able to connect and authenticate to those computers.
Both domains must be in full Windows Server 2003 functional level, and the
Domain Name System (DNS) must be resolving properly across domains.

Domain Controller Isolation

In Active Directory, each domain controller holds replicas of at least three logical par-
titions in the Active Directory database: the schema container, the configuration con-
tainer, and the domain naming context for the domain controller’s domain. The first
two containers are replicated among all domain controllers in the forest, and the latter
is replicated among all domain controllers for the same domain. Because all domain
controllers’ replicas of the Active Directory database are writeable and can replicate
shared information to domain controllers in other domains, compromise of a single
domain controller can affect the entire forest.

For example, it is possible for an attacker who has physical access to any domain con-
troller to view or manipulate data stored anywhere in the forest or on any computer in
the forest. That attacker can even make offline changes to forestwide partitions in the
directory database, thus compromising the entire implementation. Consequently,

physical access to all domain controllers must be restricted to trusted personnel. Sim-
ilarly, any account with Active Directory service administrator privileges in a domain
can potentially hijack a domain controller under its control to compromise the entire
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forest, either by data manipulation or denial-of-service attack. If your organization
requires complete isolation of domains, even from other domain administrators—as is
commonly the case in large holding corporations or hosting solutions—you must
deploy multiple forests.

Protection of the Forest Root Domain

Regardless of how many forests your organization implements, you must protect the
forest root domain. This is because compromise of this domain could have cata-
strophic effects on your network. You must protect the following two main compo-
nents of a forest root domain:

m Enterprise administrator accounts

m Physical security of forest root domain controllers

Enterprise Administrator Accounts

The forest root domain contains the built-in Administrator account for the root, which
by default is the only member of the Enterprise Admins, Schema Admins, and Admin-
istrators security groups. If an attacker compromises this account or any accounts
placed into these groups, the attacker can gain complete control over the entire forest.
You can build several safeguards into your Active Directory design to protect these
accounts and security groups. The following list describes these safeguards:

m Limit the number of enterprise and domain administrators. Make only the
accounts that require enterprise authority members of the Enterprise Admins,
Domain Admins, and Schema Admins security groups. In most organizations,
this will likely be very few accounts. Also, because domain administrators can
impact operations and security of the entire forest, you should restrict member-
ship to only trusted employees who should use these accounts only when abso-
lutely necessary. Because delegation in Active Directory is so powerful and
granular, the biggest battle in reducing the number of enterprise administrators
will be political. '

W Use Restricted Groups. You can use Restricted Groups in the Group Policy secu-
rity settings to limit membership in built-in Administrators, Enterprise Admins,
Domain Admins, and Schema Admins security groups. Restricted Groups, by
default, are enforced every 16 hours on each domain controller.

B Perform all administration locally. Restrict the enterprise administrator
accounts to logging on interactively to forest root domain controllers. This will
prevent enterprise administrator accounts from being attacked on nondomain
controllers by keystroke loggers or weekly secure remote administration com-
munication channels.
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B Use smart cards. For accounts that require enterprise administrator rights or
permissions, require the use of smart cards for interactive logon and enable the
smart card removal behavior to lock the computer if the smart card is removed
from the reader. Before enabling the option to require a smart card for interac-
tive logon, be sure to change the password on the account to a strong password.
Ideally, this password should be random and longer than 50 characters to pre-
vent brute force attacks. In Windows Server 2003, a random password of 127
characters is automatically created when you select the option to require the use
of smart cards for logon.

B Use strong passwords. For the built-in Administrator account create a password
with a minimum of 15 characters. This will prevent a LAN Manager (LM) pass-
word hash from being created. Ideally, use a longer password or pass phrase.

m Provide physical security over the forest root domain controllers. If the physical
security of a forest root domain controller is compromised, all accounts in the
forest root domain are vulnerable, including enterprise administrative accounts.
Remember, even if strong passwords are employed, any password can be bro-
ken, given adequate hardware resources and time.

Physical Security of Forest Root Domain Controllers

In a multiple-domain forest, the forest cannot function without the presence of the for-
est root domain. For example, suppose your organization houses all the domain con-
trollers from the forest root domain in a single facility and that facility is destroyed by
a natural disaster such as a tornado or hurricane or human-caused event such as
arson. If the forest root domain cannot be recovered by using backup media, your
organization’s Active Directory must be completely rebuilt. Similarly, the physical
compromise of a domain controller can lead to the exposure of Active Directory
account password hashes. The password hashes can then be attacked offline.

As previously discussed, the physical compromise of a domain controller can compro-
mise the entire forest if an attacker exploits a domain controller’s ability to write data
to other domain controllers in the forest, or if the attacker utilizes implicit and equal
trust given to all KDCs by other KDCs to attack other domains. You must design
Active Directory with the location and physical security of domain controllers in
mind, and you might need to implement multiple forests to isolate sensitive accounts
or operations.



Chapter 7: Designing Domains and Forests for Security 127

Designing Domains for Active Directory Security

After your organization decides whether to require more than one forest, you should
design the domain structure for your organization. The forest is the ultimate security
boundary in Active Directory. Domains, on the other hand, are limited security
boundaries with respect to the autonomy of domain accounts and administration,
although the forest root domain is a special case in domain security. As previously
mentioned, the forest root domain is central to the forestwide Kerberos trusts and
houses the enterprise administrative groups and accounts.

With the exception of the forest root domain, the Domain Admins security group has
autonomous authority over all objects in the domain but has only user access outside
its own domain. Members of the Domain Admins security group in the forest root
domain can manipulate the membership of the Enterprise Admins and Schema
Admins security groups and thus can control all objects in the forest. You might have
trusted administrators who require domainwide administrative privileges for some
part of their duties but not forestwide administrative capabilities. By creating a sepa-
rate domain, you avoid having to place these administrators into the Domain Admins
group of the forest root domain.

All Active Directory service administrators in domains—including Domain Admins,
Server Operators, and the other built-in domain administrator security groups—must
be highly trusted because they have the ability to jeopardize forest security by domain
controller compromise. If your organization’s administrators do not meet this isola-
tion criterion, you must decide on one of the following;

Accepting the risk and using a single forest

® Mitigating the risk by not granting administrators who are not as trusted as
other administrators membership in Active Directory service administrator
groups

B Avoiding the risk by creating separate forests

If you build two domains in your forest, each containing resources and accounts, you
need to consider that the domain administrators in the forest root domain will also be
domain administrators in the other domain. This is because all members of the
Administrators group in the root domain have enterprise administration rights. In this
situation, which is generally true for multiple-domain scenarios, you might consider
deploying an empty root forest design. In this design, the forest root is used to contain
only the enterprise administrative accounts; all production resources and user
accounts reside in child domains. By employing an empty root design, you can pre-
serve the ability to manage the forest centrally and use a single Global Catalog, while
enabling autonomy and limited isolation between domains.
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Although enterprise administrators can create Group Policy objects (GPOs) at the site
level, the domain is also the unit of isolation for domain account policies. These set-
tings apply to all computer and user accounts in the domain and cannot be applied on
a more granular level, such as an OU or individual account. Account policies include
the following:

W Password policy Determine the password composition and validating rules
that must be met, such as password length and complexity requirements
Account lockout policy Define thresholds for the automatic locking of accounts

Kerberos ticket policy Determine the lifetime of Kerberos tickets, as well as
parameters relating to renewal of existing Kerberos tickets

More Info  Account policies are discussed in depth in Chapter 3, “Configuring
Security for User Accounts and Passwords.”

The account policy for the domain is configured, by default, in the default domain pol-
icy GPO. Although you can configure account policies on GPOs linked to OUs, those
settings affect only local computer SAM databases, not domain accounts. If your orga-
nization consists of business units that require different account policies, you must
create multiple domains.

Because domain administrators can create data administrators by delegating control
over all domain resources to other user accounts, including Group Policy, you should
limit the number of domain administrators in your organization. The Domain Admins
security group is automatically added to the local Administrators security group on all
computers that are members of the domain. Because this gives domain administrators
full control over all computers in the domain, including servers, domain administra-
tors are also data administrators for all computers, accounts, and information in the
domain. If possible, you should apply the same security thresholds for domain admin-
istrators as enterprise administrators because these accounts are inherently powerful
in a manner similar to enterprise administrative accounts.

Designing DNS for Active Directory Security

The successful operation of Active Directory depends on the successful operation of
DNS. After your organization has designed its forest and domain plan, you must
design the DNS infrastructure to support Active Directory. DNS provides three crucial
functions for Active Directory in Windows Server 2003 and Windows 2000:
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m Name resolution DNS resolves host names to IP addresses and vice versa. DNS
is the default location mechanism in Windows Server 2003 and Windows 2000.

m Service locator Computers that run Windows 2000 and later use DNS to locate
services (represented by Service resource records, also known as SRV records)
such as the Global Catalog and Kerberos KDCs, as well as domain controllers,
domains, and site information.

B Namespace definition DNS establishes the namespace used to define Active
Directory.

Tip You do not have to use a Windows-based DNS server to support an Active
Directory implementation. At minimum, the DNS server that you use must support
the use of SRV records. Microsoft also strongly recommends that your DNS server sup-
port incremental zone transfers (IXFRs) and dynamic updates. Windows Server 2003
and Windows 2000 DNS provide all these features.

Several common designs for DNS support Active Directory. Each of these models has
security benefits and drawbacks, and other valid designs are possible. These are the
common designs:

Single namespace
Delegated namespace

Internal namespace

Segmented namespace

Regardless of which DNS model you adopt for Active Directory, you must ensure the
security of the DNS server and services because the compromise of DNS services can
lead to a denial-of-service attack or the disclosure of information. An attacker or rogue
administrator could compromise your DNS server and erase Service resource records
(SRV records), causing Active Directory replication to fail and client logons to be
rejected or Group Policy to not be applied. An attacker or rogue administrator could
also change SRV record information to redirect replication and logon traffic to illegiti-
mate servers to retrieve information from the packets. This process is known as DNS
poisoning.

More Info  See Chapter 18, “Implementing Security for DNS Servers,” for in-depth
information on how to secure DNS.
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Single Namespace

In a single-namespace Active Directory, SRV records are intermingled with all the
other resource records for your organization. Although this is the simplest design, you
risk the external exposure of your namespace and SRV records, which could prove
useful to an attacker. Also, a single namespace requires a potentially complex set of
permissions to update and manage the DNS zone information.

Delegated Namespace

In a delegated namespace, a subzone of your public namespace is delegated to sup-
port Active Directory. This enables you to segregate your Active Directory SRV records
from your publicly available records, such as your Web presence. This design also
enables your Active Directory administrators to manage a specific portion of DNS,
while the current DNS administrators can continue to maintain their portion of DNS.

Internal Namespace

You might want to use an internal namespace for Active Directory. For example, a
company whose external Web presence is woodgrovebank.com might create a DNS
namespace for Active Directory named woodgrovebank.corp. Although using a nonpub-
lic domain can add security to your Active Directory installation and alleviates any
concerns over who would manage the portion of DNS that supports Active Directory,
this DNS design can limit the scalability of Active Directory. Alternatively, you might
want to register a public DNS namespace and only use it internally for Active Direc-
tory.

Segmented Namespace

You might want to use the same namespace for Active Directory as you use for your
public presence but not use the same DNS infrastructure. For example, your organiza-
tion’s ISP could host your public DNS namespace, but you could host a parallel
namespace internally to support Active Directory. If you choose this configuration,
you can isolate your Active Directory DNS infrastructure, while preserving the possi-
bility of public scalability for later. If you select this DNS design, you more than likely
will have to replicate some entries from your public DNS infrastructure to your inter-
nal DNS infrastructure manually.
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Active Directory-Integrated Zones and Security

In addition to standard primary and secondary zones, Windows Server 2003 and
Windows 2000 support Active Directory-integrated zones. Active Directory—inte-
grated zones improve the security of standard zones by doing the following:

m  Allowing DNS records to be dynamically updated securely Primary zones
have a binary dynamic update permission—the zone either accepts or
denies dynamic updates. Active Directory-integrated zones add a third
option: to allow only secure dynamic updates. If you choose this option,
when a computer attempts to update or create a resource record in DNS,
the DNS server will forward the attempt to Active Directory. There, the
change will be compared to the discretionary access control list (DACL)
on the zone object and to the resource record, if it exists. The change will
occur only if the computer has the necessary permissions.

B Enabling DNS records to be secured as Active Directory objects Because
resource records are stored as objects in Active Directory objects, security
on those objects can be configured as your organization requires.

B Securing the DNS records during zone transfer In a default standard zone
transfer, records are sent as clear text, which means that securing the con-
nection between DNS servers for zone transfers requires additional config-
uration. However, when DNS zones are stored as Active Directory-
integrated objects, Active Directory replication is used to facilitate the trans-
fer of zone updates. This replication is automatically encrypted by using
remote procedure call (RPC) encryption without additional configuration.

Active Directory-integrated zones can be hosted only on DNS servers that are
also domain controllers. Thus, Active Directory—integrated zones are appropri-
ate only for internal use or for use in an isolated forest with exposure to public
networks, as is common with perimeter network (also known as DMZ, demilita-
rized zone, and screened subnet) Active Directory installations.

Designing the Delegation of Authority

Rather than granting all administrators the rights and permissions of Active Directory
service administrators by making them members of the Domain Admins or other
Active Directory service administrator security groups, as was commonly done in
Windows NT domains, Active Directory enables you to place accounts and
resources into OUs and delegate an appropriate level of authority over those objects
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to administrative staff. By doing this, you can create data management administrators
who have autonomous or semiautonomous authority over Active Directory objects,
domain member computers, and data. The simplest way to do this in Active Directory
is to create OUs based on management requirements and to delegate authority over
the OU (or objects in the OU) to specific data administrator security groups. Conse-
quently, OUs are the primary management unit in Active Directory. By delegating lim-
ited control over objects in a domain, you can minimize the number of Active
Directory service administrators while ensuring that data administrators have only
the rights and permissions they require to complete their job tasks.

Delegation of administration enables you to create custom administrative security
groups that administer the users, computers, or other objects in an OU, OU tree, or
domain. To accomplish this, you must first design an effective OU structure. When
designing an OU structure, consider three things: Group Policy, delegation of author-
ity, and your organization’s management model. Place all objects with similar admin-
istrative and security requirements in an OU or OU tree. Then create the custom
security groups, and delegate administration of the OUs (or objects in OUs) to the
appropriate groups. Windows Server 2003 and Windows 2000 offer granular control
over the administrative tasks that can be delegated. On an OU, you can delegate
authority over the following:

The OU
The OU and all child OUs
Specific types of objects in the OU

Specific attributes of specific objects in an OU

Tasks that affect specific types of objects in an OU

You can delegate authority either by setting the permissions on the container by
using the object’s Security tab, by using command-line utilities such as Dsacls.exe,
or by using the Delegation of Control Wizard in the MMC. The Delegation of Con-
trol Wizard might not expose all the permissions you want to modify on an object,
so you might need to use the Security tab or even ADSIEdit from the Windows
Server 2003 or Windows 2000 Support Tools to edit the DACL of the object
directly. In some cases, you will need to make further modifications to delegate the
necessary authority—for example, when delegating the ability to unlock accounts.
For more information, see Microsoft Knowledge Base article 279723, “How to
Grant Help Desk Personnel the Specific Right to Unlock Locked User Accounts”
(http://support.microsoft.com/kb/279723).



Chapter 7: Designing Domains and Forests for Security 133

Tip A new command-line tool called Dsrevoke enables you to view and remove
permissions on the domain and OU containers in Active Directory. You can download
Dsrevoke from the Microsoft Web site at http://www.microsoft.com/downloads
/details.aspx?familyid=77744807-c403-4bda-b0e4-c2093b8d6383&displaylang=en.
Dsrevoke will work on domain controllers running either Windows 2000 or Windows
Server 2003.

When delegating authority to objects in Active Directory, you must consider how the
administrators will manage the objects over which you have given them authority. Sev-
eral administrative interfaces are available:

m Server Console Performing domain administration of a Windows environment
while physically seated at a user’s workstation can be a significant security risk
and should be avoided whenever possible. This can be mitigated by logging on
at the server console.

m Terminal Services Consider using Terminal Services in remote administration
mode for administrative tasks, which requires that you delegate to the user per-
forming the administration the right to connect to the server using a remote
administration terminal session, as described in Knowledge Base article 253831,
“Remote Administration of Terminal Services by Non-Administrators Accounts”
(http://support.microsoft.com/kb,/253831). In Windows 2000, Terminal Services
is considered by the system to be an interactive logon, so its users will need the
right to log on locally to the server. Because the system does not differentiate
between a Terminal Services “local” logon and a physical “local” logon, you must
ensure that your servers are secured against physical access by users who have
been granted the right to log on locally to facilitate terminal session manage-
ment. In Windows Server 2003, an additional logon right was added for logons
through Terminal Services, so you no longer have to grant interactive logon
rights to users who will only be using the computer through a Terminal Services
session.

B MMC You can install Windows Server 2003 or Windows 2000 Administrative
Tools by installing Adminpak.msi from the CD or from the System32 directory
on any server installation. By installing these tools on the workstations of
administrative staff, you provide them with the interfaces needed to manage
servers remotely without granting them local logon rights on those servers. You
can limit which MMC snap-ins the administrator can use by implementing the
appropriate settings in Group Policy.
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Best Practices

Use multiple forests if you require discrete isolation. If your security policy calls
for discrete isolation of control between domains, use separate forests.

Physically secure domain controllers. If an attacker or rogue administrator can
physically compromise domain controllers, he not only can gain access to the
information stored on the domain controller, but he can potentially compro-
mise information on the domain controller to jeopardize the entire forest.

Train administrators. Once you have delegated authority to a user over a set of

objects, you have created an administrator of some degree. You should, at a min-
imum, provide training to make the administrator aware of the capabilities and

limits of her account, the ways she can protect her account, and the techniques

she can use to complete the tasks for which you have given her responsibility.

Perform audits. You should always audit delegated objects to ensure that the
administrator is completing the tasks he has been assigned and to provide an
audit trail to detect misuse of administrative authority.

Complete background checks. Work with your organization’s HR department
to complete background checks on all enterprise and domain administrators.
Also, carefully consider the employees to whom you delegate authority and the
level of responsibility and accountability you require of them.

Minimize the number of Active Directory service administrators. The fewer
accounts with Active Directory service administration rights and permissions—
especially membership in the Enterprise Admins or Domain Admins security
group—the more secure they generally will be.

Control membership in security groups with high security requirements. Use
Restricted Groups ini Group Policy to control membership in security groups
such as Active Directory service administrators and other custom security
groups that have high security requirements. Allow only other service adminis-
trator groups to modify the membership of service administrator groups. Do not
include users or groups from external trusted forests in Active Directory service
administrator groups in your forest, unless the Active Directory service adminis-
trators from the external forest are as trusted as your forest’s Active Directory
service administrators.

Isolate the management of computers on which Active Directory service accounts
are used. Allow only Active Directory service administrator groups to manage
workstations used by Active Directory service administrators. For example, a
rogue administrator or attacker could install Trojan horse software such as key-
stroke-logging applications to retrieve passwords. After an administrator logs on
to the computer using an enterprise administrator account or a domain admin-
istrator account, the rogue administrator could retrieve her password.



Chapter 7: Designing Domains and Forests for Security 135

B Use smart cards. Require the use of smart cards for accounts with high security
requirements—preferably all administrative accounts in the forest.

B Delegate control over OUs or objects within OUs. Use OUs as your primary unit
of management. Delegate authority over OU containers or objects within an OU
to administrators.

W Use Active Directory-integrated DNS. Use Active Directory-integrated zones to
take advantage of security enhancements offered by Active Directory over stan-
dard zone files.

B Document delegated permissions. When delegating authority, be sure to docu-
ment the permissions you grant to users. Active Directory does not differentiate
between permissions that have been delegated and those that are default per-
missions.

Additional Information

B “Best Practice Guide for Securing Active Directory Installations and Day-to-Day
Operations, Parts 1 and 2” white paper (http;//www.microsoft.com/technet
/prodtechnol/windows2000serv,/ technologies/ activedirectory/maintain/bpguide
/default. mspx)

m  “Multiple Forest Considerations in Windows 2000 and Windows Server 2003”
white paper (http;//www.microsoft.com/technet/prodtechnol
/windowsserver2003/ technologies/directory/ activedirectory/mtfstwp.mspx)

m “How Domains and Forest Trusts Work” (http://www.microsoft.com/Resources
/Documentation/windowsserv/2003/all/ techref/en-us/W2K3TR_trust_how.asp)

M “Best Practice Active Directory Design for Managing Windows Networks”
(http://www.microsoft.com/technet/prodtechnol/windows2000serv/ technologies
/activedirectory/plan/bpaddsgn.mspx)

B “Windows 2000 Domain Architecture: Design Alternatives” (http://
www.microsoft.com/technet/prodtechnol/windows2000serv/ technologies
/activedirectory/plan/w2kdomar.mspx)

B “Design Considerations for Delegation of Administration in Active Directory”
(http://www.mictrosoft.com/technet/ prodtechnol/windows2000serv/ technologies
/activedirectory/plan/addeladm.mspx)
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m  The following Knowledge Base articles:

Q

315676: “How to Delegate Administrative Authority in Windows 2000”
(http://support.microsoft.com/kb,/315676)

221577 “How to Delegate Authority for Editing a Group Policy Object
(GPO)” (http://support.microsoft.com/kb/221577)

235531: “Default Security Concerns in Active Directory Delegation”
(http://support. microsoft.com/kb/235531)

279723: “How to Grant Help Desk Personnel the Specific Right to Unlock
Locked User Accounts” (http.//support.microsoft.com/kb,/279723)

301191: “How to Integrate DNS with Existing DNS Infrastructure if Active
Directory Is Enabled in Windows 2000” (http://support.microsoft.com
/kb/301191)

323418: “How to Integrate DNS with an Existing DNS Infrastructure
if Active Directory Is Enabled in Windows Server 2003”
(http.//support.microsoft.com/kb/323418)

253831: “Remote Administration of Terminal Services by Non-
Administrators Accounts” (http://support.microsoft.com/kb/253831)

289243: “MS02-001: Forged SID Could Result in Elevated Privileges in
Windows 2000” (http://support.microsoft.com,/kb/289243)
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In Microsoft Windows Server 2003, Windows 2000, and Windows XP, a security prin-
cipal’s level of access to files and folders is determined by NTFS file system and share
permissions. These permissions are discretionary: anyone with ownership of a file or
folder, Change Permissions, or Full Control permissions can assign access control at
his discretion. When freshly installed, Windows Server 2003, Windows 2000, and
Windows XP assign default permission structures to the file system; however, you will
need to alter these permissions to ensure that only the appropriate users have access
to files stored on the computer.

Securing File and Folder Permissions

All file and folder objects stored on an NTFES volume have security descriptors to con-
trol access to the object. The security descriptor includes a discretionary access control
list (DACL) and a system access control list (SACL), in addition to information that
identifies the object’s owner. Figure 8-1 shows the contents of a security descriptor.

Figure 8-1 Contents of a security descriptor
139
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DACLs owe their name to the fact that they can be configured at the discretion of any
account that possesses Take Ownership, Change Permissions, or Full Control permis-
sions to the file system object. DACLs are defined by security descriptors, which con-
sist of several elements as described in Table 8-1.

Table 8-1 Elements of a Security Descriptor

‘Element ~ Description

Header Metadata pertaining to the access control entries (ACEs) associated
with the DACL.

SID (user) The security identifier (SID) of the owner of the object.

SID (group) The SID of the primary group of the object’s owner.

Generic deny ACEs that deny access to an account or security group based on that

ACEs group's SIDs. These ACEs can be inherited from the object’s parent or
assigned directly to the object.

Generic allow ACEs that allow access to child objects to an account or security group

ACEs based on that group’s SIDs. These ACEs can be inherited from the ob-

ject's parent or assigned directly to the object.

What Does Owning a Resource Mean?

The owner of a resource, such as a file or folder, is the account that ultimately
determines the access control over that resource. The owner has complete con-
trol over the resource, including the ability to assign permissions to other
accounts. Even if the owner is explicitly denied access to a resource, the owner
can still change the permissions on the resource to restore her access. File own-
ership is also used by the quota system in Windows Server 2003, Windows
2000, and Windows XP to calculate the amount of disk space used by each
tracked account, if disk quotas are enabled. The default owner of files and fold-
ers in Windows Server 2003, Windows 2000, and Windows XP installations is
the built-in Administrators group, although a user who creates a file or folder is
the owner of anything she creates.

Members of the Administrators group can always take ownership of files and
folders on the local computer—even if NTFS permissions prohibit administra-
tors from accessing the resource. This ensures that files can be recovered by an
administrator in the event that a user leaves the company or permissions are
incorrectly configured and must be corrected. When a member of the Adminis-
trators group takes ownership of a resource, the ownership is granted to the
Administrators group. However, the SID of the individual administrator is also
recorded and stored in the DACL for accountability reasons. When a user who is
not a member of the Administrators group takes ownership of a resource, own-
ership is associated with her account’s SID.
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Windows Server 2003 enables Administrators to replace the owner of a file or
folder in the graphical user interface. Although the user interface prevents you
from assigning ownership of an object to any user account in Windows 2000
and Windows Server 2003, you can complete this action from the command
line if you are a member of the Administrators group or have the privilege to
Restore files and directories on the computer using the command-line tool Sub-
inacl.exe. The syntax for replacing the owner of a file using Subinacl.exe follows:

Subinacl /file filename.ext /setowner=domain\newowner
You can use Subinacl.exe to configure permissions on the following items:

Files

Folders
Registry keys
Services
Printers

Kernel objects

Shares

B Metabases

Subinacl.exe is a low-level utility and should be used with caution. For routine
permission changes on files and folders, other tools such as Xcacls.exe and
Cacls.exe are easier to use but do not offer nearly the number of options that
Subinacl.exe does.

You can define NTFS permissions at either the folder or file level. For folders, you
can assign the following standard permissions in the Security tab of the folder’s
properties page:

Full Control

Modify

Read & Execute

List Folder Contents

Read

Write
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For individual files, these are the standard permissions:

Full Control
Modify

Read & Execute
Read

Write

Standard NTFS permissions are compilations of several special permissions, includ-
ing these:

Traverse Folder/Execute File Traverse Folder allows or denies navigating
through folders, even though the user does not have permissions to access files
or folders within that folder. This permission applies to folders only. Execute
File allows or denies running program files and applies to files only. Setting the
Traverse Folder permission will not automatically set the Execute File permis-
sion on the files in the folder. Additionally, by default the Everyone group is
assigned the Bypass Traverse Checking user right, which prevents the Traverse
Folder permissions from being assessed when a resource is accessed.

List Folder/Read Data List Folder allows or denies viewing file names and sub-
folder names within the folder and applies to folders only. Read Data allows or
denies viewing data in files and applies to files only.

Read Attributes Allows or denies viewing the attributes of a file or folder, such
as Read-Only and Hidden attributes.

Read Extended Attributes Allows or denies viewing the extended attributes of a
file or folder. Specific programs define the extended attributes.

Create Files/Write Data Create Files allows or denies creating files within a
folder. Write Data allows or denies making changes to a file and overwriting
existing content.

Create Folders/Append Data Create Folders allows or denies creating folders
within a folder. Append Data allows or denies making changes to the end of the
file but not changing, deleting, or overwriting any existing data in the file.

Write Attributes  Allows or denies changing the attributes of a file or folder,
such as Read-Only and Hidden attributes.

Write Extended Attributes  Allows or denies changing the extended attributes
of a file or folder. The extended attributes are defined by specific programs.

Delete Subfolders and Files Allows or denies deleting subfolders and files when
applied at a parent folder, even if the Delete permission has not been granted on
the specific subfolder or file.
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Delete Allows or denies the deletion of a file or folder.

Read Permissions Allows or denies reading permissions assigned to a file or

folder.

m Change Permissions Allows or denies modification of the permissions assigned

to a file or folder.

B Take Ownership Allows or denies taking ownership of the file or folder.

Table 8-2 displays how, in Windows Server 2003, Windows 2000, and Windows XP,
the special permissions map to the basic permissions.

Table 8-2 File and Folder Permissions Mapping in Windows Server 2003,

Windows 2000, and Windows XP

Basic Permissions

Read & List Folder

Special Permissions  Control Modify Execute Contents* Read = Write
Traverse Folder X X X X

/Execute File

List Folder/Read X X X X X

Data

Read Attributes X X X X X

Read Extended X X X X X
Attributes

Create Files/Write X X X
Data

Create Folders X X X
/Append Data

Write Attributes X X X
Write Extended X X X
Attributes

Delete Subfolders X

and Files

Delete X X

Read Permissions X X X X X X
Change Permissions X

Take Ownership X

* Permissions applyf,tgi folder objects only.
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How DACLs Work

When a user attempts to access a file or folder on an NTFS partition, the user’s access
token is compared with the DACL of the file or folder. If no ACEs correspond to a SID
in the user’s access token, the user is implicitly denied access to the resource. If ACEs
correspond to the user’s access token, the ACEs are applied in the following order:

B Explicit deny An ACE applied directly to the resource that denies access. An
explicit deny always overrides all other permissions.

m  Explicit allow An ACE applied directly to the resource that grants access. An
explicit allow always overrides an inherited deny but is always overridden by
explicit deny ACEs.

B Inherited deny An ACE inherited from the resource’s parent object. An inher-
ited deny ACE overrides an inherited allow permission but is overridden by an
explicit allow.

B Inherited allow An ACE inherited from the resource’s parent object.

ACEs that apply to the user are cumulative, meaning that the user receives the sum of
the ACEs that apply to his user account and groups of which he is a member. For
example, if an access control list (ACL) contains two allow ACEs that apply to the
user, one for Read access and the other for Write access, the user will receive Read and
Write access.

Caution  Because explicit allow ACEs override inherited deny ACEs, you should
assign explicit permissions with caution. For example, if the Sales_Managers group has
been denied the Write permission on all files and folders in the d:\finance_audit folder
but a user named Tom is granted Write permissions to the
d:\finance_audit\review\TPS.xIs file, Tom will be able to modify the TPS.xls file—even if
he is a member of the Sales_Managers group, which is denied Write permissions by
inheritance.

Assigning DACLs at Creation

When a file or folder is created, it inherits from its parent object the permissions that
are applicable to its type of object. This includes both permissions that are inherited
by the parent object and permissions that are explicitly assigned to the parent object.
Once created, you can augment the inherited permissions by adding ACEs to the
newly created resource.

In Windows Server 2003, Windows 2000, and Windows XP, each file and folder has
the Allow Inheritable Permissions From The Parent Object To Propagate To This
Object property enabled by default. If you alter the permissions on the parent object,
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the permission change will automatically flow to the child object. If you want to mod-
ify this behavior, you need to decide whether you want to remove the inherited per-
missions or copy them to the object. If you choose to remove the inherited
permissions, the only permissions that will remain are those explicitly granted to the
object. If you choose to copy the permissions, the object will have the same permis-
sions as it had previously, but the formerly inherited permissions will instead be
explicitly assigned to the object.

Note In the user interface of Windows Server 2003, Windows 2000, and
Windows XP, explicit permissions are displayed with a check in a white check box and
inherited permissions are displayed with a check in a gray check box. Gray check boxes
cannot be directly modified unless the permissions are made explicit, which changes
the check boxes to white to indicate explicit assignment.

How DACLs Are Handled When Files and Folders Are Copied or Moved

The way DACLs are handled for files and folders that are moved and copied into other
locations can be confusing. If you are responsible for securing files and folders, you
must understand several intricacies of copying and moving files and folders, or you
might unwittingly create a security risk.

The first thing you need to know is that creating a copy of a file on the same partition
actually creates a new file in the destination container. Thus, all permissions are inher-
ited from the new parent object. The original object’s permissions are unchanged.
This action creates a potential security risk because two copies of the same file that
have different security settings can exist.

Second, when a file is moved on the same partition, it is not physically relocated to a
different address on the disk—instead, the reference to the object in the file system
hierarchy is updated. When the ACL on a parent object or an object itself is changed,
the permissions structures are updated, but moving an object on the same partition
does not trigger a refresh of ACLs. Therefore, all previously inherited and explicit per-
missions on the moved object initially remain unchanged. The Security tab for the
object will indicate that the permissions are inherited from its parent object, but until
the ACL is refreshed, the Security tab shows inherited permissions from the object’s
previous parent, along with any permissions assigned directly to the object. The next
time that the ACLs for the object itself or for any parent object in the inheritance hier-
archy are changed, the inherited permissions on the object will be received from the
object’s new location in the file system hierarchy. However, the moved object will
retain any explicitly assigned permission.
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This behavior is a departure from the way that permissions on moved file system
objects functioned in Microsoft Windows NT, where objects that were moved within
the same partition retained all permissions. If you want to achieve Windows NT-style
retention of all permissions on an object you move within the same partition, before
moving the object, you must deselect the inheritance attribute on the object and copy
the existing inherited permissions so that they become explicit permissions. Or you
must remove existing inherited permissions altogether and assign any desired explicit
permissions. You can then move the object and re-enable permissions inheritance,
which will refresh the ACL on the object. When the ACL is refreshed in this manner,
the moved object retains its explicit permissions but receives new inherited permis-
sions from its new parent.

Finally, when you move a file or folder to a different partition or computer, the opera-
tion is actually a copy-and-delete process. The file is copied in the new location, thus
creating a new file system object, and upon successful creation of the new object, the
original is deleted. Creating a copy of a file system object—regardless of whether the
copy is created on the same partition or on a different partition or computer—always
creates a new instance of the object in the destination location. Therefore, all permis-
sions on the object are inherited from the new parent. Original copies of the object
are either deleted (in a move operation across partitions or computers) or unaffected
(in a copy operation). Therefore, you should exercise caution when moving or copy-
ing files and folders to different partitions or computers because the permissions on
the newly created object might not be consistent with the permissions on the origi-
nal object.

In Windows Server 2003, Windows 2000, and Windows XP, file and folder permis-
sions are automatically inherited from parent objects. Therefore, understanding the
default permission on files and folders is important in planning directory structures.
You might need to change the default permissions to meet your organization’s secu-
rity policy. Table 8-3 provides a legend of permission inheritance in Windows Server
2003, Windows 2000, and Windows XP.

Table 8-3 Permissions Inheritance Legend

Abbreviation  Description G
Cl (Container The ACE will be applied to the current directory and inherited by
Inherit) subdirectories.

Ol (Object Inherit) The ACE will be applied to files in the directory and inherited by files
in subdirectories.

IO (Inherit Only) The ACE will not be applied to the current folder or file but will be
inherited by child folders.

NI (Not Inherited) The ACE is not propagated to any child objects.
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More Info The default file and registry permissions can be found in the following
white papers:

B "Windows Server 2003" (http.//www.microsoft.com/windowsserver2003
/techinfo/overview/secdef mspx)

W "Windows XP" (http.//www.microsoft.com/downloads/details.aspx?
FamilylD=60celef5-8d6d-49a0-8eb5-4e362cde75e7&displaylang=en)

B "Windows 2000" (http://www.microsoft.com/windows2000/techinfo/planning
/security/secdefs.asp)

Command-Line Tools

In Windows Server 2003, Windows 2000, and Windows XP, the Xcopy.exe utility can
be used to preserve the permissions and ownership of files and folders when they are
copied. Additionally, you can use several command-line tools to control the file and
folder permissions:

Cacls.exe
Xcacls.exe

Subinacl.exe

Robocopy.exe

On the CD  Robocopy.exe, Xcacls.exe, and Subinacl.exe are located on the CD
included with this book. Cacls.exe is included in the default installation of Windows
Server 2003, Windows 2000, and Windows XP.

Cacls.exe

Cacls.exe is a command-line utility that enables basic management of file and folder
permissions. The usage for Cacls.exe follows:

CACLS f7lename [/T] [/€] [/C] [/G user:perm] [/R user [...]] [/P user:perm [...]]
[/D user [...]]

Table 8-4 shows the command-line options for Cacls.exe. You can also use wildcard
characters to specify more than one file in a command.
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Table 8-4 Command-Line Options for Cacls.exe

‘Option  Description e
filename Placeholder for the name of the file. Running Cacls.exe with just the
file name displays the DACL of the file or folder.

/T Changes DACLs of specified files in the current directory and all sub-
directories.

/E Edits the existing DACL instead of replacing it.

/C Continues processing even if an access denied error occurs.

/G user:perm Grants the specified user access rights to the file or folder using
explicit permissions.

user Specifies the domain and user name for which you are modifying
permissions. You can specify more than one user in a command.

perm Specifies the permissions as follows: R for Read, W for Write, C for
Change (Write), F for Full Control, N for None.

/R user Revokes all the specified user's access rights (valid only with /E).

/P user:perm Replaces the specified user’s access rights.

/D user Denies the specified user access to the file or folder.

Tip  You can redirect console output from the command line by using a standard
redirection character. For example, to redirect output from the Cacls.exe tool to a file,
type Cacls.exe filename.ext>output.txt. The results of running the command will be
written to the Output.txt file rather than to the console.

Xcacls.exe

Xcacls.exe is a more robust version of Cacls.exe. Not only does Xcacls.exe give you
greater control over the special permissions, it is scriptable: unlike Cacls.exe,
Xcacls.exe allows you to suppress message prompts. The usage for Xcacls.exe follows:

xcacls filename [/T1 [/E]1 [/C]1 [/G user:perm;spec] [/R user]
[/p user:perm;spec [...1]1 [/D wser [...1] L[/Y]

Table 8-5 shows the command-line options for Xcacls.exe.

Table 8-5 Command-Line Options for Xcacls.exe

filename Placeholder for the name of the file. Running Xcacls.exe with just
the file name displays the DACL of the file or folder.

/T Recursively walks through the current directory and all its subdirec-
tories applying the chosen access rights to the matching files or di-
rectories.

/E Edits the existing DACL instead of replacing it.

/C Causes Xcacls.exe to continue if an access denied error occurs.
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Table 8-5 Command-Line Options for Xcacls.exe

Option Description

/G user.perm;spec Grants access to the user to the matching file or directory. The perm
variable applies the specified access right to files.

perm Specifies the permissions as follows: R for Read, C for Change
(Write), F for Full Control, P for Change Permissions, O for Take
Ownership, X for Execute, E for Read, W for Write, D for Delete.

/R user Revokes all access rights for the specified user.

/P user:perm;spec Replaces access rights for the user.

/D user Denies the user access to the file or directory.

N Disables confirmation when replacing user access rights. By default,

Xcacls.exe prompts for confirmation and, when used in a batch
routine, causes the routine to stop responding until the confirma-
tion is entered. The /Y option was introduced to avoid this confir-
mation so that Xcacls.exe can be used in batch mode.

On the CD Xcacls.exe is located of the CD that is included with this book.
Xcacls.vbs, a Microsoft Visual Basic script, is also included on the CD. You can use
Xcacls.vbs to assign permissions in a similar way that you do with Xcacls.exe, albeit
from a script. Xcacls.exe is designed to be used at the command line or in batch files;
Xcacls.vbs is designed to be used in a scripting environment, where better automation
and error handling are required. In addition, you can edit Xcacls.vbs by using any text
editor to add custom functionality, such as logging permission changes to a file.

Subinacl.exe

Subinacl.exe is a low-level utility for managing DACLs on many types of objects,
including files and folders. The syntax for using Subinacl.exe follows:

subinacl [view_mode] [/

test_mode] object_type object_name [action[=parameter]] [action[=parameter]] ...
[/playfile file_name] [/help [/full] [keyword]]

The options you can use with Subinacl.exe are explained in Table 8-6.

Table 8-6 Command-Line Options for Subinacl.exe

Option * Description

view_mode Defines the level of detail in the output of Subinacl.exe. You can use the
following switches with this option:
M /noverbose
B /verbose

/test_mode When this option is specified, changes are not actually made to the ob-
ject's security descriptor. This option enables you to view what the re-
sults of the command would be without actually making the changes.
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Table 8-6 Command-Line Options for Subinacl.exe

object_type

You can use these types of objects:

/file
/subdirectories
/onlyfile
/share
/clustershare
/keyreg
/subkeyreg
/service
/printer
/kernelobject

object_name

Defines the name of an object on which you are viewing or modifying
the permissions.

action

Sets the action that you are attempting to carry out on the object. The
action switches include the following:

/display (default)
/setowner=owner

/replace=[DomainName\]OldAccount=[DomainName\]
NewAccount

/changedomain=0ldDomainName=NewDomainName
/migratetodomain=SourceDomain=DestDomain
/findsid=[DomainName\]Account[=stop]
/suppresssid=[DomainName\]Account

/confirm

/perm

/audit

/ifchangecontinue
/cleandeletedsidsfrom=DomainName
/accesscheck=[DomainName\]UserName
/setprimarygroup=[DomainName\]Group
/grant=[DomainName\]UserName[=Access]
/deny=[ DomainName\]UserName[=Access]
/revoke=[DomainName\]UserName

/playfile filename
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Robocopy.exe

Robocopy.exe is a 32-bit Windows command-line application that simplifies the task
of maintaining an identical copy of a folder tree in multiple locations, either on the
same computer or in separate network locations. Robocopy is robust—it retries opera-
tions after network errors and efficiently copies only changed files. Robocopy is flexi-
ble—you can copy a single folder or walk a directory tree, specifying multiple file
names and wildcard characters for source files.

On the CD For detailed information on using Robocopy, see the Robocopy.doc file
on the CD included with this book.

Securing File and Folder Access by Using Share Permissions

NTFS permissions always apply to files and folders, regardless of whether they are
accessed locally or over the network through a file share. When you share a folder, the
share and its contents are accessed by the server service running on the machine on
which the share is created. Share permissions differ from NTFS permissions in that
they apply only when the share is accessed over the network and they do not offer the
level of granularity provided by NTFS permissions. Table 8-7 explains the permis-
sions that you can assign to a share.

Table 8-7 Share Permissions

Permission Description

Full Control Full control over all folders and files in the share
Change Read and Write permissions to files and folders
Read Read permission for files and folders

By default in Windows 2000 and Windows XP, when a share is created, the share per-
missions are set to Everyone Full Control. In Windows Server 2003, share permis-
sions are set to Everyone Read. Like NTFS permissions, share permissions are
cumulative. Furthermore, deny permissions override allow permissions.

When a user attempts to access a file or folder on a share, cumulative share permis-
sions as well as the cumulative NTFS permissions are calculated. The user accessing
the share receives the more restrictive set of these two sets of permissions. For exam-
ple, if the share permissions are left to the default setting of Everyone Full Control and
the user has only Read and Execute permissions on the files and folders in the share,
the user will have only Read and Execute access.

Although share permissions are not nearly as granular as NTFS permissions, they are
still useful if implemented correctly. For example, you can achieve a higher degree of
security on a share’s contents by removing the default share permissions and granting
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members of the Everyone group Change permissions. This will prevent the changing
of permissions on the files and folders in the share remotely through the network
redirector. When you remove the Everyone Full Control share permission, the owner
of a file can modify permissions only through an interactive logon session, either at
the server console or through Terminal Services.

Using the Encrypting File System

Although properly configured DACLs will protect data, sometimes you need a greater
degree of protection. Your organization might have some data that must be kept con-
fidential from administrators, even those who have Full Control permissions on the
files. Also, your organization might have data that is stored temporarily on laptops
issued to employees that must remain confidential even if the physical security of the
laptop is compromised. The encrypting file system (EFS) enables users and adminis-
trators to encrypt files and folders to extend file and folder security beyond NTFS
permissions.

EFS combines asymmetric and symmetric encryption to encrypt files and manage the
encryption keys. EFS uses symmetric encryption—either the DES-X algorithm or the
3DES algorithm (Windows Server 2003 and Windows XP only)—to encrypt the data
and asymmetric encryption to manage the symmetric encryption keys. The default
configuration of EFS allows users to encrypt files without any configuration by an
administrator. When a user encrypts a file, EFS automatically generates a public-
key pair for the user and either obtains a digital certificate by requesting one from
a Certification Authority (CA) or self-creates a certificate if no CA is available to
issue certificates.

File encryption and decryption is supported on a per-file or entire-directory basis.
Directory encryption is transparently enforced. All files (and subdirectories) created
in a directory marked for encryption are automatically encrypted. If you move a file
from an encrypted directory to an unencrypted directory on the same volume, the file
remains encrypted, whereas moving or copying it to another volume on the computer
causes the file to be transparently decrypted as long as you are the user who
encrypted the file. Encryption and decryption can be set using the properties of the
file or folder in Windows Explorer. Additionally, command-line tools and administra-
tive interfaces are provided for advanced users and recovery agents to ease manage-
ment of encrypted files.

Afile need not be decrypted before use; encryption and decryption are done transpar-
ently when bytes travel to and from the disk. EFS automatically detects an encrypted
file and locates the user’s certificate and associated private key to decrypt the file.
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How EFS Works

EFS works differently depending on whether a computer is a member of a domain or
it is a stand-alone computer. The following description explains how EFS works in a
domain environment.

When a user chooses to encrypt a file, the file is loaded into protected memory and
the user’s computer generates a random encryption key known as a file encryption
key (FEK). The computer uses a symmetric encryption algorithm—either DES-X or, if
configured, 3DES in Windows Server 2003 and Windows XP—to encrypt the file
using the FEK as the key, as Figure 8-2 shows.

File FEK Encrypted file
— DESX .V ——
. Data (Or 3DES in > 3?1A

Figure 8-2 Encrypting the contents of a file using EFS

Next, the computer retrieves the user’s EFS certificate from the user’s profile and
extracts the user’s public key. If the user does not have an EFS certificate, the com-
puter generates an EFS certificate based on the user’s account information, including
the user’s password. The FEK is encrypted using the RSA algorithm with the public
key from the user’s EFS certificate and is added to the header of the file in the data
decryption field (DDF). This process is shown in Figure 8-3.

User's EFS 2
FEK public key & Encrypted file

Figure 8-3 Encrypting the FEK of a file using the EFS public key of the user account

The final step in encrypting the file is accomplished by the computer retrieving the
certificate for each EFS recovery agent. For each EFS recovery agent certificate, the
computer extracts the public key and encrypts the FEK by using the RSA encryption
algorithm and stores the encrypted FEK in the data recovery field (DRF) located in
the file’s header. This process is shown in Figure 8-4.
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Users Who Can Tra
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Figure 8-4 Encrypting the FEK of a file using the EFS recovery agent’s public key

The only users who can view the information in the file are those who encrypted the
file and anyone who possesses a recovery agent’s private key, unless additional users
are added after the file is encrypted. Even another user with Full Control permissions
on the file will not be able to read it. When a user attempts to open the file, the user’s
private key is retrieved and used to decrypt the FEK. The decrypted FEK is then used
to decrypt the file. Files secured with EFS are not paged out of volatile memory when
decrypted, preventing data from the file from being stored in the page file. When the
user saves the file, a new FEK is generated and the process of creating the EFS header
is repeated.

If the user opens the file and moves it to a non-NTFS partition or to a remote server,
the file will be transparently decrypted. Users with Back Up Files And Folders user
rights on a computer containing encrypted files will be able to back up the files. How-
ever, if the backup is restored to a non-NTFS partition, the contents of the files will be
unintelligible.

EFS Command-Line Tools

In addition to configuring EFS in Windows Explorer, you can use two command-line
tools to get information about EFS encrypted files or manipulate EFS encryption: Efs-
info.exe and Cipher.exe.
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On the CD  Efsinfo.exe is located on the CD included with this book. Cipher.exe is
available in Windows Server 2003, Windows XP Professional, and Windows 2000

Service Pack 3 or later.

Efsinfo.exe

Efsinfo.exe is a command-line tool that enables you to retrieve information from the
EFS header of a file encrypted with EFS. You must have the permission to read the
attributes of the file to retrieve the information from the file you specify. The syntax for
using Efsinfo.exe follows:

EFSINFO [/u] [/R] [/C] [/1]1 [/Y]1 [/s:dir]l [pathname [...1]
The options for using Efsinfo.exe are described in Table 8-8.

Table 8-8 Efsinfo.exe Options

Option Description

/U Displays user information from the DDF.
/R Displays recovery agent information from the DRF.
/C Displays certificate thumbprint information for the user account that encrypt-

ed the file. You access the properties of a certificate by double-clicking an is-
sued certificate in the certificate's Microsoft Management Console (MMC).

/| Forces the utility to continue the specified operation even after errors have oc-
curred. By default, Efsinfo.exe stops when an error is encountered.

N Displays your current EFS certificate thumbprint on the local PC.

/S:dir Performs the specified operation on directories in the given directory and all

subdirectories.

Cipher.exe

Cipher.exe enables you to manipulate EFS-encrypted files from the command
prompt. The version of Cipher.exe in Windows 2000 is different from that in Win-
dows Server 2003 and Windows XP and the two cannot be interchanged. In Windows
2000, the syntax of the Cipher.exe command is this:

CIPHER [/E | /D] [/s:d7r] [/P:keyfilel [/K:keyfilel [/L:keyfilel [/1] [/F] [/Q]l
[filename [...]1]

Table 8-9 describes the options available when using Cipher.exe in Windows 2000.
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Table 8-9 Cipher.exe Optlons in Windows 2000

‘Option

- Description

/E

Encrypts the speC|f|ed ﬂles Dlrectorles are marked so that flles added after-
ward will be encrypted.

/D

Decrypts the specified files. Directories are marked so that files added after-
ward will no longer be encrypted.

/S

Performs the specified operation on files in the given directory and all sub-
directories.

/A

Encrypts files and the folders in which they are stored.

/

Forces the computer to continue performing the specified operation even
after errors have occurred. By default, Cipher.exe stops when an error is
encountered.

/F

Forces the encryption operation on all specified files, even those already en-
crypted. For files that have already been encrypted, a new FEK is generated
and the EFS header re-created. Files already encrypted are skipped by default
when using the /F option.

/K

Forces the computer to generate and use a new FEK for all files. When this op-
tion is specified, the computer attempts to update the user's EFS certificate.
This option is useful after deploying EFS certificates from your Public Key In-
frastructure (PKI).

Q

Reports only the most essential information.

Used without parameters, Cipher.exe displays the encryption state of the current
directory and any files it contains. You can use multiple file names and wildcards. You
must put spaces between multiple parameters.

Important The Cipherexe tool was replaced in Windows 2000 Service Pack 3 with
a version that adds the /W option. The /W option permanently deletes, or wipes, all
deleted data from a directory. This removes all artifacts of files that have been deleted
but not necessarily removed from the hard disk. If the directory specified is a mount
point to another volume, the data on that volume will be removed.

The Windows Server 2003 and Windows XP version of Cipher.exe includes all the
options that the Windows 2000 version does as well as the options described in

Table 8-10.
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Table 8-10 Additional Cipher.exe Options in Windows Server 2003 and
Windows XP

Option Description

/R Generates a .pfx file and a .cer file. You can use the certificate in the .cer file as
the recovery agent and export the .pfx file (which contains the private key and
the certificate) for archival. You can store these files in a secure offline location
until they are needed to recover encrypted files. By removing the EFS recovery
agent (RA) from the local computer, you prevent an attacker from using the
RA account to gain access to encrypted files and folders.

/U Updates the FEK and recovery agent on all encrypted files. The only other op-
tion that works with /U is /N.
/N Works only in combination with /U. When used with /U, /N suppresses the up-

dating of the FEK and recovery agent. This option is used to locate encrypted
files on a hard disk.

Differences in Using EFS with Local Accounts

When EFS is used with local accounts, the EFS certificate used by default is self-
generated based on the user’s logon credentials on the local computer. In Win-
dows 2000, if the physical security of the computer is compromised, encrypted
files are left vulnerable because a number of tools enable an attacker to reset the
password on local accounts. After the password is reset, the attacker can log on
to the computer as the user and decrypt the files because the attacker has access
to the EFS private key stored in the user profile. If you are using Windows 2000
and EFS with local accounts, you can increase the protection of the local
account database by enabling the System Key (Syskey.exe) in either mode 2 or
mode 3. By default, if the Administrator account is used to encrypt files and fold-
ers, the encryption FEK and RA FEK are the same.

In Windows Server 2003 and Windows XP, the EFS private key is stored by
using the Data Protection API (DPAPI), which encrypts secrets by using an
encryption key based on the user’s password. If the password is reset adminis-
tratively, the DPAPI encryption key no longer is valid. Thus, resetting the pass-
word causes the derived EFS private key to be inaccessible. Furthermore, the
encrypted files would remain confidential. Windows Server 2003 and Windows
XP issue a warning when an administrator attempts to reset the password of a
local user. To prevent losing data with encrypted files, always ensure that you
have an exported data recovery agent stored in a secure location.
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Additional EFS Features in Windows Server 2003 and Windows XP

Several enhancements to EFS were made in Windows Server 2003 and Windows XP.
These features are built on the features of EFS in Windows 2000 but add support for
additional functionality and security. The main improvements include these:

B Encryption of offline files
B Remote encryption of files using WebDAV

m Sharing of encrypted files

Encryption of Offline Files

Windows Server 2003 and Windows XP enable offline files and folders to be
encrypted using EFS. Offline folders use a common database on the local computer to
store all offline files, and they limit access to those files through explicit DACLs. The
database displays the files to the user in a manner that hides the database structure
and format so that it appears to the user as a normal folder. Other users’ files and fold-
ers are not displayed and are not available. Because the offline folders directory is
stored in a folder common to all users of a system (\%systemroot%\CSC), no individ-
ual user can encrypt its contents. Thus, the entire database is encrypted by the System
account.

One limitation of encrypting the offline files database is that files and folders are not
displayed in an alternate color when the user is working offline. The remote server can
contain copies of the files that have been individually encrypted on the server, and
when the user is online and working with server-based copies of those files, the files
can be displayed in an alternate color. Although the files are encrypted, this might
seem to be an inconsistency to the user.

Important The offline folders feature, also known as the client-side caching (CSC)
feature, runs as a System process and therefore can be accessed by any user or process
that can run as System, including administrators on the local machine. Therefore,
when sensitive data is stored in offline folders, administrative access should be
restricted to users and the System Key should be used in mode 2 or mode 3.

Remote Encryption of Files Using WebDAV

Windows Server 2003 and Windows XP support a new method for encrypting files
on remote servers using a protocol known as Web-Based Distributed Authoring and
Versioning (WebDAV). When the client running Windows Server 2003 or Windows
XP maps a drive to a WebDAV access point on a remote server, files can be encrypted
locally on the client and then transmitted as raw encrypted files to the WebDAV server
by using an HTTP PUT command. Similarly, encrypted files downloaded to a client
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running Windows Server 2003 and Windows XP are transmitted as raw encrypted
files and are decrypted locally on the client by using an HTTP GET command. The
Temporary Internet Files directory is used for intermediate transfer of the files by
using HTTP where the WebDAV detects and sets the encrypted file attribute for Win-
dows Server 2003 and Windows XP. Therefore, only public-key pairs and private-key
pairs on the client are used to encrypt files, even though the files are stored on a
remote server.

The WebDAV redirector is a new mini-redirector that supports the WebDAV protocol
for remote document sharing by using HTTP. The WebDAV redirector supports the
use of existing applications, and it allows file sharing across the Internet (through fire-
walls, routers, and so on) to HTTP servers. Microsoft Internet Information Services
6.0 (Windows Server 2003), 5.0 (Windows 2000), and 5.1 (Windows XP) support
WebDAV folders, known as Web folders. The WebDAV redirector does have some lim-
itations on the files that can be transmitted using the WebDAV protocol. The actual
limitation varies depending on the amount of virtual memory available, but in gen-
eral, only files of less than 400 megabytes can be transferred in Windows Server 2003
and Windows XP with EFS over WebDAV. Files and folders, when encrypted using a
WebDAV share, appear as unencrypted if a user or administrator logs on to the server
locally. Once a file has been encrypted using WebDAV, that file should be accessed
and decrypted only by using WebDAV. This unique behavior does not affect the ability
to back up and restore the server by using Ntbackup.exe or the Windows NT backup
APl set.

Administrators and users should not encrypt files locally on a volume that hosts a
WebDAV share. All administration should be done through the WebDAV share only.
You can create a WebDAV folder in Windows Server 2003, Windows 2000, and Win-
dows XP by enabling Web Sharing on the properties of any folder. Note that if a user
does not have a key to decrypt the file on a WebDAV share, she will receive an access
denied error if she attempts to modify the advanced EFS attributes of the file.

Sharing of Encrypted Files

In Windows Server 2003 and Windows XP, EFS supports the sharing of files between
multiple users on a per-file basis. However, users must be specified individually
instead of by security group, and multiple encryption accounts are not supported on
folders. Once a file has been encrypted, you can add users to the list of those who can
decrypt the encrypted file by selecting the Advanced Properties dialog box of an
encrypted file and clicking the Details button. Individual users can add other users
(but not groups) from the local machine or from the Active Directory directory service,
provided the user has a valid EFS certificate and keys. Figure 8-5 shows this process.
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Figure 8-5 Sharing files encrypted with EFS in Windows Server 2003 and Windows XP

Introduction to Designing a Data Recovery Agent Policy

When utilizing EFS, you must ensure that files can be recovered if a user’s EFS private
key is lost or the files need to be retrieved for legal reasons. The data recovery agent
(DRA) private key can decrypt files and remove the encryption attribute on them.

More Info  Establishing a data recovery policy requires in-depth knowledge of PKI
and thus is outside the scope of this book. For more information on designing a data
recovery policy, see the "Data Protection and Recovery in Windows XP" white paper at
http//www.microsoft.com/technet/prodtechnol/winxppro/support/dataprot.asp.

ETF'S automatically enforces a recovery policy that requires a recovery agent be avail-
able for files to be encrypted. The recovery policy is a type of public-key policy that
provides user accounts to be designated as DRAs. A default recovery policy is auto-
matically established when the Administrator account logs on to the system for the
first time, making the administrator the recovery agent.

The default recovery policy is configured locally for workgroup computers. For com-
puters that are part of an Active Directory-based domain, the recovery policy is con-
figured in a domain OU Group Policy object (GPO). If no recovery agent policy is
created, the computer’s local recovery agent policy is used. Recovery certificates are
issued by a CA and are managed by using the Certificates MMC snap-in or by using
the Cipher.exe /r command in Windows Server 2003 and Windows XP.
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In a network environment, the domain administrator controls how EFS is imple-
mented in the recovery policy for all users and computers in the scope of influence. In
a default Windows Server 2003, Windows 2000, or Windows XP installation, when
the first domain controller is set up, the domain administrator is the specified recov-
ery agent for the domain. The way the domain administrator configures the recovery
policy determines how EFS is implemented for users on their local machines. You can
choose to have recovery agents configured or an empty recovery agent:

W Recovery agent scenario  When an administrator adds one or more recovery
agents, a recovery agent policy is in effect. These agents are responsible for recov-
ering any encrypted data within their scope of administration. This is the most
common type of recovery policy. You can ensure all recovery agents are available
to all computers running Windows Server 2003, Windows 2000, or Windows
XP by using Group Policy.

W Empty recovery scenario When an administrator deletes all recovery agents
and their public-key certificates, an empty recovery policy is in effect. An empty
recovery policy means that no recovery agent exists, and if the client operating
system is Windows 2000, EFS is disabled altogether. Windows Server 2003 and
Windows XP support EFS with an empty DRA policy.

In a Windows 2000 environment, if an administrator attempts to configure an EFS
recovery policy with no recovery agent certificates, EFS is automatically disabled. In a
Windows Server 2003 or Windows XP Professional environment, the same action
enables users to encrypt files without a DRA. Windows Server 2003 enables you to
disable EFS for computers in the domain by completing the following steps:

1. Open Active Directory Users and Computers, right-click the domain that has the
recovery policy you want to change, and then click Properties.

2. Click the Group Policy tab, right-click the recovery policy you want to change,
and then click Edit. The path is Computer Configuration, Windows Settings,
Security Settings, Public Key Policies, Encrypting File System.

3. Clear the Allow Users To Encrypt Files Using Encrypting File System (EFS)
check box.

You can also disable EFS on individual computers running Windows Server 2003 or
Windows XP by adding the EfsConfiguration (DWORD) registry value to
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVer-
sion\EFS. When this value is set to 1, it disables EFS; when it is set to 0, it enables EFS.

When a domain user logs on at a domain computer that is within the scope of the EFS
recovery policy, all DRA certificates are cached in the computer’s certificate store. This
means that EFS on every domain computer can easily access and use the DRA’s public
key (or multiple public keys, if multiple DRAs are designated). On computers where
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an EFS recovery policy is in effect, every encrypted file contains at least one data
recovery field in which the file’s FEK is encrypted by using the DRA’s public key and
stored. By using the associated private key, any designated DRA can decrypt any
encrypted file within the scope of the EFS recovery policy.

Securing Registry Permissions

The registry is a dynamic, hierarchical database that contains values of variables for
the operating system and applications. The operating system and other programs also
store data about users and the current configuration of the system and its compo-
nents in the registry. Because the registry is available whenever the system is running,
programs that start and stop can keep persistent data in the registry and the settings
are saved when the system shuts down. The registry is constructed of six hives that
are used for different purposes, as described in Table 8-11.

Table 8-11 Default Registry Hives
Hiveliigima i o
HKEY_CURRENT_USER

description

Stores information about the profile of
the currently logged-on user that is
persistently stored in HKU

HKEY_USERS HKU Contains subkeys for all local user pro-
files

HKEY_CLASSES_ROOT HKCR Contains file association and COM
registration information

HKEY_LOCAL_MACHINE HKLM Contains entries for the configuration
of the operating system and applica-
tions

HKEY_CURRENT_CONFIG HKCC Contains the current hardware profile

that is persistently stored in
HKLM\SYSTEM\CurrentControlSet
\Hardware Profiles\Current

HKEY_PERFORMANCE_DATA HKPD Contains information about perfor-
mance counters

When the computer is running, the registry is loaded in memory and active. When
the computer is powered down, the persistent information stored in the registry is
written to the hard disk. Table 8-12 lists the storage location for some common regis-
try hives.
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Table 8-12 Default Storage Locations of Common Hives

Hive Storage Location
HKEY_LOCAL_MACHINE\SYSTEM %systemroot%\system32\Config\System
HKEY_LOCAL_MACHINE\SAM %systemroot%\system32\Config\Sam
HKEY_LOCAL_MACHINE\SECURITY %systemroot%\system32\Config\Security
HKEY_LOCAL_MACHINE\SOFTWARE %systemroot%\system32\Config\Software
HKEY_CURRENT_USER %systemdrive%\Documents and Set-
tings\<username>\Ntuser.dat
HKEY_USERS %systemdrive%\Documents and Set-

tings\<username>\Local Settings\Application
Data\Microsoft\Windows\Usrclass.dat

HKEY_USERS\DEFAULT %systemroot%\system32\Config\Default

When you use an administrative tool to change the configuration of a system feature
or service, the change usually takes effect immediately or soon thereafter. However, if
you make the same change by editing the registry, you might need to log off and log

on again, restart the service, or restart. In general, if you change the value of any entry
in HKLM\Services\System\CurrentControlSet001, you must restart the computer for
the changes to take effect. Also, if you use a registry editor to change values for most

entries in HKEY_CURRENT_USER, you must log off and log on again for the changes
to take effect.

More Info  For detailed information on the structure of the registry and the specif-
ics of the data stored in the registry, see the Technical Reference to the Registry eBook
(Regentry.chm) in the Microsoft Windows 2000 Server Resource Kit, Supplement One
(Microsoft Press, 2000).

Configuring Registry Permissions

As with files and folders stored on NTFS partitions, the registry is secured by using
DACLs. Unlike NTFS permissions, registry permissions are assigned to container
objects only. An individual registry value inherits its security from its parent object. A
registry key has two basic permissions: Full Control and Read. The Full Control per-
mission includes all of the special permissions in Table 8-12. The Read permission is
composed of the following special permissions: Read Control, Query Value, Notify,
and Enumerate Subkeys. Table 8-13 lists the special permissions on registry keys.
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Table 8-13 Specnal Registry Permissions

Permission - - Description
Query Value Allows the value of the reglstry key to be read
Set Value Allows the value of an existing key to be written
Create Subkey Allows the creation of subkeys
Enumerate Allows the enumeration of subkeys
Subkeys
Notify Required to request change notifications for a registry key or for sub-
keys of a registry key
Create Link Reserved for use by the operating system
Delete Allows the key to be deleted
Write DACL Allows the modification of the DACL
. Write Owner Allows the modification of the owner
Read Control Allows the SACL to be read

In Windows Server 2003, Windows 2000, and Windows XP, you can use
Regedt32.exe to alter registry permissions from the user interface or you can use the
Subinacl.exe command-line tool. Changing permissions on registry values requires
the same techniques as modifying NTFS permissions does.

Best Practices

Use least privilege. 'Whenever assigning permissions, assign the least privilege
the user needs to complete her job function.

Assign permissions at the highest possible point in a hierarchy. Always assign
permissions at the highest point in the container hierarchy and allow them to be
inherited by child objects to simplify their application.

Assign permissions to security groups, not users. Assigning permission to secu-
rity groups by using a structured model makes assigning permlssmns scalable
and flexible. This is helpful when users and files change.

Use caution when encrypting files. Always archive the DRA when encrypting
files with EFS to prevent files from being irreversibly encrypted.
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Additional Information

m “Data Protection and Recovery in Windows XP” (http://www.microsoft.com
/technet/prodtechnol/winxppro/support/dataprot.mspx)

m “New Security Tool for Encrypting File System” (http.//www.microsoft.com
/technet/security,/tools/ cipher.mspx)

m  “Access Control Lists” (http://msdn.microsoft.com/library/en-us/secauthz
/security/access_control_lists.asp)

m  The following Knowledge Base articles:

a

243756: “How to Use Encrypting File System (EFS) with Internet Infor-
mation Services” (http://support.microsoft.com/kb/243756)

223338: “Using a Certificate Authority for the Encrypting File Service”
(http://support.microsoft.com/kb/223338)

241201: “How to Back Up Your Encrypting File System Private Key”
(http://support.microsoft.com/kb,/241201)

242296: “How to Restore an Encrypting File System Private Key for
Encrypted Data Recovery in Windows 2000” (http://support.microsoft.com
/kb/242296)

243026: “Using Efsinfo.exe to Determine Information About Encrypted
Files” (http://support.microsoft.com/kb/243026)

255742: “Methods for Recovering Encrypted Data Files”
(http://support.microsoft.com/kb/255742)

273856: “Third-Party Certificate Authority Support for Encrypting File
System” (http://support.microsoft.com/kb,/273856)

230520: “How to Encrypt Data Using EFS in Windows 2000”
(http://support.microsoft.com/kb/230520)

329741: “EFS Files Appear Corrupted When You Open Them”
(http://support.microsoft.com/kb/329741)

221997: “Cannot Gain Access to Previously Encrypted Files on Windows
2000” (http://support.microsoft.com/kb/221997)

227825: “Backup Tool Backs Up Files to Which You Do Not Have Read
Access” (http://support.microsoft.com/kb,/227825)



166

Part IlI;

Securing the Core Operating System

a

230490: “The Encrypted Data Recovery Policy for Encrypting File System”
(http://support.microsoft.com/kb/230490)

223178: “Transferring Encrypted Files That Need to Be Recovered”
(http://support.microsoft.com/kb/223178)

223316: “Best Practices for Encrypting File System”
(http://support.microsoft.com/kb/223316)

223448: “Cannot Use Shared Encrypted Files in Windows 2000”
(http://support.microsoft.com/kb/223448)

254156: “Encrypted Files Made Available Offline Not Encrypted on the
Client” (http://support.microsoft.com/kb/254156)

272279: “How to Troubleshoot the File Replication Service and the Dis-
tributed File System” (http.//support.microsoft.com/kb/272279)

283223: “Recovery of Encrypted Files on a Server”
(http://support.microsoft.com/kb/283223)

290260: “EFS, Credentials, and Private Keys from Certificates Are Unavail-
able After a Password Is Reset” (http://support.microsoft.com/kb,/290260)

248723: “Info: Understanding Encrypted Directories”
(http://support.microsoft.com/kb/248723)
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In Microsoft Windows Server 2003, Windows 2000, and Windows XP, many applica-
tions run independent of any user account and regardless of whether a user is logged
on to the computer. These applications are registered as services, or more specifically,
Service Control Programs (SCPs). Services are controlled by the Service Control Man-
ager (SCM), which runs as Services.exe. The configuration of services is stored in the
registry, under the key HKLM\SYSTEM\CurrentControlSet\Services. You can use the
Srvany.exe utility to cause an executable to run as a service.

On the CD  Srvany.exe is located on the CD included with this book.

Managing Service Permissions

To view or manipulate services, you must have appropriate access to the SCM. Permis-
sions to the SCM cannot be altered, although permissions over specific services can be
modified. Tables 9-1 and 9-2 list the default permissions for the SCM in Windows
2000, Windows Server 2003, and Windows XP, respectively. These services are not
exposed in a human-readable format in the registry.

167
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Table 9-1 SCM Permissions in Windows 2000
‘Group = ' Permissions Granted
Everyone B Connect to the SCM

Enumerate services

Read the permissions on services

||
B Query the status of services
|
|

Administrators Local System Full Control

Table 9-2 SCM Permissions in Windows Server 2003 and Windows XP
Growp _ PermissionsGranted

Authenticated Users remotely logged on to B Connect to the SCM
the computer

Enumerate services
Query the status of services

Read the permissions on services
Connect to the SCM

Enumerate services

Authenticated Users locally logged on, in-
cluding Local Service, Network Service

Query the status of services

Read the permissions on services

Administrators and LocalSystem Full Control

To view or manage the permissions on services, you must use either the Subinacl.exe
tool or the Security Templates Microsoft Management Console (MMC) snap-in. You
can control services by using the Services MMC snap-in under Administrative Tools by
typing services.msc at the command prompt or Run command or by editing the regis-
try directly. Security configuration of services includes the ability to do the following:

m Configure the startup value for each service

m Stop, start, pause, and resume services

m  Configure the security context under which the service runs
]

Configure the discretionary access control list (DACL) for the service
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Configuring the Startup Value for a Service

When the computer starts, the SCM retrieves service startup and dependency infor-
mation from the registry and starts SCPs accordingly. Table 9-3 lists the startup values
that can be assigned to services.

Table 9-3 Startup Values for Services

Startup Registry
Value Value Description
Boot Start 0x0 Ntldr or Osloader preloads the driver so that it is in memory

during system boot. This value is used only for kernel-mode
drivers, which are generally not manageable by administra-
tors. This value can be set only in the registry.

System Start 0x1 The driver loads and initializes after Boot Start drivers have
initialized. The Boot Start drivers are loaded before the
Starting Windows screen appears. This value can be set only
in the registry.

Automatic 0x2 The SCM starts services with an Automatic startup value
during the boot process when the Starting Windows screen
appears. The progress bar indicates the loading and starting
of services. Some services are not loaded until after the net-
work devices have been initialized.

Manual 0x3 The SCM starts the service when prompted by another ap-
plication or a user with the necessary permissions. Often
services will start dependent services only when they are
needed.

Disabled Ox4 The SCM will not permit the service to be started.

When a service is started, it runs in the Services.exe process, the Lsass.exe process, its
own instance, or an instance of Svchost.exe. To view the process in which a service is
running, you can use the Tlist.exe command from Windows 2000 Support Tools.
Type tlist-s at the command prompt. Figure 9-1 shows the output of running Tlist /s
on Windows 2000. Both Windows Server 2003 and Windows XP include the Tasklist
tool in the default installation. Type tasklist /svc at the command prompt.

You should configure services to start up automatically or manually only if they are
necessary for the operation of the computer or applications that run on the computer.
By setting unused services to Disabled, you can decrease the potential attack surface
of the computer. You can set a service startup value to Disabled in the Services MMC
snap-in, through Security Templates, or by manually setting the registry startup
value to 4.
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WINNT\System32iemd exe
Microsoft Windows 2080 [U
<C> Copyright 1985-2888 Mic

C:\>tlist /s
@ System Process
8 System
156 SMSS.EXE
184 CSRSS.EXE i
264 YINLOGON.EXE i NetDDE Agent
232 SERVICES.EXE Alerter,Browser,Dhcp.dmserver.Dnscache . Eventleg. lann|
anserver, lanmanworkstation,LnHosts,Hessenger, PlugPlay, ProtectedStorage . sec logon.
T)kUks U3211ma Umi

Netlogon.Policyfigent,.SamSs
RpcSs

448 svchost exe
472 spoolsv.exe
mnsdtc.exe
svchost .exe :  EventSystem,Netman.NtmsSvc,SENS

LLSSRU.EXE = LicenseService
regsvc.exe s RemoteRegistry
nstask.exe ¢ Schedule
UtwareService.e ¢ UNware Tools Service
UinMgnt .exe 8 WinMgmt

suchost.exe 2 wuauserv

dfssvc.exe : Dfs

svchost.exe :  TapiS;

explorer.exe i Program Manager

24 UHwareTray exe Ti :
CHD.EXE Title: C:\WINNT\System32\cmd.exe - tlist /s
tlist.exe

Figure 9-1 Using the Tlist command to map services to processes

Stopping, Starting, Pausing, and Resuming Services

You can control the operating status of services by using the Services MMC snap-in.
You can also do so from the command line by using the Net command if you have per-
missions to do so. In Windows Server 2003, Windows 2000, and Windows XP, you
generally must have local administrative privileges to stop or pause services, unless
you have been granted appropriate permissions for those services. You can use the fol-
lowing commands from the command line or in a batch file to control services:

Net start servicename starts a stopped service.
Net stop servicename stops a started service.

Net pause servicename pauses a started service.

Net continue servicename continues a paused service.

Note You can use either a service's name or its display name with the Net com-
mand. If the display name of the service has a space embedded in it, place the service
name within quotes. You can also suppress the prompt by appending /Y to the Net
command. This is useful when configuring batch files.

When a service is stopped, it will no longer respond to or initiate requests. Each ser-
vice responds differently to being paused; you should research how a service will
respond to being paused before pausing it. As mentioned, you must have the appro-
priate permissions to stop and start a service.
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Obtaining Information on Services

Although you can use the Services MMC snap-in to retrieve information on ser-
vices, such as startup mode, security context, and application path, you cannot
view information from many services quickly. In Windows Server 2003 and
Windows XP, you can also use Windows Management Instrumentation (WMI)
to obtain the critical security information for services running on the computer
either programmatically or from the command line. To view or configure ser-
vices from the command line, launch the WMI console by typing WMIC at the
command prompt. The computer will take a minute or two to load the WMI
Command line (WMIC) shell for the first time. At the wmic:root\cli> prompt,
type service. WMI will retrieve information from all services configured to run
on the computer and display it to the console. WMI will display the following
security-related information for each service:

m Start Mode Whether the service is set to start up automatically or manu-
ally or is disabled

B Desktop Interaction Whether the service can interact with the desktop
(Windows Station 0)
Path Name The full path of the service’s executable file
Process ID The process ID (PID) the service is using

Service Type Whether the service will run in a shared process
(Svchost.exe) or its own unique process

Started Whether the service is currently running (true) or not (false)
Start Name The security context the service runs in

State  Whether the service is running, stopped, or paused

You can also create programs, either Windows Script Host (WSH) scripts or console
applications, that retrieve information on services through WML

Configuring the Security Context of Services

Each service runs under a security context. The security context in which a service
runs determines its rights and permissions. In Windows 2000, most services run
under the LocalSystem account. This account has full control over all resources on the
computer. Services that run in the LocalSystem account security context not only
have membership in the local Administrators group, but they also have rights not nor-
mally assigned to any user account, such as process manipulation rights. More
directly, LocalSystem is the trusted computing base of the operating system. Thus,
you do not want to run a service under the LocalSystem account unless it is absolutely
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required. In Windows Server 2003 and Windows XP, services can run under the
LocalSystem account or under either the Local Service account or the Network Ser-
vice account—both of which have limited rights and permissions on the local com-
puter roughly equivalent to those possessed by Authenticated Users. Additionally,
Local Service is unable to authenticate to other computers and thus can be used only
with console-bound services. When a service running under Network Service needs to
interact with another computer, it will authenticate using the computer’s account. In
Windows Server 2003, 21 services were moved from running under LocalSystem to
running under Local Service or Network Service to be more secure by default.

In Windows Server 2003, Windows 2000, and Windows XP, you can also run a ser-
vice in the security context of a user account. If you run a service under the security
context of a user account, the password for the account will be stored as a Local Secu-
rity Authority (LSA) secret. If a computer is compromised and the attacker gains
Administrator or System access, the attacker can retrieve LSA secrets, including the
user names and passwords of service accounts. Therefore, if you run services under
the security context of a user account, always use a local user account. If the computer
should be compromised and the LSA secrets exposed, the attacker will not gain
domain credentials—this will significantly minimize the impact of the security inci-
dent. This is especially true of service accounts that require elevated privileges. In
addition, do not use the same password for all service accounts because the compro-
mise of one of the accounts could lead to a greater network compromise.

Warning Microsoft strongly recommends that services that run in an elevated
security context, such as LocalSystem, not be allowed to interact with the desktop. The
desktop that runs in Windows Station 0 is the security boundary of any computer run-
ning the Windows operating system. Any application running on the interactive desk-
top can interact with any window on the interactive desktop, even if that window is
not displayed on the desktop. This is true for every application, regardless of the secu-
rity context of the application that creates the window and the security context of the
application running on the desktop.

The Windows message system does not allow an application to determine the source
of a window message. Because of this, any service that opens a window on the inter-
active desktop exposes itself to applications that are executed by the logged-on user.
If the service tries to use window messages to control its functionality, the logged-on
user can disrupt that functionality by using malicious messages. This class of attack is
commonly known as Shatter attacks. An example of a vulnerability in an application
that interacts with the desktop is given in the Microsoft Security Bulletin MS04-019,
which resolved a vulnerability in the Utility Manager in Microsoft Windows NT 4.0 and
later. Prior to when this patch was installed, an attacker could escalate his privilege on
a computer to LocalSystem by exploiting the vulnerability discussed in the security
bulletin.
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Each service has a DACL that determines the permissions that users have over the ser-
vice. The DACL for services is not exposed in the Services MMC console. You can view
the DACL on a service by using Subinacl.exe or by reading the security configuration
of a computer into a security template and viewing the service’s DACL by using the
Security Templates MMC snap-in. The basic permissions for services are listed in

Table 9-4.

Table 9-4 Service Permissions

Permission

Full Name

Description

Full Control

SERVICE_ALL ACCESS

Grants full control over the ser-
vice

Query
Template

SERVICE_QUERY_CONFIG

Allows the service configuration
to be viewed

Change
Template

SERVICE_CHANGE_CONFIG

Allows the service configuration
to be modified

Query Status

SERVICE_QUERY_STATUS

Allows the SCM to be queried for
the status of a service

Enumerate
Dependents

SERVICE_ENUMERATE_DEPENDENTS

Allows the dependent services to
be displayed

Start

SERVICE_START

Allows the service to be started

Stop

SERVICE_STOP

Allows the service to be stopped

Pause And
Continue

SERVICE_PAUSE_CONTINUE

Allows the service to be paused
and resumed

Interrogate

SERVICE_INTERROGATE

Allows the service to respond to
status queries

User Defined
Control

SERVICE_USER_DEFINED_CONTROL

Allows for special instructions to
be given to the service

Delete

DELETE

Allows the service to be deleted

Read
Permissions

READ_CONTROL

Allows the DACL of the service to
be viewed

Change
Permissions

WRITE_DAC

Allows the DACL of the service to
be modified

Take
Ownership

WRITE_LOWNER

Allows the owner of the service
to be modified

You must know the full name of the service to read the permissions for it when using
the Subinacl.exe utility. The following listing shows how to use Subinacl.exe to read
permissions on a service in Windows XP:
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+Service netlogon

/owner =system

/primary group =system

/audit ace count =1

/apace =everyone SYSTEM_AUDIT_ACE_TYPE-0x2
FAILED_ACCESS_ACE_FLAG-0x80 FAILED_ACCESS_ACE_FLAG-0x0x80
SERVICE_ALL_ACCESS

/perm. ace count =4

/pace =authenticated users ACCESS_ALLOWED_ACE_TYPE-0x0
SERVICE_QUERY_CONFIG-0x1 SERVICE_QUERY_STATUS-
Ox4SERVICE_ENUMERATE_DEPEND-0Xx8 SERVICE_INTERROGATE-
0x80READ_CONTROL-0x20000 SERVICE_USER_DEFINED_CONTROL-0x0100

/pace =builtin\power users ACCESS_ALLOWED_ACE_TYPE-0x0
SERVICE_QUERY_CONFIG-0x1 SERVICE_QUERY_STATUS-0x4
SERVICE_ENUMERATE_DEPEND-0x8 SERVICE_START-0x10
SERVICE_INTERROGATE-0x80 READ_CONTROL~0x20000
SERVICE_USER_DEFINED_CONTROL-0x0100

/pace =builtin\administrators ACCESS_ALLOWED_ACE_TYPE-0x0
SERVICE_ALL_ACCESS

/pace =system ACCESS_ALLOWED_ACE_TYPE-0x0
SERVICE_QUERY_CONFIG-0x1 SERVICE_QUERY_STATUS-0x4
SERVICE_ENUMERATE_DEPEND-0x8 SERVICE_START-0x10

SERVICE_STOP-0x20SERVICE_PAUSE_CONTINUE-0x40
SERVICE_INTERROGATE-0x80
READ_CONTROL-0x20000 SERVICE_USER_DEFINED_CONTROL-0x0100

Figure 9-2 shows the default permissions for the Net Logon service in Windows XP
using the Security Templates MMC snap-in.

!ﬂ Authenticated Users

m Power Users (SEAXPO01\Power Users)

€7 SYSTEM

[ Add... ] { Remove ]
Permissions for Administrators Allow Deny

Full Control [
Read ]
Start, stop and pause [
Write ]
Delete O
Special Pemissions [ M:

For special permissions or for advanced settings,
click Advanced.
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Figure 9-2 Managing service permissions with the Security Templates MMC snap-in
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Default Services in Windows Server 2003, Windows 2000,
and Windows XP

In Windows Server 2003, Windows 2000, and Windows XP, many services are
installed by default with the operating system. Each service is configured according to
different security needs. You should evaluate each service to determine whether the
service is required by computers on your network and whether you need to change
the permissions on the startup value, change the startup value itself, or change the
permissions for the service. The following list describes each of these default services.

Note Unless otherwise noted, all services are installed by default in Windows
Server 2003, Windows 2000, and Windows XP.

B Alerter Notifies selected users and computers of administrative alerts. If this
service is turned off, the computer will not be able to receive administrative
alerts, such as those from the Messenger service or Performance Monitor. This
service should be disabled unless you use administrative alerts. It is disabled by
default in Windows Server 2003 and Windows XP.

m Application Layer Gateway Service Provides support for third-party plug-ins to
Windows Server 2003 and Windows XP Windows Firewall/Internet Connec-
tion Sharing (ICS). Stopping or disabling this service prevents Windows Fire-
wall or ICS from working. You should set this service to start manually.

B Application Management Provides software installation services, such as
Assign, Publish, and Remove. This service processes requests to enumerate,
install, and remove applications deployed over a corporate network. This service
is called when you use Add or Remove Programs in Control Panel to install or
remove an application when you are deploying software by Group Policy. If the
service is disabled, users will be unable to install, remove, or enumerate applica-
tions deployed by using Group Policy. This service should be set to Disabled
unless you are installing applications through Group Policy. The service is
started by the first call made to it—it does not terminate until you stop it manu-
ally or restart the computer.

B ASPNET State Service Part of Microsoft .NET Framework 1.1, which is installed
by default in Windows Server 2003, this service provides support for out-of-pro-
cess session states for ASPNET applications running in Microsoft Internet Infor-
mation Services (11S) 6.0. If this service is stopped, out-of-process requests will
not be processed. If you are not running ASP.NET applications on your servet,
this service can be disabled; by default it is set to start manually.
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Automatic Updates FEnables the download and installation of critical Windows
updates. If the service is disabled, the operating system can be manually updated
at the Windows Update Web site (http://windowsupdate.microsoft.com). Auto-
matic Updates is a default service in Windows Server 2003 and Windows XP and
is added to Windows 2000 computers during the application of Windows 2000
Service Pack 3. You should enable this service to start automatically unless you
have your own security update management solution. You can configure Auto-
matic Updates by using System in Control Panel or by using Group Policy.

Background Intelligent Transfer Service Usesidle network bandwidth to transfer
data to avoid interfering with other network connections. This service is available
only in Windows Server 2003 and Windows XP and should be set to Manual

because it is used by the Automatic Updates service to download security updates.

Certificate Services Creates, manages, and revokes X.509 certificates when Cer-
tificate Services is installed in Windows Server 2003 or Windows 2000 Server.
This service should be set to start automatically if Certificate Services is being
run on the server.

ClipBook Enables the ClipBook Viewer to create and share “pages” of data to be
viewed by a remote computer using Network DDE (NetDDE), which is
described later in this chapter. This service is turned off by default, and it is
started only when a user starts the ClipBook Viewer application. If you disable
this service, the local ClipBook will not be able to send or receive ClipBook data
from remote computers, but the ClipBook will still function properly on the
local computer. You should disable this service.

Cluster Service Operates the server cluster solutions in the Windows platform.
This service is available only in Windows Server 2003, Enterprise Edition, and
Windows 2000 Advanced Server and Datacenter Server with clustering or Net-
work Load Balancing (NLB) installed. You can remove this service by removing
clustering using Add or Remove Programs in Control Panel in Windows 2000.

COM+ Event System Provides automatic distribution of events to subscribing
COM components. If the service is turned off, the System Event Notification Sys-
tem (SENS) stops working—COM+ login and logoff notifications will not occur.
Other COM+ Inbox applications, such as the Volume Snapshot service, will not
work correctly. You should set this service to Manual, unless your COM+ com-
ponents are installed on the computer.

COM+ System Application Manages the configuration and tracking of COM+-
based components. If the service is stopped, most COM+-based components
will not function properly. If this service is disabled, a COM-+ application
installed on the computer will not start. This service is available only in Win-
dows Server 2003 and Windows XP and should be set to start manually, unless
you install COM+ applications on computers on your organization’s network.
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Computer Browser Maintains an up-to-date list of computers on your network
and supplies the list to programs that request it. The Computer Browser service
is used by Windows-based computers that need to view network domains and
resources. If you disable this service, the computer will no longer participate in
browser elections and will not maintain a server list. You can safely disable this
service on most clients and servers on networks that use computers that run
only Windows 2000 and later versions of the operating system.

Cryptographic Services Provides three management services: Catalog Database
Service, which confirms the signatures of Windows files and Microsoft ActiveX
components; Protected Root Service, which adds and removes trusted root Cer-
tification Authority certificates from the computer; and Key Service, which helps
enroll the computer for certificates. If Cryptographic Services is stopped, the
three management services will not function properly. You should set this ser-
vice to start automatically. This service is available only in Windows Server 2003
and Windows XP.

DHCP Client Manages network configuration by registering and updating IP
addresses if the computer has network adapters configured to use the Dynamic
Host Configuration Protocol (DHCP) to obtain TCP/IP information. It is also
responsible for updating dynamic Domain Name System (DNS) servers. You
should set this service to start automatically, unless you have statically configured
IP addresses and information and do not require the automatic updating of DNS.

DHCP Server Uses DHCP to allocate IP addresses to and allow the advanced
configuration of network settings—such as DNS servers and Windows Internet
Name Service (WINS) servers—on DHCP clients automatically. If the DHCP
Server service is turned off, DHCP clients will not receive IP addresses or net-
work settings automatically. This service is available only in Windows Server
2003 and Windows 2000 Server when the DHCP service is installed. You can
remove this service by using Add or Remove Programs in Control Panel.

Distributed File System (DFS) Manages logical volumes distributed across a
local area network (LAN) or wide area network (WAN). DFS is a distributed ser-
vice that integrates disparate file shares into a single logical namespace. This ser-
vice is available only in Windows Server 2003 and Windows 2000 Server when
DFS is installed. It must be running on domain controllers.

Distributed Link Tracking (DLT) Client Maintains links between the NTFS file
system files within a computer or across computers in a domain. The DLT Client
service ensures that shortcuts and object linking and embedding (OLE) links
continue to work after the target file is renamed or moved. If the DLT Client ser-
vice is disabled, you will not be able to track links. Likewise, users on other com-
puters will not be able to track links for documents on your computer. In a
workgroup, you should disable this service because it is not used frequently. In
a domain environment, you should use this service only if you frequently move
files and folders on NTFS volumes.
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Distributed Link Tracking (DLT) Server Stores information so that files moved
between volumes can be tracked for each volume in the domain. The DLT Server
service runs on each domain controller in a domain. This service enables the
DLT Client service to track linked documents that have been moved to a loca-
tion in another NTFS v5 (the version of NTFS used in Windows 2000 and later)
volume in the same domain. If the DLT Server service is disabled, links main-
tained by the DLT Client service might be less reliable. You should disable this
service unless you are using link tracking on your network.

Distributed Transaction Coordinator Coordinates transactions that are distrib-
uted across multiple computer systems and/or resource managers, such as data-
bases, message queues, file systems, or other transaction-protected resource
managers. The Distributed Transaction Coordinator is necessary if transactional
components will be configured through COM+. This service is also required for
transactional queues in Microsoft Message Queuing (MSMQ) and Microsoft
SQL Server operations that span multiple systems. Disabling this service pre-
vents these transactions from occurring. You should set this service to Disabled
on all computers where it is not being used.

DNS Client Resolves and caches DNS names. The DNS Client service must be
running on every computer that will perform DNS name resolution. The capa-
bility to resolve DNS names is crucial for locating domain controllers in Active

Directory domains. Running the DNS Client service is also critical for enabling
location of the devices identified by using DNS names. If the DNS Client service
is disabled, your computers might not be able to locate the domain controllers
of the Active Directory domains and Internet connections. You should set this

service to start automatically unless you are certain that the computer will not

require any host name resolution services.

DNS Server Enables DNS name resolution by answering queries and update
requests for DNS names. This service is available only in Windows Server 2003
and Windows 2000 Server when DNS is installed. You can remove this service
by using Add or Remove Programs in Control Panel.

Error Reporting Service In Windows Server 2003 and Windows XP, by default,
when an application crashes, the user is prompted to report the incident, along
with the crash-dump information. This information is sent to Microsoft for anal-
ysis. You can configure this service by using System in Control Panel. For exam-
ple, you can define which applications should and should not send crash-dump
information. To prevent this service from running, you must set it to Disabled.
You should always set this service to Disabled unless you would like to report
the information to Microsoft.
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Event Log Logs event messages issued by programs and the Windows operat-
ing system. Event Log reports contain information that can be useful in diagnos-
ing problems. Reports are viewed in Event Viewer. The Event Log service writes
to log files the events sent by applications, services, and the operating system. If
the Event Log service is disabled, you will not be able to track events, which

reduces your ability to diagnose problems with your system quickly. In addition,
you will not be able to audit security events. You cannot disable this service.

Fast User Switching Compatibility Enables computers running Windows XP in
aworkgroup to use fast-user switching to switch quickly between multiple active
logon sessions. This feature was designed for home users and does not work
when the computer is a member of a domain. You should disable this service.

Fax Service [Enables you to send and receive faxes. This service is not installed
by default and can be added and removed by using Add or Remove Programs in
Control Panel.

File Replication Maintains file synchronization of file directory contents among
multiple servers. File Replication is the automatic file replication service in Win-
dows Server 2003 and Windows 2000. It is used to copy and maintain files on

multiple servers simultaneously and to replicate the Windows 2000 system vol-
ume (SYSVOL) on all domain controllers. In addition, this service can be config-
ured to replicate files among alternate targets associated with the fault-tolerant

DES. If this service is disabled, file replication will not occur and server data will
not be synchronized. Stopping the File Replication service can seriously impair

a domain controller’s ability to function.

File Server for Macintosh Enables Macintosh-based computers to store and
access files on a Windows-based server machine. If this service is turned off,
Macintosh-based clients will not be able to view any NTFS shares. This service is
not installed by default and can be removed by using Add or Remove Programs
in Control Panel. You should remove this service if you are not sharing files with
Macintosh-based clients.

FTP Publishing Service Provides FTP connectivity and administration through
the IIS console. Features include bandwidth throttling, use of security accounts,
and extensible logging. You should remove this service if you are not running an
FTP site. You can do so by using Add or Remove Programs in Control Panel.

Help and Support Enables the Help and Support application in Windows
Server 2003 and Windows XP to provide dynamic help to users. If disabled, the
Help and Support service application will not function.

HTTP SSL Service In Windows Server 2003, IIS uses this service to facilitate the
creation and management of Secure Sockets Layer (SSL) sessions. Unless you
have installed IIS and are running a Web site that requires SSL, you should dis-
able this service.
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Human Interface Devices Enables generic input access to the Human Interface
Devices (HID), which activates and maintains the use of predefined hot buttons
on keyboards, remote controls, and other multimedia devices. If this service is
stopped, the hot buttons it controls will no longer function. You should set this
service to Disabled unless you use a custom keyboard or other input device for
hotkey mappings. This service exists only in Windows Server 2003 and Win-
dows XP.

IS Admin Service Allows administration of IIS. If this service is not running,
you will not be able to run Web, FTP, Network News Transfer Protocol (NNTP),
or Simple Mail Transfer Protocol (SMTP) sites, and you will not be able to con-
figure IIS. You should remove or disable this service if you will not be using the
IIS Admin Web site to manage the Web components, such as IIS or FTP, on the
computer. You can remove this service by using Add or Remove Programs in
Control Panel.

IMAPI CD-Burning COM Service Enables computers running Windows Server
2003 and Windows XP that are equipped with a CD-ROM drive to create CDs.
You should disable this service on computers that do not have a CD-R or CD-RW
drive and set the service to start manually on computers that do and that require
burning CDs using this service. This service will start when you send files to a
CD-R or CD-RW drive. This service is disabled in Windows Server 2003.

Indexing Service Indexes contents and properties of files on local and remote
computers and provides rapid access to files through a querying language. The
Indexing Service also enables quick searching of documents on local and
remote computers as well as a search index for content shared on the Web. If
this service is either stopped or disabled, all search functionality will be pro-
vided by traversing the folder hierarchy and scanning each file for the requested
string. When the service is turned off, search response is typically much slower.
You should disable this service on servers and set it to start automatically on
workstations.

Internet Authentication Service (IAS) Performs centralized authentication,
authorization, auditing, and accounting of users who are connecting to a net-
work (LAN or remote) by using virtual private network (VPN) equipment,
Remote Access Service (RAS), or 802.1x wireless and Ethernet/switch access
points. IAS implements the Internet Engineering Task Force (IETF) standard
Remote Authentication Dial-In User Service (RADIUS) protocol. If TAS is dis-
abled or stopped, authentication requests will fail over to a backup IAS server, if
one is available. If none of the other backup IAS servers are available, users will
not be able to connect. This service only appears in the Services list in Windows
Server 2003 and Windows 2000 Server when IAS is installed. You should
remove this service on computers that are not RADIUS servers, proxies, or cli-
ents by using Add or Remove Programs in Control Panel.
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Internet Connection Sharing Provides network address translation (NAT),
addressing, and name resolution services for all computers on your home or
small-office network through a dial-up or broadband connection in Windows
2000. This service is available only in Windows 2000 and should be disabled
unless the computer will be used as a gateway to another network.

Intersite Messaging  Allows the sending and receiving of messages between
Windows server sites. This service is used for mail-based replication between
sites. The Active Directory directory service includes support for replication
between sites by using SMTP over IP transport. If you are not using the SMTP
service in IIS, you should remove this service by using Add or Remove Programs
in Control Panel, unless the computer is a domain controller that uses SMTP for
intersite replication. '

IPSec Services (IPSec Policy Agent in Windows 2000) Manages IP Security
(IPSec) policy, including the Internet Key Exchange (IKE) protocol, and coordi-
nates IPSec policy settings with the IP security driver. If you know you will not
be using IPSec, you should set this service to manual startup. Otherwise, you

- should set this service to start automatically.

Kerberos Key Distribution Center Enables users to log on to the network using
the Kerberos v5 authentication protocol. If this service is stopped on a domain
controller, users will be unable to log on to the domain and access services when
using that domain controller for authentication. This service exists only on Win-
dows Server 2003 and Windows 2000 Active Directory domain controllers.

License Logging Tracks Client Access License usage for server products, such

as 1IS, Terminal Services, and File and Print Services, as well as products such as
SQL Server and Microsoft Exchange Server. If this service is disabled, licensing
for these programs will work properly, but usage will no longer be tracked. This
service is available only in Windows Server 2003 and Windows 2000 Server and
should be disabled unless you are tracking license usage.

Logical Disk Manager Watches Plug and Play events for new drives to be
detected and passes volume and/or disk information to the Logical Disk Man-
ager Administrative Service to be configured. If disabled, the Disk Management
MMC snap-in display will not change when disks are added or removed. This
service should not be disabled if dynamic disks are in the system. You should set
this service to start manually.

Logical Disk Manager Administrative Service Performs administrative services
for disk management requests. This service is started only when you configure a
drive or partition or when a new drive is detected. This service does not run by
default, but it is activated whenever dynamic disk configuration changes occur
or when the Disk Management MMC snap-in is open. The service starts, com-
pletes the configuration operation, and then exits. You should set this service to
start manually.



182

Part Il

Securing the Core Operating System

B Message Queuing Provides a messaging infrastructure and development tool

for creating distributed messaging applications for the Windows operating sys-
tem. Microsoft Message Queuing (MSMQ) provides guaranteed message deliv-
ery, efficient routing, security, support for sending messages within
transactions, and priority-based messaging. Disabling MSMQ affects a number
of other services, including COM+ Queued Component (QC) functionality,
some parts of Windows Management Instrumentation (WMI), and the MSMQ
Triggers service. If you are not using a message queue on the computer, you
should remove the Message Queuing service by using Add or Remove Programs
in Control Panel.

Messenger Sends messages to or receives them from users and computers.
This service also sends and receives messages transmitted by administrators or
the Alerter service. If disabled, Messenger notifications cannot be sent to or
received from the computer or from users currently logged on, and the NET
SEND and NET NAME commands will no longer function. You should disable
this service unless you have applications that send administrative alerts, such as
uninterruptible power supply (UPS) software or print notifications. The Mes-
senger service is disabled by default in Windows Server 2003 Service Pack 1 and
Windows XP Service Pack 2.

Microsoft Software Shadow Copy Provider Manages software-based volume
shadow copies taken by the Volume Shadow Copy service in Windows Server
2003 and Windows XP. If this service is stopped, software-based volume
shadow copies cannot be managed. You should disable this service unless you
are using volume shadow copies to archive data, in which case the service
should be set to manual.

Net Logon Supports pass-through authentication of account logon events for
computers in a domain. This service is started automatically when the computer
is a member of a domain. It is used to maintain a secure channel to a domain
controller for use by the computer in the authentication of users and services
running on the computer. In the case of a domain controller, the Net Logon ser-
vice handles the registration of the computer’s DNS names specific to domain
controller locator discoveries. On domain controllers, the service enables pass-
through authentication for other domain controllers by forwarding pass-
through authentication requests to the destination domain controller, where the
logon credentials are validated. If this service is turned off, the computer will not
operate properly in a domain. Specifically, it can deny NT LAN Manager
(NTLM) authentication requests and, in the case of a domain controller, will not
be discoverable by client machines. You should set this service to start automat-
ically for all domain members and manually for nondomain members. You will
need to start this service before joining the domain on non-domain-joined com-
puters if you set it to start manually.
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NetMeeting Remote Desktop Sharing Allows authorized users to access your
Windows desktop remotely from another PC over a corporate intranet by using
Microsoft NetMeeting. The service must be explicitly enabled by NetMeeting
and can be disabled in NetMeeting or shut down by using the notification area
icon. Disabling the service unloads the NetMeeting display driver used for appli-
cation sharing. You should disable this service unless you are using NetMeeting
for business needs.

Network Connections Manages objects in the Network and Dial-Up Connec-
tions folder, in which you can view both network and remote connections. This
service takes care of network configuration (client side) and displays the status
in the notification area on the desktop (the area on the taskbar to the right of the
taskbar buttons). You can also access configuration parameters through this ser-
vice. Disabling this service will prevent you from configuring your LAN settings
and domain members from receiving group policies. You should set this service
to start manually.

Network DDE  Provides network transport and security for dynamic data
exchange (DDE) by applications running on the same computer or on different
computers. This service is not started by default, and it is started only when
invoked by an application that uses Network DDE (NetDDE), such as
Clipbrd.exe or DDEshare.exe. If you disable the service, any application that
depends on NetDDE will time out when it tries to start the service. You should
disable this service unless you use NetDDE-enabled applications.

Network DDE DSDM  Manages shared dynamic data exchange and is used only
by Network DDE to manage shared DDE conversations. You should disable this
service unless you use NetDDE-enabled applications.

Network Location Awareness (NLA) Collects and stores network configuration
and location information and notifies applications when this information
changes. Disabling this service will prevent Windows Firewall from working,.
You should set this service to start manually.

Network News Transfer Protocol (NNTP) Creates an NNTP-enabled news
server. If the service is off, client computers will not be able to connect and read
or retrieve posts. You should remove this service by using Add or Remove Pro-
grams in Control Panel if you are not running an NNTP server.

NT LM Security Support Provider Enables applications to log on to validate
authentication credentials by calling through the NLTM Security Support Pro-
vider (SSP). If this service is stopped, users will not be able to log on to applica-
tions that call the NTLM SSP. Most applications do not call this SSP directly. You
should set this service to start manually.
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B Performance Logs and Alerts Configures performance logs and alerts. This ser-

vice is used to collect performance data automatically from local or remote com-
puters that have been configured by using the Performance Logs and Alerts
snap-in. If the service is stopped by a user, all currently running data collections
will terminate and no scheduled collections will occur. You should set this ser-
vice to Disabled unless you are monitoring the performance of a server by using
the Performance Logs and Alerts MMC snap-in.

Plug and Play Enables a computer to recognize and adapt to hardware changes
with little or no user input. With Plug and Play, a user can add or remove devices
without any intricate knowledge of computer hardware and without being
forced to manually configure hardware or the operating system. Disabling this
service will prevent the computer from starting. You should set this service to
start automatically.

Portable Music Serial Number Service FEnables a computer running Windows
Server 2003 or Windows XP to retrieve information about portable music play-
ers attached to the computer as part of the Digital Rights Management (DRM)
features. You should disable this service on computers that will not be used with
portable music devices, such as MP3 players.

Print Server for Macintosh Enables Macintosh clients to route printing to a
print spooler located on a computer running Windows Server 2003 or Win-
dows 2000 Server. If this service is stopped, printing will be unavailable to Mac-
intosh clients. If the computer does not have a printer used by Macintosh-based
clients, you should remove this service by using Add or Remove Programs in
Control Panel.

Print Spooler Queues and manages print jobs locally and remotely. The print
spooler is the heart of the Windows printing subsystem and controls all printing
jobs. This service manages the print queues on the system and communicates
with printer drivers and I/O components. If the Print Spooler service is dis-
abled, you will not be able to print and other users will not be able to print to a
printing device attached to your computer. You should set this service to Auto-
matic, unless you are certain that no one will be printing to or from the com-
puter. If users will not be printing to or from the computer, you should set this
service to Disabled.

Protected Storage Provides protected storage for sensitive data, such as private
keys, to prevent access by unauthorized services, processes, or users. Protected
Storage (P-Store) is a set of software libraries that allows applications to fetch
and retrieve security and other information from a personal storage location,
hiding the implementation and details of the storage itself. The storage location
provided by this service is not secure or protected from modification. P-Store
uses the Hash-Based Message Authentication Code (HMAC) and the SHA1
cryptographic hash function to encrypt the user’s master key. This component
requires no configuration. Disabling it will make information protected with
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this service inaccessible to you. P-Store is an earlier service that has been sup-
planted by the Data Protection API (DPAPI), which is currently the preferred ser-
vice for protected storage. You should set this service to start automatically.
Microsoft Internet Explorer stores Autocomplete forms, user names, passwords,
and URL histories in P-Store.

QoS Admission Control (RSVP) Provides network signaling and local traffic-con-
trol setup functionality for Quality of Service—aware programs and control
applets. You should set this service to start manually.

QoS RSVP  Invoked when an application uses the Generic Quality of Service
(GQoS) API to request a specific quality of service on the end-to-end connection
it uses. If disabled, QoS is not guaranteed to the application. The application
must then decide whether to accept best-effort data transmission or refuse to
run. You should set this service to start manually.

Remote Access Auto Connection Manager Creates a connection to a remote net-
work whenever a program references a remote DNS or NetBIOS name or
address. This service detects an attempt to resolve the name of a remote com-
puter or share or an unsuccessful attempt to send packets to a remote computer
or share. The service brings up a dialog box that offers to make a dial-up or VPN
connection to the remote computer. Disabling the service has no effect on the
rest of the operating system. You should disable this service unless you have a
specific reason to use it.

Remote Access Connection Manager Creates a network connection. This ser-
vice manages the actual work of connecting, maintaining, and disconnecting
dial-up and VPN connections from your computer to the Internet or other
remote networks. Double-clicking a connection in the Network and Dial-Up
Connections folder and selecting the Dial button generates a work request for
this service that is queued with other requests for creating or destroying connec-
tions. This service will unload itself when no requests are pending. But in prac-
tice, the Network and Dial-Up Connections folder calls on this service to
enumerate the set of connections and to display the status of each one. So,
unless the Network and Dial-Up Connections folder contains no connections,
the service will always be running. The service cannot be disabled without
breaking other portions of the operating system, such as the Network and Dial-
Up Connections folder. You should set this service to Manual, unless you are
certain that you will not be using remote access connections, in which case you
should disable the service.

Remote Desktop Help Session Manager Manages and controls the Remote
Assistance feature in Windows Server 2003 and Windows XP. If this service is
stopped or disabled, Remote Assistance will be unavailable. You should disable
this service unless your organization uses the Remote Assistance feature, in
which case you should set the service to start manually.



186

Part lll:

Securing the Core Operating System

B Remote Installation (Boot Information Negotiation Layer (BINL) in Windows

2000) Enables you to install Windows Server 2003, Windows 2000, and Win-
dows XP on computers equipped with pre-execution-compatible network inter-
face cards. The BINL service is the primary component of Remote Installation
Services (RIS). If BINL is no longer needed on the system, you can discontinue
its use by using the Add/Remove Windows Components option in Control
Panel to remove the RIS component. If turned off, RIS will not allow client
machines to install the operating system remotely. This service is available in
Windows Server 2003 and Windows 2000 Server only when RIS is installed.

Remote Procedure Call (RPC) Provides the RPC endpoint mapper and other
miscellaneous RPC services. If this service is turned off, the computer will not
boot. You should set this service to start automatically.

Remote Procedure Call (RPC) Locator Provides the name services for RPC cli-
ents. This service helps locate RPC servers that support a given interface (also
known as an RPC named service) within an enterprise. This service is turned off
by default. Note that no operating system component uses this service, although
some applications might. You should set this service to start manually.

Remote Registry Allows remote registry manipulation. This service lets users
connect to a remote registry and read and/or write keys to it—provided they
have the required permissions. This service is usually used by remote adminis-
trators and performance monitor counters. If disabled, the service doesn’t affect
registry operations on the computer on which it runs; therefore, the local system
will run in the same manner. Other computers or devices will no longer be able
to connect to this computer’s registry. You must be running this service to use
some patch management tools, such as Microsoft Baseline Security Analyzer
(MBSA). You should set this service to start automatically.

Remote Storage Engine Migrates infrequently used data to tape. This service
leaves a marker on disk, allowing the data to be recalled automatically from tape
if you attempt to access the file. If you are not using remote storage, you should
remove or disable this service. Otherwise, you should set it to start manually.

Remote Storage File Manages operations on remotely stored files. If you are not
using the remote storage feature of Windows Server 2003 or Windows 2000,
you should remove or disable this service.

Remote Storage Media Controls the media used to store data remotely. If you
are not using the remote storage feature of Windows Server 2003 or Windows
2000, you should remove or disable this service.

Remote Storage Notification Enables Remote Storage to notify you when you
have accessed an offline file. Because it takes longer to access a file that has been
moved to tape, Remote Storage will notify you if you are attempting to read a file
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that has been migrated and will allow you to cancel the request. If this service is
turned off, you will not receive any additional notification when you try to open
offline files. Nor will you be able to cancel an operation that involves an offline
file. If you are not using the remote storage feature of Windows Server 2003 or
Windows 2000, you should remove or disable this service.

Removable Storage Manages removable media drives and libraries. This service
maintains a catalog of identifying information for removable media used by a
system, including tapes, CDs, and so on. This service is used by features such as
Backup and Remote Storage to handle media cataloging and automation. This
service stops itself when there is no work to do. If you are not using the remote
storage feature of Windows Server 2003 or Windows 2000, you should disable
this service.

Resultant Set of Policy Provider This service enables you to connect to a Win-
dows Server 2003 domain controller, access the WMI database for that com-
puter, and simulate Resultant Set of Policy (RSoP) for Group Policy settings that
would be applied to a user or computer located in Active Directory in a Win-
dows 2000 or later domain. You should set this service to Disabled and enable
it only when using RSoP.

Routing and Remote Access Offers routing services in LAN and WAN environ-
ments, including VPN services. If this service is turned off, incoming remote
access and VPN connections, dial-on-demand connections, and routing proto-
cols will not be available. In a routing context, Routing and Remote Access Ser-
vice (RRAS) drives the TCP/IP stack-forwarding engine. The forwarding code
can be enabled outside the service for various reasons, most notably Internet
Connection Sharing (ICS). You should set this service to Disabled.

Secondary Logon (RunAs Service in Windows 2000) Allows you to run specific
tools and programs with different permissions than your current logon pro-
vides. You should set this service to start automatically.

Security Accounts Manager Startup of this service signals to other services that
the Security Accounts Manager (SAM) subsystem is ready to accept requests.
This service should not be disabled. Doing so will prevent other services in the
system from being notified when the SAM is ready, which can in turn cause
those services to not start correctly.

Server Provides RPC support, file print sharing, and named pipe sharing over
the network. The Server service allows the sharing of your local resources (such
as disks and printers) so that other users on the network can access them. It also
allows named pipe communication between applications running on other
computers and your computer, which is used for RPC. You should set this ser-
vice to start automatically.
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Shell Hardware Detection Monitors and provides notification for AutoPlay
hardware events, such as the insertion of CD-ROM disks or USB storage devices.
You should disable this service on servers and set it to start automatically on
workstations. This service to not available in Windows 2000.

Simple Mail Transfer Protocol (SMTP) Transports e-mail across the network.
The SMTP service is used as an e-mail submission and relay agent. It can accept
and queue e-mail for remote destinations and retry at specified intervals. The
Collaboration Data Objects (CDO) for Windows Server 2003 or Windows 2000
COM components can use the SMTP service to submit and queue outbound
e-mail. If you are not using this service, you should remove it by using Add or
Remove Programs in Control Panel.

Single Instance Storage Groveler Is an integral component of Remote Installa-
tion Services (RIS). The Single Instance Storage Groveler is installed only when
you add the RIS component from Add or Remove Windows Components in
Control Panel or select it when initially installing the operating system. If the
service is turned off, RIS installation images will expand to their full image size
and you will not be able to conserve space on the hard drive. You should remove
the RIS service by using Add or Remove Programs in Control Panel if the com-
puter is not a RIS server.

Site Server ILS Service As part of IIS, this service scans TCP/IP stacks and
updates directories with the most current user information. Windows 2000 is
the last version of the operating system to support the Site Server Internet Loca-
tor Service (ILS). You should remove this service by using Add/Remove Pro-
grams in Control Panel if you are not using it on your Web server.

Smart Card Manages and controls access to a smart card inserted into a smart
card reader attached to the computer. The Smart Card service is based on Per-
sonal computer/Smart Card (PC/SC) consortium standards for accessing infor-
mation on smart card devices. Disabling the Smart Card service will resultin a
loss of smart card support in the system. You should set this service to Disabled
unless the computer uses smart cards for authentication, in which case, you
should set the service to start manually.

Smart Card Helper Provides support for earlier smart card readers attached to
the computer. This component is designed to provide enumeration services for
the Smart Card service so that earlier non-Plug and Play smart card reader
devices can be supported. Turning off this service will remove support for non—-
Plug and Play readers. You should set this service to Disabled unless the com-
puter uses smart cards for authentication, in which case, you should set the ser-
vice to start manually.



Chapter 9: Managing Security for System Services 189

SNMP Service Allows incoming Simple Network Management Protocol
(SNMP) requests to be serviced by the local computer. SNMP includes agents
that monitor activity in network devices and report to the network console
workstation. If the service is turned off, the computer no longer responds to
SNMP requests. If the computer is being monitored by network management
tools, the tools will not be able to collect data from the computer or control
its functionality using SNMP. If you are not monitoring the computer with
SNMP, you should remove this service by using Add or Remove Programs in
Control Panel.

SNMP Trap Service Receives SNMP trap messages generated by local or remote
SNMP agents and forwards the messages to SNMP management programs run-
ning on the computer. If the service is turned off, SNMP applications will not
receive SNMP traps that they are registered to receive. If you are using a com-
puter to monitor network devices or server applications through SNMP traps,
you might miss significant system occurrences. If you are not monitoring the
computer with SNMP, you should remove this service by using Add or Remove
Programs in Control Panel.

SSPD Discovery Services Enables the discovery of Universal Plug and Play
(UPnP) devices in Windows XP. You should set this service to Disabled, unless
you actively use UPnP devices on your network.

still Image Service Loads necessary drivers for imaging devices (such as scan-
ners and digital still-image cameras), manages events for those devices and asso-
ciated applications, and maintains device state. The service is needed to capture
events generated by imaging devices (such as button presses and connections).
If the service is not running, events from the imaging devices connected to the
computer will not be captured and processed. This service should be disabled
unless digital images are downloaded on the computer from digital imaging
devices.

System Event Notification Tracks system events, such as Windows logon net-
work events and power events, and notifies COM+ Event System subscribers of
these events. System Event Notification System (SENS) is started automatically
and depends on the COM+ Event System service. Disabling this service has the
following effects:

0 The Win32 APIs IsNetworkAlive() and IsDestinationReachable() will not
work well. These APIs are mostly used by mobile applications and portable
computers.

0 SENS interfaces do not work properly. In particular, SENS Logon/Logoff
notifications will not work.
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o The Work Offline notification will not work. Internet Explorer 5.0 or later
uses SENS on portable computers to trigger when the user goes offline or
online (by triggering the Work Offline prompt).

QO SyncMgr (Mobsync.exe) will not work properly. SyncMgr depends on con-
nectivity information and Network Connect/Disconnect and Logon/Logoff
notifications from SENS.

a COM+ Event System will try to notify SENS of some events but will not be
able to. ‘

B System Restore Service Performs the automated backup and restore of a core

set of specified system and application file types (for example, .exe, .dll) that
cannot be changed in Windows XP. System Restore Service does not back up
any user data. You can configure System Restore Service by using System in
Control Panel. You should set this service to start automatically, unless you are
certain that you will not be using it.

Task Scheduler Enables a program to run at a designated time. This service
allows you to perform automated tasks on a chosen computer. Task Scheduler is
started each time the operating system is started. If Task Scheduler is disabled,
jobs that are scheduled to run will not run at their designated time or interval.
You should set this service to start manually.

TCP/IP NetBIOS Helper Enables support for the NetBIOS over TCP/IP (NetBT)
service and NetBIOS name resolution. This service is an extension of the kernel
mode NetBT. It should be considered an integral part of NetBT, rather than a
normal service. This service does two things for NetBT, which you cannot do in
kernel mode:

Q Performs DNS name resolution
Q Pings a set of IP addresses and returns a list of reachable IP addresses

If this service is disabled, NetBT’s clients—including the Workstation, Server,
Netlogon, and Messenger services—could stop responding. As a result, you
might not be able to share files and printers, you might not be able to log on, and
Group Policy will no longer be applied. You should set this service to start auto-
matically.

Telephony Provides Telephony API (TAPI) support for programs that control
telephony devices and IP-based voice connections on the local computer and
through the LAN on servers that are running the service. If no other dependent
service is running and you stop the Telephony service, it will be restarted when
any application makes an initialization call to the TAPI interface. If the service is
disabled, any device that depends upon it will not be able to run. You should set
this service to start manually.
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Telnet Allows a remote user to log on to the system and run console programs
by using the command line. A computer running the Telnet service can support
connections from various TCP/IP telnet clients. You should disable this service
unless you use the Telnet service to manage your computer.

Terminal Services Provides a multisession environment that allows client
devices to access a virtual interactive logon to a computer running Windows
Server 2003, Windows XP, or Windows 2000 Server. Terminal Services allows
multiple users to be connected interactively to the computer in their own iso-
lated session. You should set this service to start automatically unless you are
certain that you will not be using Windows Terminal Services, Remote Desktop,
Fast-User Switching, or Remote Assistance, in which case you can disable this
service.

Terminal Services Licensing Installs a license server and provides registered cli-
ent licenses when connecting to a Windows Server 2003 or Windows 2000 ter-
minal server. If this service is turned off, the server will be unavailable to issue
terminal server licenses to clients when they are requested. If another license
server is discoverable on a domain controller in the forest, the requesting termi-
nal server will attempt to use it. You should remove this service by using Add or
Remove Programs in Control Panel.

Terminal Services Session Directory Provides services for clustered Terminal
Services to allow client devices to access and reconnect to virtual Windows
desktop sessions in Windows Server 2003. This service is disabled by default
and should be enabled only if the server is participating in a cluster to applica-
tion terminal servers.

Themes Provides management themes in the Windows XP user interface. You
should set this service to start automatically. It is disabled by default in Win-
dows Server 2003.

Trivial FTP Daemon  Trivial File Transfer Protocol (TFTP) is an integral part of
Remote Installation Services. To disable this service, uninstall RIS. Disabling the
Trivial FTP Daemon service directly will cause RIS to malfunction. You should
remove RIS by using Add or Remove Programs in Control Panel if the computer
is not a RIS server.

Uninterruptible Power Supply Manages communications with an uninterrupt-
ible power supply (UPS) connected to the computer by a serial port. If this ser-
vice is turned off, communications with the UPS will be lost. You should disable
this service unless you have a UPS device connection to the computer.

Universal Plug and Play Device Host Manages the operation of UPnP devices on
the local computer. Disabling this service will prevent the use of UPnP devices;
however, regular Plug and Play devices will continue to function normally. You
should disable this service unless your network actively uses UPnP devices.
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Upload Manager Manages synchronous and asynchronous file transfers on
computers running Windows Server 2003 or Windows XP between clients and
servers on the network. If this service is stopped, synchronous and asynchro-
nous file transfers between clients and servers on the network will not occur.
Driver data is anonymously uploaded from customer computers to Microsoft
and then used to help users find the drivers required for their systems. If users
do not need to use Windows Update to locate updates to drivers, this service

should be disabled.

Utility Manager Starts and configures accessibility tools from one window.
Utility Manager allows faster access to some accessibility tools and displays the
status of the tools or devices that it controls. This service saves users time
because an administrator can designate that certain features start when the Win-
dows operating system starts. Utility Manager includes three built-in accessibil-
ity tools: Magnifier, Narrator, and On-Screen Keyboard. You should disable this
service if you are not going to use it.

Virtual Disk Service Provides a single interface for managing block storage vir-
tualization whether done in operating system software, redundant array of inde-
pendent disks (RAID) storage hardware subsystems, or other virtualization
engines. You should disable this service unless you require its features.

Volume Shadow Copy Manages and implements Volume Shadow copies used
for backup and other purposes. This service is set to start manually and you
should disable it only if you would like to disable Volume Shadow Copy func-
tionality in Windows XP and Windows Server 2003.

WebClient Enables computers running Windows Server 2003 or Windows XP
to modify Internet-based or intranet-based files, including Web-Based Distrib-
uted Authoring and Versioning (WebDAV) extensions for HTTP. You should set
this service to start manually except on servers where it should be disabled. It is
disabled by default in Windows Server 2003.

Windows Audio  Enables Windows Server 2003 or Windows XP to manage
audio devices. In Windows Server 2003, it is disabled by default, and in Win-
dows XP it starts automatically.

Windows Firewall/Internet Connection Sharing (ICS} Provides personal firewall
and Internet connection sharing in Windows Server 2003 and Windows XP.
You should configure this service to start automatically on computers that will
be using Windows Firewall or ICS.

Windows Image Acquisition (WIA) Manages the retrieval of images from digital
cameras and scanners from devices attached to computers that run Windows
Server 2003 or Windows XP. You should set this service to Disabled unless you
use these devices on computers. It is disabled by default in Windows Server 2003.
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Windows Installer Installs, repairs, or removes software according to instruc-
tions contained in .msi files provided with the applications. If disabled, the
installation, removal, repair, and modification of applications that make use of
the Windows Installer will fail. You should set this service to start manually.

Windows Internet Name Service (WINS) Enables NetBIOS name resolution.
Presence of the WINS server(s) is crucial for locating the network resources
identified by using NetBIOS names. WINS servers are required unless all
domains have been upgraded to Active Directory, all computers on the network
are running Windows 2000, and you no longer have applications that rely on
NetBIOS to locate other computers or users. If you are not running a WINS
server on the computer, you should remove this service by using Add or Remove
Programs in Control Panel.

Windows Management Instrumentation (WMI) Provides system management
information. WMI is an infrastructure for building management applications
and instrumentation. WMI provides access to the management data through a
number of interfaces, including COM AP, scripts, and command-line interfaces.
If this service is turned off, WMI information will be unavailable and Group Pol-
icy might not be applied correctly. You should leave this service to start automat-
ically.

Windows Management Instrumentation Driver Extensions Tracks all the drivers
that have registered WMI information to publish. If the service is turned off, cli-
ents cannot access the WMI information published by drivers. However, if the
WMI APIs detect that the service is not running, the APIs will attempt to restart
the service.

Windows Time Sets the computer clock. Windows Time (W32Time) maintains
date and time synchronization on all computers running on a Windows net-
work. It uses the Network Time Protocol (NTP) to synchronize computer clocks
so that an accurate clock value, or timestamp, can be assigned to network vali-
dation and resource access requests. The implementation of NTP and the inte-
gration of time providers make W32Time a reliable and scalable time service for
enterprise administrators. For computers not joined to a domain, W32Time can
be configured to synchronize time with an external time source. If this service is
turned off, the time setting for local computers will not be synchronized with
any time service in the Windows domain or with an externally configured time
service. You should set this service to start automatically.

WinHTTP Web Proxy Auto-Discovery Service Implements the Web Proxy Auto-
Discovery (WPAD) protocol for Windows HTTP Services (WinHTTP). WPAD is
a protocol that enables an HTTP client to discover a proxy configuration auto-
matically. This service, available only in Windows Server 2003, should be dis-
abled unless its functionality is specifically required.
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B Wireless Configuration Provides the automatic configuration of supported
802.11 wireless network adapters in Windows Server 2003 and Windows XP.
You should set this service to start automatically unless you will not be using
wireless network adapters on the computer, in which case, you should disable
the service.

B WMI Performance Adapter Provides performance library information from
WMI HiPerf providers. The service, available only in Windows Server 2003, is a
manual service and is not running by default. You should allow this service to
start manually.

B Workstation Provides network connections and communications. The Work-
station service is a user-mode wrapper for the Microsoft Networks redirector.
The service loads and performs configuration functions for the redirector, pro-
vides support for making network connections to remote servers, provides sup-
port for the Windows Network (WNet) APIs, and furnishes redirector statistics.
If this service is turned off, no network connections can be made to remote com-
puters using Microsoft Networks.

B World Wide Web Publishing Service Provides HTTP services for applications
on the Windows platform. The service depends on the IIS administration ser-
vice and kernel TCP/IP support. If this service is turned off, the operating sys-
tem will no longer be able to act as a Web server. See also the IS Admin Service
entry in this list.

Best Practices

B Disable unused services. For computers running Windows Server 2003, Win-
dows 2000, and Windows XP, carefully evaluate which services are required to
support your organization’s software applications. Disable any services you
are certain you will not need to minimize the potential attack surface of the
computer.

These are the recommended minimum services to run:

Service ettin
COM+ Event System Manual
DHCP Client Automatic (if needed)
DNS Client Automatic
Event Log Automatic
Logical Disk Manager Automatic
Logical Disk Manager Administrative Manual
Service
Net Logon Automatic

Network Connections Manual
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Service Setting
Performance Logs and Alerts Manual
Plug and Play Automatic
Protected Storage Automatic
Remote Procedure Call (RPC) Automatic

Remote Registry

Automatic (required for Microsoft Base-
line Security Analyzer)

Security Accounts Manager Automatic
Server Automatic
System Event Notification Automatic
TCP/IP NetBIOS Helper Automatic
Window Management Instrumenta- Automatic
tion (WMI)

Windows Management Instrumenta- Manual
tion Driver Extensions

Windows Time (W32Time) Automatic
Workstation Automatic

Domain controllers require these additional services:

Service Setting

Distributed File System (DFS) Automatic
DNS Server Automatic
File Replication Automatic
Intersite Messaging Automatic
Kerberos Key Distribution Center Automatic
NT LM Security Support Provider Automatic

Additional Information

®  Microsoft Windows Internals, Fourth Edition (Microsoft Press, 2005)

B Services on MSDN (http://msdn.microsoft.com/library/en-us/dllproc/base

//services.asp)

m  Knowledge Base article 288129: “How to Grant Users Rights to Manage Services
in Windows 2000” (http://support.microsoft.com/kb/288129)

B Knowledge Base article 325349: “How to Grant Users Rights to Manage Services
in Windows Server 2003” (http.//support.microsoft.com/kb/325349)

m Knowledge Base article 327618: “Security, Services, and the Interactive Desktop”
(http://support.microsoft.com/kb/327618)
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TCP/1P is an industry-standard suite of protocols designed to facilitate communica-
tion between computers on large networks. TCP/IP was developed in 1969 by the U.S.
Department of Defense Advanced Research Projects Agency (DARPA) as the result of
a resource-sharing experiment called ARPANET (Advanced Research Projects Agency
Network). Since 1969, ARPANET has grown into a worldwide community of networks
known as the Internet, and TCP/IP has become the primary protocol used on all net-
works. Unfortunately, TCP/IP was not designed with security in mind and thus has
very few security components by default. Consequently, it is often a source of network
vulnerabilities. The Microsoft Windows operating system provides several methods
that you can use to add security to TCP/IP, including securing the TCP/IP stack and
using IP Security (IPSec). We will examine both techniques in this chapter.

Securing TCP/IP

You cannot successfully secure computer networks without knowing how TCP/1P
works. Nearly all computeérs today use TCP/IP as their primary network communica-
tion protocol. Thus, without physical access to a computer, an attacker must use TCP/
IP to attack it. Consequently, TCP/IP security is often your first line of defense against
attackers attempting to compromise your organization’s network and therefore
should be part of any defense-in-depth strategy for securing networks. You can config-
ure additional security for the TCP/IP protocol stack in Microsoft Windows Server
2003, Windows 2000, and Windows XP to protect a computer against common
attacks, such as denial-of-service attacks, and to help prevent attacks on applications
that use the TCP/IP protocol.
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Understanding Internet Layer Protocols

TCP/IP primarily operates at two levels in the OSI model: the Internet layer and the
transport layer. The Internet layer is responsible for addressing, packaging, and rout-
ing functions. The core protocols of the Internet layer include the Internet Protocol
(IP), Address Resolution Protocol (ARP), and Internet Control Message Protocol
(ICMP):

m [P Aroutable protocol responsible for logical addressing, routing, and the frag-
mentation and reassembly of packets

B ARP Resolves IP addresses to Media Access Control (MAC) addresses and vice
versa

®m ICMP Provides diagnostic functions and reporting errors for unsuccessful
delivery of IP packets

The TCP/IP protocol suite includes a series of interconnected protocols called the core
protocols. All other applications and protocols in the TCP/IP protocol suite rely on the
basic services provided by several protocols, including IP, ARP, and ICMP.

IP

IP is a connectionless, unreliable datagram protocol primarily responsible for address-
ing and routing packets between hosts. Connectionless means that a session is not
established to manage the exchange of data. Unreliable means that delivery is not
guaranteed. IP always makes a best-effort attempt to deliver a packet. An IP packet
might be lost, delivered out of sequence, duplicated, or delayed. IP does not attempt to
recover from these types of errors. The acknowledgment of packets delivered and the
recovery of lost packets is the responsibility of a higher-layer protocol, such as Trans-
mission Control Protocol (TCP). IP is defined in RFC 791.

An IP packet consists of an IP header and an IP payload. The IP header contains infor-
mation about the IP packet, and the IP payload is the data being encapsulated by the
IP protocol to be transmitted to the receiving host. The following list describes the key
fields in the IP header:

W Source IP Address The IP address of the source of the IP datagram.
m Destination IP Address The IP address of the destination of the IP datagram.

W Identification Used to identify a specific IP datagram and all fragments of a spe-
cific IP datagram if fragmentation occurs.

B Protocol Informs IP at the destination host whether to pass the packet up to
TCP, User Datagram Protocol (UDP), ICMP, or other protocols.
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B Checksum A simple mathematical computation used to verify the integrity of
the IP header. If the IP header does not match the checksum, the receiving host
will disregard the packet. This checksum does not include any information out-
side the IP header.

B Time To Live (TTL) Designates the number of networks on which the datagram
is allowed to travel before being discarded by a router. The TTL is set by the
sending host and is used to prevent packets from endlessly circulating on an IP

- network. When forwarding an IP packet, routers decrease the TTL by at least
one.

W Fragmentation And Reassembly Ifarouter receives an IP packet that is too large
for the network to which the packet is being forwarded, IP fragments the origi-
nal packet into smaller packets that fit on the downstream network. When the
packets arrive at their final destination, IP on the destination host reassembles
the fragments into the original payload. This process is referred to as fragmenta-
tion and reassembly. Fragmentation can occur in environments that have a mix
of networking technologies, such as Ethernet and Token Ring. The fragmenta-
tion and reassembly process works as follows:

1. When an IP packet is sent, the sending host places a unique value in the
Identification field.

2. The IP packet is received at the router. If the router determines that the
Maximum Transmission Unit (MTU) of the network onto which the
packet is to be forwarded is smaller than the size of the IP packet, the
router fragments the original IP payload into multiple packets, each of
which is smaller than the receiving network’s MTU size. Each fragment is
sent with its own IP header that contains the following;

O The original Identification field, which identifies all fragments that
belong together.

Q The More Fragments flag, which indicates that other fragments follow.
The More Fragments flag is not set on the last fragment because no
other fragments follow it.

O The Fragment Offset field, which indicates the position of the fragment
relative to the original IP payload.

3. When the fragments are received by the destination host, they are identi-
fied by the Identification field as belonging together. The Fragment Offset
field is then used to reassemble the fragments into the original IP payload.
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ARP

Address Resolution Protocol performs IP address—to-MAC address resolution for out-
going packets. As each outgoing addressed IP datagram is encapsulated in a frame,
source and destination MAC addresses must be added. Determining the destination
MAC address for each frame is the responsibility of ARP. ARP is defined in RFC 826.

ICMP

Internet Control Message Protocol provides troubleshooting facilities and error
reporting for packets that are undeliverable. For example, if IP is unable to deliver a
packet to the destination host, ICMP sends a Destination Unreachable message to the
source host. Table 10-1 shows the most common ICMP messages.

Table 10-1 Common ICMP Messages

‘Message - Description- LT e e L L
Echo Request Troubleshooting message used to check IP connectivity to a desired
host. The Ping utility sends ICMP Echo Request messages.
Echo Reply Response to an ICMP Echo Request.
Redirect Sent by a router to inform a sending host of a better route to a desti-

nation IP address.

Source Quench Sent by a router to inform a sending host that its IP datagrams are
being dropped because of congestion at the router. The sending host
then lowers its transmission rate.

Destination Sent by a router or the destination host to inform the sending host
Unreachable that the datagram cannot be delivered.

When the result of an ICMP request is a Destination Unreachable message, a specific
message is returned to the requestor detailing why the Destination Unreachable ICMP
message was sent. Table 10-2 describes the most common of these messages.

Table 10-2 Common ICMP Destination Unreachable Messages

‘Unreachable. -~~~ oo
‘Message . Description” ..

Host Sent by an IP router when a route to the destination IP address cannot
Unreachable be found

Protocol Un- Sent by the destination IP node when the Protocol field in the IP
reachable header cannot be matched with an IP client protocol currently loaded
Port Sent by the destination IP node when the destination port in the UDP
Unreachable header cannot be matched with a process using that port
Fragmentation Sent by an IP router when fragmentation must occur but is not al-
Needed and DF lowed because of the source node setting the Don't Fragment (DF)

Set flag in the IP header
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ICMP does not make IP a reliable protocol. ICMP attempts to report errors and pro-
vide feedback on specific conditions. ICMP messages are carried as unacknowledged
IP datagrams and are themselves unreliable. ICMP is defined in RFC 792.

Understanding Transport Layer Protocols

The transport layer is responsible for providing session and datagram communication
services over the IP protocol. The two core protocols of the transport layer are the
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP):

B TCP Provides a one-to-one, connection-oriented, reliable communications ser-
vice. TCP is responsible for the establishment of a TCP connection, the sequenc-
ing and acknowledgment of packets sent, and the recovery of packets lost
during transmission.

B UDP Provides a one-to-one or one-to-many, connectionless, unreliable commu-
nications service. UDP is used when the amount of data to be transferred is
small (such as data that fits into a single packet), when the overhead of estab-
lishing a TCP connection is not desired, or when the applications or upper-layer
protocols provide reliable delivery.

How TCP Communication Works

When two computers communicate using TCP, the computer that initiates the com-
munication is known as the client, regardless of whether it is running a client or server
operating system, and the responding computer is known as the host. If the client and
host are on the same network segment, the client computer first uses ARP to resolve
the host’'s MAC address by sending a broadcast for the IP address of the host. Once
the client has the MAC address of the host, it can commence communication to the
port on the host by using the transport layer protocol specified by the application.
There are 65,535 TCP and UDP ports, beginning with 0. Ports 1023 and below are
regarded as well-known ports for legacy reasons, and ports above 1023 are known as
high ports. Functionally, no difference exists between the well-known ports and the
high ports. On the host, an application is bound to a certain port it specifies and is ini-
tialized in a listening state, where it waits for requests from a client. When the client
initiates a connection to a TCP port, a defined series of packets, known as a three-way
handshake and illustrated in Figure 10-1, constructs a session for reliable packet trans-
mission. The steps for establishing connections follow:

1. The client sends the host a synchronization (SYN) message that contains the
host’s port and the client’s Initial Sequence Number (ISN). TCP sequence num-
bers are 32 bits in length and are used to ensure session reliability by facilitating
out-of-order packet reconstruction.
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2. The host receives the message and sends back its own SYN message and an
acknowledgment (ACK) message, which includes the host’s ISN and the client’s
ISN incremented by 1.

3. The client receives the host’s response and sends an ACK, which includes the
ISN from the host incremented by 1. After the host receives the packet, the TCP
session is established.

SYN (Client ISN = 123654781) ¢
(Server ISN = 7835)

SYN/ACK (ISN = 123654782)
(Server ISN = 7836)

ACK (ISN = 123654783)
(Server ISN = 7837)
Client Host

Figure 10-1 Three-way TCP handshake

When the communication between the client and host is complete, the session is
closed once the following steps occur:

1. The client sends a finalization (FIN) message to the host. The session is now half
closed. The client no longer sends data but can still receive data from the host.
Upon receiving this FIN message, the host enters a passive closed state.

2. The host sends an ACK message, which includes the client’s sequence number
augmented by 1.

3. The host ends its own FIN message. The client receives the FIN message and

returns an ACK message that includes the host’s sequence number augmented
by 1.
4. Upon receiving this ACK message, the host closes the connection and releases

the memory the connection was using.

The Netstat.exe Command

To see port activity on your computers that run Windows Server 2003, Windows
2000, or Windows XP, you can use the Netstat.exe command. Netstat.exe will also show
the status of TCP ports. The syntax for using Netstat.exe follows, and Table 10-3
describes the options available when using this command.

NETSTAT [-a] [-e] [-n] [-o] [-s] [-p proto] [-r] [interval]
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Table 10-3 Netstat.exe Options

Option Description

-a Displays all connections and listening ports.

-e Displays Ethernet statistics. This can be combined with the -s option.
-n Displays addresses and port numbers in numerical form.

-0 Displays the owning process ID (PID) associated with each connection.

This option does not exist in Windows 2000.

-p protocol Shows connections for the protocol specified by protocol, which can be
TCP, UDP, TCPv6, or UDPv6. If used with the -s option to display per-
protocol statistics, the value for protocol can be IP, ICMP, TCP, or UDP.

-r Displays the routing table.

-s Displays per-protocol statistics. By default, statistics are shown for IP,
ICMP, TCP, and UDP.

interval Determines the refresh interval for the data displayed by Netstat.

Tip To find the process associated with a given active port in Windows Server 2003
and Windows XP, you can locate the PID associated with the port by typing netstat-ano.
You can then find the process associated with the PID by typing tasklist /Fl “PID eq
XX", where XX is the PID of the process.

As mentioned in Table 10-3, the -o option of Netstat.exe is not available in Windows
2000; however, you can download utilities from the Internet that have similar func-
tionality that run in Windows 2000.

Common Threats to TCP/IP

Several types of threats to TCP/IP can either compromise network security or lead to
information disclosure. Although these attacks are more prevalent on the Internet,
you should be concerned about them on internal computers as well. These common
threats include the following:

B Port scanning
m Spoofing and hijacking

B Denial of service

Port Scanning

To communicate with TCP/IP, applications running on host computers must listen for
incoming TCP or UDP connections, and host operating systems must listen for broad-
cast and other network maintenance traffic. By scanning a computer to see which
ports a host is listening for and which protocols it uses, an attacker might be able to
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locate weaknesses in the host that he can later use to attack the computer. Attackers
often perform port scans to reveal this information. Several types of port scans exist:

Ping sweeps An attacker might use an automated tool to send ICMP Echo
Request packets to entire networks or subnets. By default, all active hosts will
respond unless they have firewalls enabled that filter ICMP traffic. This lets the
attacker know that the host exists and is active. An attacker can also analyze the
structure of the ICMP packet to determine the operating system running on the
host.

Port enumeration An attacker might want to enumerate all the services run-
ning on a host computer. Because hosts must respond to client computers to
carry out legitimate operations, attackers can exploit this behavior to obtain crit-
ical information.

Tip You can download a command-line port-scanning tool from Microsoft
called Port Query (Portgry.exe). This tool, found at http://support.microsoft.com
/kb/832919, tests the security of hosts and performs network diagnostics. Port
Query 2.0 also includes enhancements that enable it to retrieve basic informa-
tion from services that communicate through session and application layer
protocols, such as Lightweight Directory Access Protocol (LDAP) and remote
procedure call (RPC). In addition, many free utilities that can perform port scans
are available on the Internet.

Additionally, you can download a tool from Microsoft called Port Reporter
(PortRptr.exe). Port Reporter runs as a system service that logs packets that are sent
and received and the processes that sent or received them. You can download Port
Reporter from the Microsoft Web site at http://support.microsoft.com/kb
/837243. Conveniently, Port Reporter also has a companion parsing utility that
you can download to help analyze the log files generated by Port Reporter.

Banner grabbing Many common services respond with banners when sessions
are initiated or requested. These banners contain basic information on the ser-
vice or server. For example, by using Telnet to connect to port 25 of a Windows
2000 server running the default Simple Mail Transfer Protocol (SMTP) service,
you can retrieve this banner:

220 SFOFS001.finance.woodgrovebank.com Microsoft ESMTP MAIL Service, Version: 5
.0 .2195.5329 ready at Sat, 12 oct 2002 16:18:44 -0800

From interpreting this banner, you can determine that the target server is named
SFOFS001. Given the version number, 5.0.2195.5329, the server SFOFS001 is
probably a file server running Windows 2000 with Service Pack 3 installed
and is physically located in the Pacific Time zone—most likely in San Fran-
cisco. The server is running a built-in instance of the SMTP service, which is
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installed as part of Microsoft Internet Information Services (11S) 5.0. Knowing
that 1IS is installed by default in Windows 2000 and that this server does not
appear to be a Web server, it is likely that the server has a default installation of
Windows 2000.

Important Changing service banners can also break applications that rely
on them for information about the server they are communicating with. Fur-
thermore, changing banners can break an application running on the computer
that uses the information from service banners from other services running on
the computer.

m Halfscan This type of port scanning does not follow the precise TCP three-way
handshake protocol and leaves TCP connections half open. Because most host
System logs do not log packets until the host receives the final ACK, half scans
can enable an attacker to gain information about a host without being detected.

Spoofing and Hijacking

Attackers might want to spoof or mimic legitimate TCP/IP packets to attack a com-
puter or network. Usually, spoofing a packet requires that the attacker handcraft a
TCP/IP packet and send it to either the host she wants to attack or a third-party host
that she has previously compromised to attack the targeted host or network. Many
types of spoofing attacks exist. The following three are among the most well known:

B Lland attack Takes advantage of security flaws in the many implementations of
TCP/IP. To carry out a land attack, an attacker opens a legitimate TCP session by
sending a SYN packet but spoofs the packet so that the source address and port
and the destination address and port match the host IP address and the port to
which the packet is being sent.

For example, to carry out a land attack on an e-mail server with the IP address
192.168.183.200, an attacker can create a packet with the source address of
192.168.183.200 and the source port of 25, rather than using the source address
and port of his own computer. Now the source and destination addresses will be
the same, as will the source and destination ports. If not patched to protect
against the land attack, the packet will continually attempt to make a connection
with itself on its own port 25, resulting in a denial-of-service situation.

B Smurfattack Uses a third-party network to carry out a denial-of-service attack
on a host system by spoofing an ICMP Echo Request packet. The attacker
obtains the host IP address and creates a forged ICMP Echo Request packet that
looks like it came from the host IP address. The attacker sends thousands of
copies of the spoofed packet to the broadcast address on an improperly secured
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third-party network. This results in every computer in the third-party network
responding to each spoofed packet by sending an ICMP Echo Reply packet to
the host system. The amount of ICMP traffic that is generated by this attack will
deny legitimate traffic from reaching the target host.

W Session hijacking Takes advantage of flaws in many implementations of the
TCP/IP protocol by anticipating TCP sequence numbers to hijack a session with
a host. To hijack a TCP/IP session, the attacker creates a legitimate TCP session
to the targeted host, records the TCP sequence numbers used by the host, and
then computes the round-trip time (RTT). This step often takes many exchanges
in sequence. Using the stored sequence numbers and the RTT, the attacker can
potentially predict future TCP sequence numbers. The attacker can then send a
spoofed packet to another host, using the targeted host IP address as the source
address and the next sequence number. If successful, the second host system
will believe the packet originated from the targeted system and accept packets
from the artacker. This type of attack is particularly effective when the second
host trusts the targeted host.

More Info  IP spoofing by predicting TCP/IP sequence numbers was the basis for
the famous Christmas 1994 attack on Tsutomu Shimomura by Kevin Mitnick. The
attack is chronicled in the book Takedown: The Pursuit and Capture of Kevin Mitnick,

America’s Most Wanted Computer Outlaw—By the Man Who Did It (Hyperion, 1996).

Denial of Service

Denial-of-service attackers attempt to exploit the way the TCP/IP protocol works to
prevent legitimate traffic from reaching the host system. One of the most common
types of denial-of-service attacks is a SYN flood. A SYN flood attempts to create a situ-
ation in which the host system’s maximum TCP connection pool is locked in a half-
open state, thus denying legitimate traffic to and from the host. To carry out a SYN
flood, the attacker creates a spoofed IP packet with an unreachable IP address for a
source address, or she clips the receive wire on the Ethernet cable she is using. When
the host receives the packet, it responds by sending a SYN/ACK response and waits
for the final ACK in the TCP three-way handshake, which never comes. The session
will remain in the half-open state until the predefined time-out is reached. This pro-
cess is repeated until no more TCP sessions are allowed by the host system, which
then cannot create any new sessions.

More Info  See Assessing Network Security (Microsoft Press, 2004) by Kevin Lam,
David LeBlanc, and Ben Smith for more information on common attacks on TCP/IP.
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Configuring TCP/IP Security in Windows

The remainder of this section presents several ways you can secure your computers
that run Windows Server 2003, Windows 2000, and Windows XP against attacks on
TCP/1P, including basic TCP/IP binding configurations, custom registry settings, and
TCP/1P filtering.

Implementing Basic TCP/IP Security

Three basic settings, outlined in the following list, will increase the security of TCP/IP
for each network adapter in Windows Server 2003, Windows 2000, and Windows XP.
You will need to ensure that each of these settings is compatible with your network
and the applications that either run on the computer or must be accessible from the
computer.

B File And Printer Sharing For Microsoft Networks By default, File And Printer
Sharing For Microsoft Networks is bound on all network interfaces. The File
And Printer Sharing For Microsoft Networks component enables other comput-
ers on a network to access resources on your computer. By removing the bind-
ing to File And Printer Sharing For Microsoft Networks from a network
interface, you can prevent other computers from enumerating or connecting to
files and printers that have been shared through that network interface. Stop-
ping the Server service will also prevent a computer from hosting file or print
shares. After removing this binding from a network interface, the File and Print
Services computer will no longer listen for Server Message Block (SMB) connec-
tions on TCP port 139 of that interface but will still listen on port 445 for other
SMB packets. Direct hosted “NetBIOS-less” SMB traffic uses port 445 (TCP and
UDP). If NetBIOS is still used for other services on the computer, port 139 will
still be listening, just not for File and Print Services. Removing this setting will
not interfere with the computer’s ability to connect to other shared files or print-
ers. You can unbind File And Printer Sharing For Microsoft Networks in the Net-
work And Dial-Up Connections Control Panel or on the Properties page of the
network interface. You can prevent the Windows operating system from listen-
ing for direct SMB traffic by deleting the default value from the registry entry
HKLM\SYSTEM\CurrentControlSet\Services\NetBT\Parameters\Transport-
BindName. A host-based firewall, such as Windows Firewall in Windows XP
and Windows Server 2003, is also an effective option for preventing other com-
puters from connecting to SMB ports.
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m NetBIOS Over TCP/IP Windows Server 2003, Windows 2000, and Windows XP
support file and printer sharing traffic by using the SMB protocol directly hosted
on TCP. This differs from earlier operating systems in which SMB traffic requires
the NetBIOS over TCP/IP (NetBT) protocol to work on a TCP/IP transport. If
both the direct-hosted and NetBT interfaces are enabled, both methods are tried
at the same time and the first to respond is used. This enables the Windows
operating system to function properly with operating systems that do not sup-
port direct hosting of SMB traffic. NetBIOS over TCP/IP traditionally uses the
following ports:

NetBIOS name 137/UDP
NetBIOS name 137/TCP
NetBIOS datagram 138/UDP
NetBIOS session 139/TCP

Note Direct-hosted “NetBIOS-less” SMB traffic uses port 445 (TCP and UDP).
If you disable NetBIOS over TCP/IP (NetBT) and unbind File And Printer Sharing
For Microsoft Networks, the computer will no longer respond to any NetBIOS

requests. Applications and services that depend on NetBT will no longer func-
tion once NetBT is disabled. Therefore, verify that your clients and applications
no longer need NetBT support before you disable it.

W DNS Registration By default, computers running Windows Server 2003,
Windows 2000, and Windows XP attempt to register their host names and IP
address mappings automatically in the Domain Name System (DNS) for each
adapter. If your computer is using a public DNS server or cannot reach the DNS
server, as is often the case when the computer resides in a perimeter network,
you should remove this behavior on each adapter.

Configuring Registry Settings

Denial-of-service attacks are network attacks aimed at making a computer or a partic-
ular service on a computer unavailable to network users. Denial-of-service attacks can
be difficult to defend against. To help prevent denial-of-service attacks, you can harden
the TCP/IP protocol stack on computers that run Windows Server 2003, Windows
2000, and Windows XP. You should harden the TCP/IP stack against denial-of-service
attacks, even on internal networks, to prevent denial-of-service attacks that originate
from inside the network as well as on computers attached to public networks. You can
harden the TCP/IP stack by customizing these registry values, which are stored in the
registry key HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\:
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EnableICMPRedirect When ICMP redirects are disabled (by setting the value
to 0), attackers cannot carry out attacks that require a host to redirect the ICMP-
based attack to a third party.

SynAttackProtect Enables SYN flood protection in Windows Server 2003, Win-
dows 2000, and Windows XP. You can set this value to 0, 1, or 2. The default set-
ting, 0, provides no protection. Setting the value to 1 will activate SYN/ACK
protection contained in the TCPMaxPortsExhausted, TCPMaxHalfOpen, and
TCPMaxHalfOpenRetried values. Setting the value to 2 will protect against
SYN/ACK attacks by more aggressively timing out open and half-open connec-
tions and preventing scalable windows. In Windows Server 2003, you can set
this to be either on (1) or off (0). Turning it on is effectively the same as setting
it to 2 in Windows 2000 and Windows XP. Windows Server 2003 Service Pack 1
enables SynAttackProtect.

TCPMaxConnectResponseRetransmissions Determines how many times TCP
retransmits an unanswered SYN/ACK message. TCP retransmits acknowledg-
ments until the number of retransmissions specified by this value is reached.

TCPMaxHalfOpen Determines how many connections the server can maintain
in the half-open state before TCP/IP initiates SYN flooding attack protection.
This entry is used only when SYN flooding attack protection is enabled on this
server—that is, when the value of the SynAttackProtect entry is 1 or 2 and the
value of the TCPMaxConnectResponseRetransmissions entry is at least 2.

TCPMaxHalfOpenRetired Determines how many connections the server can
maintain in the half-open state even after a connection request has been retrans-
mitted. If the number of connections exceeds the value of this entry, TCP/IP ini-
tiates SYN flooding attack protection. This entry is used only when SYN
flooding attack protection is enabled on this server—that is, when the value of
the SynAttackProtect entry is 1 and the value of the TCPMaxConnectResponse-
Retransmissions entry is at least 2.

TCPMaxPortsExhausted Determines how many connection requests the system
can refuse before TCP/IP initiates SYN flooding attack protection. The system
must refuse all connection requests when its reserve of open connection ports
runs out. This entry is used only when SYN flooding attack protection is enabled
on this server—that is, when the value of the SynAttackProtect entry is 1, and the
value of the TCPMaxConnectResponseRetransmissions entry is at least 2.

TCPMaxDataRetransmissions Determines how many times TCP retransmits an
unacknowledged data segment on an existing connection. TCP retransmits data
segments until they are acknowledged or until the number of retransmissions
specified by this value is reached.
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EnableDeadGWDetect Determines whether the computer will attempt to detect
dead gateways. When dead gateway detection is enabled (by setting this value
to 1), TCP might ask IP to change to a backup gateway if a number of connec-
tions are experiencing difficulty. Backup gateways are defined in the TCP/IP
Configuration dialog box in Network Control Panel for each adapter. When you
leave this setting enabled, it is possible for an attacker to redirect the server to a
gateway of his choosing.

EnablePMTUDiscovery Determines whether path MTU discovery is enabled
(1), for which TCP attempts to discover the largest packet size over the path to a
remote host. When path MTU discovery is disabled (0), the path MTU for all
TCP connections is fixed at 576 bytes.

DisablelPSourceRouting Determines whether a computer allows clients to pre-
determine the route that packets take to their destination. When this value is set
to 2, the computer will disable source routing for IP packets.

KeepAliveTime Determines how often TCP attempts to verify that an idle con-
nection is still intact by sending a keep-alive packet. If the remote computer is
still active, it will respond and the session will remain open. Keep-alive packets
are not automatically sent by the TCP/IP stack in the Windows operating sys-
tem. The default value is set to 2 hours (7,200,000) when keep-alive transmis-
sions are enabled.

NoNameReleaseOnDemand Determines whether the computer will release its
NetBIOS name if requested by another computer or a malicious packet attempt-
ing to hijack the computer’s NetBIOS name.

PerformRouterDiscovery Determines whether the computer performs router
discovery on this interface. Router discovery solicits router information from the
network and adds the information retrieved to the route table. Setting this value
to O prevents the interface from performing router discovery.

Table 10-4 lists the registry entries that you can make to harden the TCP/IP stack on
your computers that run Windows Server 2003, Windows 2000, and Windows XP.
These settings must be added to the registry and configured appropriately.

Table 10-4 Registry Settings to Harden TCP/IP

Valu ata (DWORD
EnableSecurityFilters 0

SynAttackProtect 2 (1 in Windows Server 2003)
TCPMaxConnectResponseRetransmissions 2

TCPMaxHalfOpen 500
TCPMaxHalfOpenRetired 400

TCPMaxPortsExhausted 5

TCPMaxDataRetransmissions 3
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Table 10-4 Registry Settings to Harden TCP/IP

Value Data (DWORD)
EnableDeadGWDetect 0
EnablePMTUDiscovery 0
DisablelPSourceRouting 2
KeepAliveTime 300,000
NoNameReleaseOnDemand 1
PerformRouterDiscovery 0

Additionally, you can secure the TCP/IP stack for Windows Sockets (Winsock) appli-
cations such as FTP servers and Web servers. The driver Afd.sys is responsible for con-
nection attempts to Winsock applications. Afd.sys in Windows Server 2003,
Windows 2000, and Windows XP supports large numbers of connections in the half-
open state without denying access to legitimate clients. Afd.sys can use a dynamic
backlog, which is configurable, rather than a static backlog. You can configure four
parameters for the dynamic backlog:

W EnableDynamicBacklog Switches between using a static backlog and a dynamic
backlog. By default, this parameter is set to 0, which enables the static backlog.
You should enable the dynamic backlog for better security on Winsock.

B MinimumDynamicBacklog Controls the minimum number of free connections
allowed on a listening Winsock endpoint. If the number of free connections
drops below this value, a thread is queued to create additional free connections.
Making this value too large (setting it to a number greater than 100) will
degrade the performance of the computer.

®  MaximumDynamicBacklog Controls the maximum number of half-open and
free connections to Winsock endpoints. If this value is reached, no additional
free connections will be made.

® DynamicBacklogGrowthDelta Controls the number of Winsock endpoints in
each allocation pool requested by the computer. Setting this value too high can
cause system resources to be occupied unnecessarily.

Each of these values must be added to the registry key HKLM\SYSTEM\CurrentCon-
trolSet\Services\AFD\Parameters. Table 10-5 lists the parameters and the recom-
mended levels of protection.

Table 10-5 Registry Settings to Harden Winsock

‘Value Data (DWORD)
EnableDynamicBacklog 1
MinimumDynamicBacklog 20
MaximumDynamicBacklog 20,000

DynamicBacklogGrowthDelta 10
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Using TCP/IP Filtering

Windows Server 2003, Windows 2000, and Windows XP include support for TCP/IP
filtering, a feature known as TCP/IP Security in Microsoft Windows NT 4.0. TCP/IP
filtering enables you to specify which types of inbound local host IP traffic are pro-
cessed for all interfaces. This feature prevents traffic from being processed by the com-
puter in the absence of other TCP/IP filtering, such as that provided by Routing and
Remote Access Service (RRAS), Windows Firewall (in Windows XP and Windows
Server 2003 SP1), and other TCP/IP applications or services. TCP/IP filtering is dis-
abled by default.

When configuring TCP/IP filtering, you can permit either all or only specific ports or
protocols listed for TCP ports, UDP ports, or IP protocols. Packets destined for the
host are accepted for processing if they meet one of the following criteria:

The destination TCP port matches the list of TCP ports.
The destination UDP port matches the list of UDP ports.

The IP protocol matches the list of IP protocols.

H H E QB

The packet is an ICMP packet.

Note TCP/IP port filtering applies to all interfaces on the computer and cannot be
applied on a per-adapter basis. However, you can configure allowed ports and proto-
cols on a per-adapter basis.

In addition to being able to configure TCP/IP filtering in the Options tab of the TCP/IP
advanced properties in the user interface, you can apply the settings directly to the regis-
try. Table 10-6 lists the registry values to configure TCP/IP filtering. TCP/IP filtering is set
in the key HKLM\SYSTEM\CurrentControlSet\Services\ Tcpip\Parameters, whereas
the specific settings for each interface are configured in the key HKLM\SYSTEM
\CurrentControlSet\Services\ Tcpip\Parameters\Interfaces\Interface_GUID.

Table 10-6 Registry Values for TCP/IP Filtering

isetting ype. Description
EnableSecurityFilters DWORD 1 enables TCP/IP filtering; 0 disables TCP/IP
filtering. )
UdpAllowedPorts MULTI_SZ 0 allows all UDP ports; an empty (null) value

blocks all UDP ports; otherwise, the specific al-
lowed UDP ports are listed.

TCPAllowedPorts MULTI_SZ 0 allows all TCP ports; an empty (null) value
blocks all TCP ports; otherwise, the specific al-
lowed TCP ports are listed.
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Table 10-6 Registry Values for TCP/IP Filtering
Setting Type Description

RawlpAllowedProtocols MULTI_SZ 0 allows all IP protocols; an empty (null) value
blocks all IP protocols; otherwise, the specific
allowed IP protocols are listed.

Using Windows Firewall in Windows Server 2003 and Windows XP

Windows Server 2003 and Windows XP both include a personal firewall called Inter-
net Connection Firewall (ICF) in their initial release. Its much improved successor,
called Windows Firewall, was released in Windows Server 2003 Service Pack 1 and
Windows XP Service Pack 2. Windows Firewall is a stateful firewall—it monitors
incoming traffic received by the network adapter configured to use Windows Firewall
and it inspects the source and destination addresses of each message that it handles.
To prevent unsolicited traffic from the public side of the connection from entering the
private side, Windows Firewall keeps a table of all communications that have origi-
nated from the Windows Firewall computer. When used in conjunction with Internet
Connection Sharing (ICS), Windows Firewall creates a table for tracking all traffic
originated from the Windows Firewall/ICS computer and all traffic originated from
private network computers. Inbound Internet traffic is allowed to reach the comput-
ers in your network only when a matching entry in the table shows that the commu-
nication exchange originated within your computer or private network or is permitted
by rule to an application or port.

Windows Firewall improves on ICF, which operated on a binary basis, either off or on,
by adding an option to enable the firewall but not allow exemptions to the packet fil-
tering. This mode blocks all unsolicited inbound traffic. As an administrator, you can
determine whether users, even if they are not local administrators, can enable Win-
dows Firewall through the Group Policy option Prohibit Use Of Internet Connection
Firewall On Your DNS Domain Network, which is listed in the computer portion of
Group Policy under Administrative Templates, Network, Network Connections.

Additionally, through the use of profiles, network administrators can configure Win-
dows Firewall settings to be different (presumably more relaxed) when connected to
the corporate network. The two profiles that are added to Group Policy in Windows
XP SP2 and Windows Server 2003 SP1 are the Domain profile and the Standard pro-
file. The client computer determines whether it is connected to the corporate network
by using the Network Location Awareness (NLA) system service. When the network
adapter is initialized when connecting to a network, the NLA service compares the
connection-specific DNS suffix of the connection it received from Group Policy to the
domain suffix of the domain to which the computer belongs. If the two match, NLA
judges that the computer is connected to the corporate network, and the domain
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profile is applied. Because the DNS suffix is generally provided by the Dynamic Host
Configuration Protocol (DHCP) server from which the computer gets its IP address,
the use of profiles should not be used on networks that require a great degree of secu-
rity. An attacker with ample resources could potentially force a client computer into
the domain profile if she has sufficient knowledge of the target’s network. Although
this scenario is remote at best, it is worth considering the security conditions under
which your network operates.

Using Windows Firewall, you can create exceptions by defining which programs and
services are allowed to receive unsolicited traftic from other computers. Exceptions
configured through Programs and Services are global on the system, whereas excep-
tions configured through Services are interface specific. For programs and services,
which can be configured locally or through Group Policy, Windows Firewall enables
you to create an exception when traffic originates on the local subnet or from within
a predefined range of IP addresses, but it blocks the traffic when the traffic originates
from remote networks. Figures 10-2 and 10-3 show the configuration of the pre-
defined File And Printer Sharing exception, which restricts the scope of the exception
to the local subnet.

Subnet

[ Remote Desktop
I UPrP Framework

Figure 10-2 Restricting a service to accept packets from only the local subnet

If an application needs to receive unsolicited traffic when Windows Firewall is
enabled and is blocked by Windows Firewall, for administrators, the operating system
will prompt the user to grant the application executable a specific exception to the
rule while non-administrators will receive an error message. You can also add applica-
tions to the Programs and Services list by the name of the executable rather than hav-
ing to create a static, always-open port such as was required in the Internet
Connection Firewall.
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You can configure services to allow unsolicited traffic from the Internet to be for-
warded by the Windows Firewall computer to the private network. For example, if
you are hosting an HTTP Web server service and have enabled the HTTP service on
your Windows Firewall computer, unsolicited HTTP traffic will be forwarded by the
Windows Firewall computer to the HTTP Web server. A set of operational information,
known as a service definition, is required by Windows Firewall to allow the unsolicited
Internet traffic to be forwarded to the Web server on your private network. The Ser-
vices tab of Windows Firewall Advanced Settings dialog box is shown in Figure 10-3.

"Senvices | Securly Loging | [CMP |

Select the services running on your network that Internet users can
access.

Services
WiEESH .

[ Intemet Mail Access Protocol Version 3 (IMAP3)
O Intemet Mail Access Protocol Version 4 (IMAP4)
[ Intemet Mail Server (SMTP)

O Post-Office Protocol Version 3 (POP3)

O Remate Desktop

O Secure Web Server (HTTPS)

O Telnet Server

[ Web Server (HTTP)

(e [ ]

[ ok ][ cancel ]

Figure 10-3 Services tab of Windows Firewall Advanced Settings dialog box

If there is no service definition for the service that you would like to allow to be con-
nected, you can add custom services in the Services tab of the Advanced Settings dia-
log box. Windows Firewall can also perform port translation for incoming
connections. When you create a custom service, you will need to specify the following:

B Description of service Determines how the service is displayed in the Services

tab

B Name or IP address Determines the host name or IP address of the computer
offering the service if the service is not hosted on the local computer

B External port Defines the TCP or UDP port on the Windows Firewall computer
that will listen to inbound traffic to the service

B Internal port Defines the TCP or UDP port to which the Windows Firewall

‘computer will forward the inbound traffic to the computer defined in the Name
Or IP Address field
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Communications that originate [rom a source outside the Windows Firewall com-
puter, such as the Internet, are dropped by the firewall unless an entry in the Services
tab is made to allow passage. Windows Firewall silently discards unsolicited commu-
nications, preventing common attacks, such as port scanning and NetBIOS enumera-
tion. Windows Firewall does not block outgoing network traffic because this provides
little extra protection and is completely unusable by average users.

Windows Firewall can create a Security log so you can view the activity that is tracked
by the firewall. You can choose whether to log dropped, successful, or dropped and

successful packets. By default, packets are logged to %systemroot%\pfirewall.log. The
log file has a default maximum size of 4098 KB. Table 10-7 describes the fields in the

packet log file.
Table 10-7 Description of Information Logged by Windows Firewall
“Field -~ Description ey ST R L A T e

Date Specifies the date that the recorded transaction occurred in the format YY-
MM-DD.

Time Specifies the time that the recorded transaction occurred in the format
HH:MM:SS.

Action Specifies which operation was observed by the firewall. The options available
to the firewall are OPEN, CLOSE, DROP, and INFO-EVENTS-LOST. An INFO-
EVENTS-LOST action indicates the number of events that happened but were
not placed in the log.

Protocol Specifies which [P protocol was used for the communication.

Src-ip Specifies the source IP address of the computer attempting to establish com-
munications.

Dst-ip Specifies the destination IP address of the communication attempt.

Src-port Specifies the source port number of the sending computer. Only TCP and
UDP will return a valid src-port entry.

Dst-port Specifies the port of the destination computer. Only TCP and UDP will return
a valid dst-port entry.

Size Specifies the packet size in bytes.

Tcpflags Specifies the TCP control flags found in the TCP header of an IP packet:

H ACK Acknowledgment field significant

H FIN No more data from sender

® PSH Push function

B RST Reset the connection

B SYN Synchronize sequence numbers

m URG Urgent Pointer field
Tcpsyn Specifies the TCP synchronization number in the packet.
Tcpack Specifies the TCP acknowledgment number in the packet.

Tepwin

Specifies the TCP window size in bytes in the packet.
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Table 10-7 Description of Information Logged by Windows Firewall

Field

Description

Icmptype  Specifies a number that represents the Type field of the ICMP message.

Icmpcode  Specifies a number that represents the Code field of the ICMP message.

Info

Specifies an information entry that depends on the type of action that oc-
curred. For example, an INFO-EVENTS-LOST action will create an entry of the
number of events that happened but were not placed in the log since the last
occurrence of this event type.

In addition to the Group Policy objects that were added to manage Windows Firewall
configuration, Windows Server 2003 SP1 and Windows XP SP2 add the ability to con-
figure the firewall during scripted installations and from the command line.

For scripted installations, you can create a configuration file called Netfw.inf to replace
the version on the installation media for Windows XP SP2:

1.

Extract Netfw.inf from the installation media for Windows XP SP2, or copy it
from an unaltered installation.

Make the desired changes to the configuration by editing the INF file.
Save the modified INF file as Netfw.inf.

Replace the default Netfw.inf with the modified Netfw.inf on the installation
share for Windows XP SP2 or run the command Netsh firewall reset on the com-
puter running Windows XP with SP2 for computers that have already had the
operating system installed. If you are completing scripted installs from CD-based
media, you can copy the modified Netfw.inf to the computer during installation
and run the Netsh firewall reset command from a script called in the run-once
registry key.

For information on customizing the Netfw.inf file, see the white paper: “Using
the Windows Firewall INF File in Microsoft Windows XP Service Pack 2” on the
Microsoft Web site at

http://www.microsoft.com/downloads/details. aspx?FamilyID=cb307ald-2
f97-4¢63-a581-bf25685b4c43 & displaylang=en

From the command line or programmatically from batch file or scripts, you can
use Netsh to manage the Windows Firewall configuration. For example, to see
the current settings of Windows Firewall, you can type “netsh firewall show
config” at the command prompt. You can also add and delete settings as well as
revert to the settings in the Netfw.inf file. Because the network shell uses Intel-
liSense context-specific technology, you only need type the first couple unique
letters from each string, for example, “netsh fi sh co” is the same as “netsh fire-
wall show config.” This is nice for those of us who are constantly challenged by
typing skills (or patience) that leave something to be desired.
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Using IPSec

By its design, TCP/IP is an open protocol created to connect heterogeneous comput-
ing environments with the least amount of overhead possible. As is often the case,
interoperability and performance design goals do not generally result in security—and
TCP/IP is no exception to this. TCP/IP provides no native mechanism for the confi-
dentiality or integrity of packets. To secure TCP/IP, you can implement IP Security.
IPSec implements encryption and authenticity at a lower level in the TCP/IP stack
than application-layer protocols such as Secure Sockets Layer (SSL) and Transport
Layer Security (TLS). Because the protection process takes place lower in the TCP/IP
stack, IPSec protection is transparent to applications. IPSec is a well-defined, stan-
dards-driven technology.

The IPSec process encrypts the payload after it leaves the application at the client and
then decrypts the payload before it reaches the application at the server. An applica-
tion does not have to be IPSec aware because the data transferred between the client
and the server is normally transmitted in plaintext.

[PSec is composed of two protocols that operate in two modes with three different
authentication methods. IPSec is policy driven and can be deployed centrally by using
Group Policy. To deploy IPSec, you must determine the following:

Protocol
Mode

Authentication methods

Policies

Securing Data Transmission with IPSec Protocols

As mentioned, IPSec is composed of two protocols: IPSec Authentication Header (AH)
and IPSec Encapsulating Security Payload (ESP). Each protocol provides different ser-
vices; AH primarily provides packet integrity services, whereas ESP provides packet
confidentiality services. IPSec provides mutual authentication services between cli-
ents and hosts, regardless of whether AH or ESP is being used.

Using AH

IPSec AH provides authentication, integrity, and anti-replay protection for the entire
packet, including the IP header and the payload. AH does not provide confidential-
ity. When packets are secured with AH, the IPSec driver computes an Integrity

Check Value (ICV) after the packet has been constructed but before it is sent to the
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computer. In the Windows operating system, you can use either the Hash-Based Mes-
sage Authentication Code (HMAC) SHAL or HMAC MD5 algorithm to compute the
ICV. Figure 10-4 shows how AH modifies an IP packet.

Next Sequence | Authentication
header Length SPI number | data and ICV
P AH TCP/UDP
header header header Payload

L

Signed by AH

Figure 10-4 AH modifications to an IP packet

The fields in an AH packet include these:

W Next Header Indicates the protocol ID for the header that follows the AH

header. For example, if the encrypted data is transmitted using TCP, the next
header value would be 6, which is the protocol ID for TCP.

Length Contains the total length of the AH.

Security Parameters Index (SPI) Identifies the security association (the IPSec
agreement between two computers) that was negotiated in the Internet Key
Exchange (IKE) protocol exchange between the source computer and the desti-
nation computer.

Sequence Number Protects the AH-protected packet from replay attacks in
which an attacker attempts to resend a packet that he has previously inter-
cepted, such as an authentication packet, to another computer. For each packet
issued for a specific security association (SA), the sequence number is incre-
mented by 1 to ensure that each packet is assigned a unique sequence number.
The recipient computer verifies each packet to ensure that a sequence number
has not been reused. The sequence number prevents an attacker from capturing
packets, modifying them, and then retransmitting them later.

Authentication Data Contains the ICV created against the signed portion of the
AH packet by using either HMAC SHA1 or HMAC MD5. The recipient performs
the same integrity algorithm and compares the result of the hash algorithm with
the result stored within the Authentication Data field to ensure that the signed
portion of the AH packet has not been altered in transit. Because the TTL, Type
of Service (TOS), Flags, Fragment Offset, and Header Checksum fields are not
used in the ICV, packets secured with IPSec AH can cross routers, which can
change these fields.
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Using ESP

ESP packets are used to provide encryption services to transmitted data. In addition,
ESP provides authentication, integrity, and anti-replay services. When packets are sent
using ESP, the payload of the packet is encrypted and authenticated. The encryption
is done with either Data Encryption Standard (DES) or 3DES, and the ICV calculation
is done with either HMAC SHAL or HMAC MD5.

Tip When designing an IPSec solution, you can combine AH and ESP protocols in a
single IPSec SA. Although both AH and ESP provide integrity protection for transmit-
ted data, AH protects the entire packet from modification, whereas ESP protects only
the IP payload from modification.

ESP encrypts the TCP or UDP header and the application data included within an IP
packet. It does not include the original IP header unless IPSec tunnel mode is used.
Figure 10-5 shows how ESP modifies an IP packet.

Encrypted by ESP

Signed by ESP
Figure 10-5 ESP modifications to an IP packet

The ESP header has two fields that are inserted between the original IP header and the
TCP or UDP header from the original packet:

W Security Parameters Index (SP1) Identifies the SA that was negotiated between
the source computer and the destination computer for IPSec communication.
The combination of the SPI, the IPSec protocol (AH or ESP), and the source and
destination IP addresses identifies the SA used for the IPSec transmission within
the ESP packet.

m Sequence Number Protects the ESP-protected packet from replay attacks. This
field is incremented by 1 to ensure that packets are never received more than
once. If a packet is received with a sequence number that’s already been used,
that packet is dropped.
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The ESP trailer is inserted after the application data from the original packet and
includes the following fields:

B Padding A variable length from 0 to 255 bytes that brings the length of the
application data and ESP trailer to a length divisible by 32 bits so that they
match the required size for the cipher algorithm.

M Padding Length Indicates the length of the Padding field. After the packet is
decrypted, this field is used to determine the length of the Padding field.

B Next Header Identifies the protocol used for the transmission of the data, such
as TCP or UDP.

Following the ESP trailer, the ESP protocol adds an ESP authentication trailer to the
end of the packet. The ESP authentication trailer contains a single field:

B Authentication Data Contains the ICV, which verifies the originating host that
sent the message and ensures that the packet was not modified in transit. The
ICV uses the defined integrity algorithm to calculate the ICV. The integrity algo-
rithm is applied to the ESP header, the TCP/UDP header, the application data,
and the ESP trailer. Because the ICV does not include the IP header, ESP packets
can Cross routers.

ESP provides integrity protection for the ESP header, the TCP/UDP header, the appli-
cation data, and the ESP trailer. ESP also provides inspection protection by encrypting
the TCP/UDP header, the application data, and the ESP trailer.

Choosing Between IPSec Modes

IPSec operates in two modes: transport mode and tunnel mode. IPSec transport mode
is used for host-to-host connections, and IPSec tunnel mode is used for network-to-
network or host-to-network connections.

Using IPSec Transport Mode

IPSec transport mode is fully routable, as long as the connection does not cross a net-
work address translation (NAT) interface, which would invalidate the ICV. Used this
way, [PSec must be supported on both hosts, and each host must support the same
authentication protocols and have compatible IPSec filters configured and assigned.
IPSec transport mode is used to secure traffic from clients to hosts for connections
where sensitive data is passed.
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Using IPSec Tunnel Mode

[PSec tunnel mode is used for network-to-network connections (IPSec tunnels
between routers) or host-to-network connections (IPSec tunnels between a host and a
router). Used this way, IPSec must be supported on both endpoints, and each end-
point must support the same authentication protocols and have compatible IPSec fil-
ters configured and assigned. IPSec tunnel mode is commonly used for site-to-site
connections that cross public networks, such as the Internet.

Selecting an IPSec Authentication Method

During the initial construction of the IPSec session—also known as the Internet Key
Exchange, or IKE—each host or endpoint authenticates the other host or endpoint.
When configuring IPSec, you must ensure that each host or endpoint supports the
same authentication methods. IPSec supports three authentication methods:

m Kerberos
m X500 certificates

m Preshared key

Tip Because IPSec requires mutual authentication, it also can be used to control
network access to computers on your network that store high-value assets. For more
information on how you can use IPSec this way, see the white paper “Using
Microsoft Windows IPSec to Help Secure an Internal Corporate Network Server” on
the Microsoft Web Site at http.//www.microsoft.com/downloads/details.aspx?
FamilylD=a774012a-ac25-4ald-8851-b7a09e3f1dc9&displaylang=en.

Authenticating with Kerberos

Kerberos is used for IPSec mutual authentication by default. For Kerberos to be used
as the authentication protocol, both hosts in transport mode or both endpoints in
tunnel mode must receive Kerberos tickets from the same Active Directory forest.
Thus, you should choose Kerberos for IPSec authentication only when both hosts in
transport mode or both endpoints in tunnel mode are within your own organization.
Kerberos is an excellent authentication method for IPSec because it requires no addi-
tional configuration or network infrastructure.

Important Some types of traffic are exempted by default from being secured by
IPSec, even when the IPSec policy specifies that all IP traffic should be secured. The
IPSec exemptions apply to Broadcast, Multicast, Resource Reservation Setup Protocol
(RSVP), IKE, and Kerberos traffic. Kerberos, a security protocol itself, can be used by
IPSec for IKE authentication.




Chapter 10: Implementing TCP/IP Security 223

Important To remove the exemption for Kerberos and RSVP, set the value
NoDefaultExempt to 1 in the registry key HKEY_LOCAL_MACHINE\SYSTEM
\CurrentControlSet\Services\IPSEC.

Authenticating with X.509 Certificates

You can use X.509 certificates for IPSec mutual authentication of hosts or endpoints.
Certificates enable you to create IPSec-secured sessions with hosts or endpoints out-

side your Active Directory forests, such as with business partners in extranet scenar-

ios. You also must use certificates when using IPSec to secure virtual private network
(VPN) connections made by using Layer Two Tunneling Protocol (L2TP). To use cer-
tificates, the hosts must be able to check that the other’s certificate is valid.

Authenticating with Preshared Key

You can use a preshared key, which is a simple, case-sensitive text string, to authenti-
cate hosts or endpoints. Preshared key authentication should be used only when test-
ing or troubleshooting IPSec connectivity because the preshared key is not stored in a
secure fashion by hosts or endpoints.

Creating IPSec Policies

[PSec is a policy-driven technology. In Windows Server 2003, Windows 2000, and
Windows XP, you can have only one IPSec policy assigned at a time. IPSec policies are
dynamic, meaning you do not have to stop and start the IPSec service or restart the
computer when assigning or unassigning IPSec policies. You can also use Group Pol-
icy to deploy IPSec policies to clients running Windows Server 2003, Windows 2000,
and Windows XP. The Windows operating system includes three precreated IPSec
policies:

m Client (Respond Only) A computer configured with the Client policy will use
IPSec if the host it is communicating with requests using IPSec and supports
Kerberos authentication.

B Server (Request Security) A computer configured with the Server policy will
always attempt to negotiate IPSec but will permit unsecured communication
with hosts that do not support IPSec. The Server policy permits unsecured
ICMP traffic.

B Secure Server (Require Security) A computer configured with the Secure Server
policy will request that IPSec be used for all inbound and outbound
connections. The computer will accept unencrypted packets but will
always respond by using IPSec-secured packets. The Secure Server pol-
icy permits unsecured ICMP traffic.
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In addition to the precreated policies, you can create custom IPSec policies. When creat-
ing your own IPSec policies, you must configure rules that include the following settings:

IP filter list

Tunnel settings

Filter actions
Authentication methods

Connection types

IPSec rules determine which types of network traffic will initiate IPSec between the
computer and the host or endpoint it is communicating with. A computer can have
any number of IPSec rules. You should ensure that only one rule is created for each
type of traffic. If multiple rules apply to a given type of tralfic, the most specific rule
will be processed first.

IP Filter List

The IP filter list defines the types of network traffic to which the IPSec rule applies.
You must define the following details for each entry in the filter list:

Source address Can be a specific IP address, a specific IP subnet address, or any
address. Windows Server 2003 adds the ability to use logical addresses in filters
for greater flexibility.

Destination address Can be a specific IP address, a specific IP subnet address,
or any address.

Protocol The protocol ID or transport protocol used by the protocol. For exam-
ple, Point-to-Point Tunneling Protocol (PPTP) uses Generic Routing Encapsula-
tion (GRE) packets. GRE packets are identified by their protocol ID, which is
protocol ID 47. Telnet, on the other hand, uses TCP as its transport protocol, so
an IPSec filter for Telnet would define the protocol type only as TCP.

Source port If the protocol were to use TCP or UDP, the source port could be
defined for the protected connection. The source port is set to a specific port or
to a random port, depending on the protocol being defined. Most protocols use
a random port for the source port.

Destination port If the protocol uses TCP or UDP, the protocol uses a specific
port at the server to accept transmissions. For example, Telnet configures the
server to listen for connections on TCP port 23.

When configuring IP filter lists for transport mode connections, you should always
choose to have the IPSec rule mirrored to secure the return communication defined in
the rule. For tunnel mode connections, you must manually specify both the inbound
and outbound filter list.
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Tunnel Settings

The tunnel setting determines whether IPSec operates in transport or tunnel mode. If
you want IPSec to operate in transport mode, select This Rule Does Not Specify A Tun-
nel when creating an IPSec rule using the Security Rule Wizard. If you want the filter to
operate in tunnel mode, you must specify the IP address of the endpoint of the tunnel.

Filter Actions

For each filter rule, you must choose a filter action. The filter action defines how the
traffic defined in the IP filter will be handled by the filter rule. The three filter actions
are listed here and are shown in Figure 10-6.

m Permit Allows packets to be transmitted without IPSec protection. For exam-
ple, Simple Network Management Protocol (SNMP) includes support for
devices that might not be IPSec aware. Enabling IPSec for SNMP would cause a
loss of network management capabilities for these devices. In a highly secure
network, you could create an IPSec filter for SNMP and set the IPSec action to
Permit to allow SNMP packets to be transmitted without IPSec protection. Pack-
ets that are permitted are not subject to [PSec authentication.

B Block Discards packets. If the associated IPSec filter is matched, all packets
with the block action defined are discarded. Packets that are blocked are not
subject to IPSec authentication.

B Negotiate Security Allows an administrator to define the desired encryption
and integrity algorithms to secure data transmissions if an IPSec filter is
matched.

Sew’rit} Method preference ord
] ESP Confide.

Figure 10-6 |PSec filter actions
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In addition to these three basic actions, you can define settings that indicate how the
computer will react if non-IPSec-protected data is received and how frequently new
session keys are defined to protect the IPSec data. Options include the following:

B Accept Unsecured Communication, But Always Respond Using IPSec  You use
this option when the IPSec protection is enforced only at the servers, not at the
clients. In a typical IPSec deployment, clients are configured to use IPSec if
requested by the server but to never initiate an IPSec SA. This setting allows the
initial packet to be received by the server, which then starts the IKE process to
negotiate an SA between the client and the server. Although it is riskier to have
the initial packet of a data transmission accepted by using plaintext, the
response packet sent from the server will not be transmitted until an SA is
established.

B Allow Unsecured Communication With Non IPSec-Aware Computers In a mixed
network, this option allows non-IPSec-aware clients to connect to the server. Cli-
ents running Windows Server 2003, Windows 2000, and Windows XP, if con-
figured to do so, will connect to the server and negotiate IPSec protection. Non-
[PSec-aware clients will still be allowed to connect by using unprotected data
streams.

W Session Key Perfect Forward Secrecy Using Perfect Forward Secrecy ensures
that an existing key is never used as the foundation of a new key. When you use
Perfect Forward Secrecy, all keys are generated without using existing keys. This
reduces the risk of continual data exposure should a key be compromised
because previous keys cannot be used to determine future keys.

Authentication Methods

For each filter rule, you must choose an authentication method. You can enable mul-
tiple authentication methods for each rule and determine their order of precedence by
editing the filter rule after it has been created.

Connection Types

You must specify to which type of interfaces each filter rule applies. In Windows 2000
and Windows XP, you can choose to have the rule apply to the following:

m All network connections
B Local area network (LAN) connections

W Remote access connections
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Note You can create IPSec policies by using the command line or from batch files
and scripts in addition to using the user interface. Each operating system has intro-
duced a new tool for doing this: for Windows 2000 you can use IPSecpol.exe, for Win-
dows XP you can use IPSeccmd.exe, and for Windows Server 2003 you can use
IPSeccmd.exe or Netsh.

How IPSec Works

IPSec can be initiated by either the sending host or the receiving host. The two hosts
or endpoints enter into a negotiation that will determine how the communication will
be protected. The negotiation is completed in the IKE, and the resulting agreement is
a set of security associations, or SAs.

IKE has two modes of operation, main mode and quick mode. We will examine each
mode momentarily. IKE also serves two functions:

m Centralizes SA management, reducing connection time
B Generates and manages the authenticated keys used to secure the information
The SA is used until the two hosts or endpoints cease communication, even though

the keys used might change. A computer can have many SAs. The SA for each packet
is tracked using the Security Parameters Index (SPI).

Main Mode

During the main mode negotiation, the two computers establish a secure, authenti-
cated channel—the main mode SA. IKE automatically provides the necessary identity
protection during this exchange. This ensures no identity information is sent without
encryption between the communicating computers, thus enabling total privacy. Fol-
lowing are the steps in a main mode negotiation:

1. Policy negotiation These four mandatory parameters are negotiated as part of
the main mode SA:
Q The encryption algorithm (DES or 3DES)
Q The hash algorithm (MD5 or SHAL)

Q The authentication method (certificate, preshared key, or Kerberos v5
authentication)

0 The Diffie-Hellman (DH) group to be used for the base keying material

If certificates or preshared keys are used for authentication, the computer iden-
tity is protected. However, if Kerberos v5 authentication is used, the computer
identity is unencrypted until encryption of the entire identity payload takes
place during authentication.
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2.

DH exchange (of public values) At no time are actual keys exchanged; only the
base information needed by DH to generate the shared, secret key is exchanged.
After this exchange, the IKE service on each computer generates the master key
used to protect the final step: authentication.

Authentication The computers attempt to authenticate the DH exchange. With-
out successful authentication, communication cannot proceed. The master key is
used, in conjunction with the negotiation algorithms and methods, to authenti-
cate identities. The entire identity payload—including the identity type, port, and
protocol—is hashed and encrypted by using the keys generated from the DH
exchange in the second step. The identity payload, regardless of which authenti-
cation method is used, is protected from both modification and interpretation.

After the hosts have mutually authenticated each other, the host that initiated
the negotiation presents an offer for a potential SA to the receiving host. The
responder cannot modify the offer. Should the offer be modified, the initiator
rejects the responder’s message. The responder sends either a reply accepting
the offer or a reply with alternatives. After the hosts agree on an SA, quick mode
negotiation begins.

Quick Mode

In this mode, SAs are negotiated on behalf of the IPSec service. The following are the
steps in quick mode negotiation:

1

Policy negotiation The IPSec computers exchange their requirements for
securing the data transfer:

QO The hash algorithm for integrity and authentication (MD5 or SHAL)
Q The algorithm for encryption, if requested (3DES or DES)
O A description of the traffic to protect

Session key material refresh or exchange IKE refreshes the keying material, and
new, shared, or secret keys are generated for authentication and encryption (if
negotiated) of the packets. If a rekey is required, a second DH exchange takes
place or a refresh of the original DH exchange occurs.

SA exchange The SAs and keys are passed to the IPSec driver, along with the SPL

A common agreement is reached, and two SAs are established: one for inbound
communication, and one for outbound communication.

During the quick mode negotiation of shared policy and keying material, the informa-
tion is protected by the SA negotiated during main mode. As mentioned in step 3,
quick mode results in a pair of SAs: one for inbound communication and one for
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outbound communication, each having its own SPI and key. Figure 10-7 shows a
summary of what is negotiated during main mode and quick mode.

Main mode (6 packets)

- Authentication: Preshared key,
Kerberos, certificate

- DH: Groupl (786-bit)
or Group2 (1024-bit)

Quick mode (4 packets)

+ Key Exchange: SA based on
DH Key

- SA Negotiation: SA options

- Encryption: DES or 3DES

- Integrity: MD5 or SHAL

- Filter actions

Figure 10-7 Main mode and quick mode negotiation

IPSec, Routers, and NAT

IPSec creates a new IP header for a packet that can be routed as normal IP traffic.
Routers and switches in the data path between the communicating hosts simply
forward the packets to their destination. However, when a firewall or gateway
lies in the data path, you must create firewall rules that allow traffic on the fol-
lowing IP protocols and UDP ports:

m [P protocol ID 50 Create inbound and outbound filters to allow ESP traf-
fic to be forwarded.

m P protocol ID 51 Create inbound and outbound filters to allow AH traffic
to be forwarded.

B UDPport 500 Createinbound and outbound filters to allow IKE traffic to
be forwarded.

Because of the nature of the NAT and port address translation (PAT) technolo-
gies, which require that packets be altered to change IP address and port infor-
mation, IPSec is not compatible with NAT. IPSec does not allow manipulation of
packets during transfer. The IPSec endpoint will discard packets that have been
altered by NAT because the ICVs will not match. Windows Server 2003 does
allow IPSec ESP to pass NAT routers but encapsulates the IPSec-protected
packet inside a UDP packet through a technology called NAT-T. NAT-T was
added to Windows XP in Service Pack 2. Additionally, an L2TP/IPSec client that
supports NAT-T for Windows 2000 can be downloaded from the Microsoft Web
site at http://support.microsoft.com/kb,/818043.
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Monitoring IPSec

You can monitor [PSec in Windows 2000 with IPSecmon.exe and in Windows Server
2003 and Windows XP using the IP Security Monitor Microsoft Management Console
(MMCQ) snap-in. In addition, you can create log files in Windows Server 2003, Win-
dows 2000, and Windows XP to view IPSec negotiations.

Using IPSecmon in Windows 2000

In Windows 2000, you can view the status of IPSec SAs and basic information on
IPSec sessions by running IPSecmon from the Run prompt. IPSecmon displays infor-
mation about each SA and the overall statistics of IPSec and IKE sessions. Figure 10-8
shows IPSecmon in Windows 2000. The built-in Server IPSec policy is applied to the
computer running Windows 2000 named SFOFS001. The SFOFS001 computer has
attempted to negotiate [PSec with three other computers: SEADCO001, SFODC001,
and SFOXPOO1. However, SFOFS00L has successfully negotiated an SA with
SFOXP001 only. The IPSec session with SFPXP001 uses the IPSec protocol ESP with
3DES as the encrypting algorithm and HMAC SHA1 as the authentication algorithm.

me OFSO01 f
equest Secuty.. None NoName  SFOFSO01 financ.. SFODCODT
equest Secuty.. None NoName  SFOFSOD1financ.. SEADCOOT

Figure 10-8 Using IPSecmon in Windows 2000

Using the IP Security Monitor MMC Snap-In

In Windows Server 2003 and Windows XP, IPSecmon has been replaced with an
MMC snap-in that provides all the information that IPSecmon did in Windows 2000,
only in much greater detail. You can use the IP Security Monitor MMC snap-in to view
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details of each SA, whereas in Windows 2000 you could view only the basic details of
an SA. Figure 10-9 shows the IP Security Monitor MMC snap-in in Windows XP, which

enables you to view the exact SA details negotiated during both main mode and quick
mode.

s3]

f) Fle Action View Favortes Window Help

o A RB @ e
insole Root Source Address Destination Address _ | Protocol iSourcePort DestinatlonPott’Ne jotiation Polig
IP Security Monitar

I % 192.168.183.128  192.168.183.245 any any any
{4 sFoxPo01
{1 Main Mode
. (2 Generic Filters
(1) specific Filters
i (C] IKE Policies
{ZJ Security Associations
#-(] Quick Made
+ (2] Generic Filters
' ({3 specific Fikers
i~ (22 Negotiation Policies
4y Secuity Assoclations

R

Require Securty

Figure 10-9 Using the IP Security Monitor MMC snap-in in Windows XP

Using IPSec Logs

You can have [PSec log the IKE exchanges to a log file on the hard drive for trouble-
shooting or monitoring needs. To have your computer log IKE exchanges, you must
create a registry value named EnableLogging in the registry key HKLM\SYSTEM
\CurrentControlSet\Services\PolicyAgent\Oakley. To enable logging, set the value

to 1 and restart the IPSec services. The log file will be written to the file %systemroot%

\debug\oakley.log. If you use preshared keys for authentication, the key will appear
in the log file in plaintext.

Note Although the IPSec log file will contain more detailed information than a net-
work capture made with Network Monitor, you can also use Network Monitor to

determine how IPSec SA negotiations function in relation to the other traffic on the
network.
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Additional Changes to IPSec in Windows Server 2003

Several important changes were made to IPSec in Windows Server 2003. The
changes can be grouped into three categories: management, security, and
interoperability.

For improved management, the IP Security Monitor MMC snap-in that was first
shipped with Windows XP has been added to the server platform to replace the
[PSecmon.exe tool in Windows 2000. Windows Server 2003 also adds the abil-
ity to use logical addresses in addition to IP addresses. This can be useful when
the IP addresses for computers change somewhat frequently, as can happen if
computers get their addresses from a DHCP server. The most important man-
ageability change to IPSec in Windows Server 2003 is the ability to configure
IPSec through the network shell, Netsh. You can enter the network shell by typ-
ing netsh at the command line and can execute Netsh commands by placing
them in batch files. In fact, several setting for IPSec can be set only through
Netsh:

Default exemption handling

Strong certificate revocation list (CRL) checking
IKE logging

[PSec driver logging

Persistent policies

Startup exemptions

For example, you can set the default exemption level to allow multicast and
broadcast traffic by typing the following string at the command prompt:

Netsh ipsec dynamic set config ipsecexempt value=2
You can set it back to its default value by typing:
Netsh ipsec dynamic set config ipsecexempt value=3

To improve the security of IPSec, several enhancements were made. The DH key
length was increased to 2048 bits to better protect the secret key. To prevent an
attacker from exploiting a system between the time the system is powered on

and when the IPSec driver is loaded and running, Windows Server 2003 adds a
computer startup policy. The computer startup policy, which can be configured
through Netsh, is by default configured to allow DHCP traffic and the return of
initiated outbound sessions through stateful packet filtering. Another feature
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that is only manageable through Netsh is persistent policy. Persistent policy is
always applied before and remains in effect regardless of whether IPSec policies
are applied locally or by the Active Directory directory service. The other area
that was greatly changed to improve security is the default exemption handling.
In Windows 2000, five types of network traffic were exempted from IPSec.
Table 10-8 contains the default exemptions in Windows 2000 and Windows
Server 2003. By default, Windows Server 2003 IPSec default exemptions are set
to 3. You can set default exemptions by setting the value for the registry key
HKLM\SYSTEM\CurrentControlSet\Services\IPSec\NoDefautExempt.

Table 10-8 IPSec Default Exemptions in Windows Server 2003 and
Windows 2000

Value 0 1 2 3
Windows Server RSVP IKE RSVP IKE
2003 IKE Multicast IKE

Kerberos Broadcast Kerberos

Multicast

Broadcast
Windows 2000 RSVP IKE Not Not
;r;d Windows IKE Multicast available available

Kerberos Broadcast

Multicast

Broadcast

For interoperability, Windows Server 2003 improves integration between IPSec
and Network Load Balancing (NLB) and allows IPSec to be used across NAT
and PAT routers through NAT traversal.

Best Practices

M Create a TCP/IP hardening policy. Ensure that the TCP/IP stack on your com-
puters that run Windows Server 2003, Windows 2000, and Windows XP is
appropriately secure in regard to the threats to it. This is especially true of any
computer directly connected to the Internet or in perimeter networks.

B Use Windows Firewall for mobile and home computers running Windows
XP. Windows Firewall provides an excellent degree of protection for mobile
clients and home computers. Be certain to provide training for users on how to
enable and disable Windows Firewall.
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Use IPSec to secure communications on corporate networks. By using IPSec,
you can increase the security for data transmission on your network as well as
control network access to high-value servers.

Use IPSec hardware accelerators when possible. By using IPSec hardware accel-
erators on computers that will have many IPSec sessions at a time, such as serv-
ers, you can prevent the computers’ CPU performance from being overly taxed.

Additional Information

Internet Assigned Numbers Authority (IANA) TCP and UDP port number
assignment list (http://www.iana.org/assignments/port-numbers)

IANA IP protocol ID number list (http://www.iana.org/assignments
/protocol-numbers)

“5-Minute Security Advisor—Essential Security Tools for Home Office Users”
(http://www.microsoft.com/technet/ columns/security/5min/5min-105.asp)

“Deploying Windows Firewall Settings for Microsoft Windows XP with Service
Pack 2” white paper (http;//www.microsoft.com/downloads/details.aspx?
FamilyID=4454¢0el-61fa-447a-bdcd-499f73a637d1 &displaylang=en)

“IPSec Architecture” white paper (http://www.microsoft.com/ technet/itsolutions
/network/security/ipsecarc.mspx)

“IPSec Implementation” white paper (http://www.microsoft.com/technet
/itsolutions/network/security/ ipsecimp.mspx)

“Using Microsoft Windows IPSec to Help Secure an Internal Corporate Network
Server” white paper (http://www.microsoft.com/downloads/details.aspx?
FamilylD=a774012a-ac25-4ald-8851-b7a09e3f1dc9& displaylang=en)

“Improving Security with Domain Isolation: Microsoft 1T Implements IP Secu-
rity (IPSec)” white paper (http.//www.microsoft.com/technet/itsolutions/msit
/security/ipsecdomisolwp.mspx)

“Security Considerations for Network Attacks” white paper (http://
www.microsoft.com/technet/security/ topics/network/secdeny.mspx)

“Best Practices for Preventing DoS/Denial of Service Attacks” white paper
(http://www.microsoft.com/technet/security/ bestprac/dosatack.asp)

Knowledge Base article 309798: “How to Configure TCP/IP Filtering in
Windows 2000 (http://support.microsoft.com/kb,/309798)

Knowledge Base article 816792: “How to Configure TCP/IP Filtering in
Windows Server 2003” (http://support.microsoft.com,/kb/816792)
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Security templates are files that contain settings for securing your computers that run
Microsoft Windows Server 2003, Windows 2000, and Windows XP. You can apply
security templates to the local computer or import them into a Group Policy object
(GPO) in the Active Directory directory service. When you import a security template
into a GPO, Group Policy processes the template and makes the corresponding settings
to the computers affected by the GPO. You can use security templates to apply consis-
tent security settings to a large group of computers when you cannot use Group Policy.
The Windows operating system provides a set of precreated security templates for you
to use in specific scenarios but also gives you the ability to create custom security tem-
plates. Additionally, you can download security templates from the Security Guidance
Center on the Microsoft Web site (http://www.microsoft.com/security/guidance
/default. mspx) that contain security settings for networks of varying degrees of security.

Using Security Template Settings

Security templates offer seven categories of security settings. You use each category to
apply specific computer-based security settings. The categories of security settings follow:

B Account Policies Define password policies, account lockout policies, and Ker-
beros policies

Important Account policy settings applied at the OU level affect the local
Security Accounts Manager (SAM) databases but not the user accounts in Active
Directory. The account policies for domain accounts can be configured only at
the domain-leve! Group Policy.

235
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Local Policies Define audit policy, user rights assignment, and security option
settings for computers

Event Log Defines the properties of the Application, Security, and System logs
Restricted Groups Define and enforce membership in security groups
System Services Define settings for services installed on a computer

Registry Defines security and auditing permissions for registry keys and their
subtrees

File System Defines NTFS file system security and auditing settings for any files
and folders included within this policy

Group Policy has several categories in addition to those in security templates. The fol-
lowing categories are maintained under the Security Settings portion of the computer-
related GPO settings.

Account Policies

Wireless Network (IEEE 802.11) Policies Define settings to configure wireless
network settings, including 802.1x authentication, in Windows XP and Win-
dows Server 2003. This category is not available in Windows 2000.

Public Key Policies Define settings for enterprise Certification Authority (CA)
trust lists, encrypting file system (EFS) data recovery agents, trusted root CAs,
and automatic certificate renewal settings.

Software Restriction Policies Define policies for controlling applications that
run on a computer running Windows XP or Windows Server 2003. Software
restriction policies are not available in Windows 2000.

IP Security Policies Define the IP Security (IPSec) policy that is assigned to the
computer.

Account policies define security on domain and local accounts. Account policy set-
tings for domain accounts must be configured at the domain level. When you define
individual account policy settings for a specific OU, the account policies apply to local
accounts on the computers that are affected by the group policy. Account policies con-
tain three subcategories of configuration:

Password Policy

B Account Lockout Policy

Kerberos Policy



Chapter 11: Creating and Configuring Security Templates

237

Table 11-1 describes the policy settings for each category.

Table 11-1 Account Policy Settings

Setting

Subcategory

Description

Enforce Password
History

Password
Policy

Determines the number of unique new passwords
that must be associated with a user account be-
fore an old password can be reused. The value
must be set to a number of passwords between 0
and 24.

Maximum Password
Age

Password
Policy

Determines the number of days that a password
can be used before the system requires the user to
change it. You can set passwords to expire after a
number of days between 1 and 999, or you can
specify that passwords never expire by setting the
number of days to 0.

Minimum Password
Age

Password
Policy

Determines the number of days that a password
must be used before the user can change it. You
can set values to a number of days between 1 and
999, oryou can allow changes immediately by set-
ting the number of days to 0.

Minimum Password
Length

Password
Policy

Determines the least number of characters a user
account’s password can contain. You can set val-
ues to a number of characters between 1 and 14.
Setting this value to 0 will allow users to use a
blank password.

Password Must
Meet Complexity
Requirements

Password
Policy

Determines whether passwords must meet com-
plexity requirements, which disallow passwords to
contain any portion of the user account's Full
Name for names that contain more than three
characters, require passwords to have at least six
characters and use at least one character from
three of the following five categories:

B English uppercase letters
B English lowercase letters
W Base-10 digits
|

Nonalphanumeric symbols, such as |, $, #,
and %

B Unicode characters, such as € or

Store Password
Using Reversible
Encryption For All

Users In The Domain

Password
Policy

Determines whether passwords are encrypted
such that the account database can decrypt the
passwords when needed to verify an account
password with a plaintext version.
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Table 11-1 Account Policy Settings

‘Setting . Subcategory.  Description =~ S R T
Account Lockout Account Determines the number of failed logon attempts
Threshold Lockout that will cause a user account to be locked out.

Policy You can set values to a number of failed logon at-
tempts between 1 and 999, or you can specify that
the account will never be locked out by setting the
value to 0.

Account Lockout Account Determines the number of minutes a locked-out
Duration Lockout account remains locked out before automatically

Policy becoming unlocked. The range is 1-99,999 min-
utes. You can specify that the account will be
locked out until an administrator explicitly un-
locks it by setting the value to 0.

Reset Account Account Determines the number of minutes that must
Lockout After Lockout elapse after a failed logon attempt before the bad

Policy logon attempt counter is reset to 0. The range is
1-99,999 minutes.

Enforce User Logon  Kerberos Determines whether the key distribution center

Restrictions Policy (KDC) validates that the user possesses the Log On
Locally or Access The Computer From The Net-
work user rights for every session ticket request.

Maximum Lifetime Kerberos Determines the maximum number of minutes

For Service Ticket Policy that a granted session ticket can be used. The set-
ting must be greater than 10 minutes.

Maximum Lifetime Kerberos Determines the maximum number of hours that a

For User Ticket Policy user's ticket-granting ticket (TGT) can be used be-
fore it is renewed or a new one is requested.

Maximum Lifetime Kerberos Determines the number of days during which a

For User Ticket Policy user's TGT can be renewed.

Renewal

Maximum Kerberos Determines the maximum number of minutes

Tolerance For Policy Kerberos will tolerate between the time set on a

Computer Clock
Synchronization

client’s system clock and the time set on a server's
system clock when issuing and using Kerberos
tickets. This is to prevent replay attacks on au-
thentication packets.

More Info  Account policies are discussed in depth in Chapter 3, “Configuring
Security for User Accounts and Passwords.”
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Local policies determine security settings on the local computer. These policies are
separated into three subcategories:

m  Audit Policy

m  User Rights Assignment

B Security Options

The following tables describe the policy settings for each category as well as important
security considerations, where appropriate. Table 11-2 contains a description of each
audit policy in Windows Server 2003, Windows XP, and Windows 2000. For detailed
information on each audit policy, see Chapter 15, “Auditing Microsoft Windows Secu-

rity Events.”

Table 11-2 Audit Policy Settings

Setting

Description

Audit Account
Logon Events

Determines whether to audit each instance of a user logging on
or logging off of another computer used to validate the account

Audit Account
Management
Events

Determines whether to audit each event in which an account is
created, modified, or deleted on a computer

Audit Directory
Service Access

Determines whether to audit the event of a user accessing an
Active Directory object that has its own system access control list
(SACL) specified

Audit Logon Events

Determines whether to audit each instance of a user logging on,
logging off, or making a network connection to this computer

Audit Object Access

Determines whether to audit the event of a user accessing a file,
folder, registry key, or printer object that has its own SACL speci-
fied

Audit Policy Change

Determines whether to audit every instance of a change to user
rights assignment policies, audit policies, or trust policies

Audit Privilege Use

Determines whether to audit each instance of a user exercising a
user right with the exception of the Bypass Traverse Checking, De-
bug Programs, Create A Token Object, Replace Process Level To-
ken, Generate Security Audits, Backup Files And Directories, and

Restore Files And Directories user rights

Audit Process Track-
ing

Determines whether to audit detailed tracking information for
events such as program activation, process exit, handle duplica-
tion, and indirect access of system objects

Audit System Events

Determines whether to audit when a user restarts or shuts down
the computer or when an event occurs that affects either the sys-
tem security or the Security log
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Table 11-3 contains descriptions of the user right assignments portion of security tem-
plates. For more detailed information on user rights, see Chapter 3, “Configuring
Security for User Accounts and Passwords.”

Table 11-3 User nghts Assignment Policy Settmgs

‘Setting "

~'Description

Access Th|s Com puter
From The Network

Determines which users and groups are allowed to connect to
the computer over the network. This right is required when ac-
cessing a computer using network protocols such as Server Mes-
sage Block (SMB), NetBIOS, Common Internet File System (CIFS),
HTTP, and COM+. By default, all members of the Everyone
group possess this right. In Windows Server 2003, because the
Everyone group no longer includes Anonymous, anonymous us-
ers cannot access from the network computers that run Win-
dows Server 2003.

Act As Part Of The
Operating System

Allows a process to authenticate as any user and therefore gain
access to the same resources under the security context of that
user. Only low-level authentication services should require this
privilege. Services that require this permission should be prop-
erly evaluated for security and monitored for publicly reported
vulnerabilities.

Add Workstations To
Domain

Determines which groups or users can add workstations to a do-
main. This policy is valid only on domain controllers. By default,
any authenticated user has this right and can create up to 10
computer accounts in the domain with this right.

Adjust Memory
Quotas For A Process
(Increase Quotas in
Windows 2000)

Determines which accounts can change the maximum amount
of memory that is dedicated to a process. This right should be
granted only to accounts that specifically require this capability,
such as some services that do not run under any of the built-in
service accounts: Local System, Local Service, or Network Service.

Allow Log On Locally

Determines which users can log on at the computer interactively
by using the Windows Logon dialog box, Terminal Services, or
Microsoft Internet Information Services (IIS).

Allow Log On
Through Terminal
Services

Determines which groups or users can log on using Remote
Desktop Services. Remote Desktop Users and Administrators
have this right by default. This right applies only to computers
running Windows Server 2003 and Windows XP.

Back Up Files And
Directories

Determines which groups and users can run processes to back
up files and folders without regard to NTFS permissions.

Bypass Traverse

Determines which groups and users can traverse directory trees

Checking even though they might not have permissions on the traversed
directory.

Change The System Determines which groups and users can change the time and

Time date on the system clock of the computer.

Create A Pagefile

Determines which users and groups can create and change the
size of a pagefile.
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Table 11-3 User Rights Assignment Policy Settings

Setting Description
Create A Token Determines which accounts can be used by processes to create
Object a token that can then be used to gain access to any local re-

sources when the process uses NtCreateToken() or other token-
creation APIs.

Create Global Objects

Determines whether the account can create global system ob-
jects during Terminal Services sessions. You should grant this
right only if you have applications using Terminal Services that
create such objects.

Create Permanent
Shared Objects

Determines which accounts can be used by processes to create
a directory object in the Object Manager. By default, only ker-
nel-mode components, which run under the security context of
LocalSystem, possess this right. Only LocalSystem should pos-
sess this right.

Debug Programs

Determines which users can attach a debugger to any process.
This privilege provides powerful access to sensitive and critical
operating system components in the kernel. In Windows Server
2003, removing the Debug Programs right can result in an in-
ability to use the Windows Update service. However, patches
can still be manually downloaded and installed or applied
through other means. This right does not impact a user’s ability
to use application debug software to analyze the failure of ap-
plications running on a computer. ‘

Deny Access To This
Computer From The
Network

Determines which users are prevented from accessing a com-
puter over the network. This policy setting supersedes the Ac-
cess This Computer From The Network policy setting if a user
account is subject to both policies.

Deny Log On As A
Batch Job

Determines which accounts are prevented from logging on to
the batch queuing facility of the Windows operating system to
schedule tasks. This policy setting supersedes the Log On As A
Batch Job policy setting if a user account is subject to both pol-
icies.

Deny Log On As A
Service

Determines which service accounts are prevented from register-
ing a process as a service. This policy setting supersedes the Log
On As A Service policy setting if an account is subject to both
policies.

Deny Log On Locally

Determines which users are prevented from logging on at the
computer. This policy setting supersedes the Allow Log On Lo-
cally policy setting if an account is subject to both policies.

Deny Log On
Through Terminal
Services

Determines which groups or users are prevented from logging
on using Remote Desktop Services. This right supersedes Allow
Log On Through Terminal Services if an account possesses both
rights. This right applies only to computers running Windows
Server 2003 and Windows XP.
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Table 11-3 User nghts Assignment Pollcy Settlngs

Setting

- Desc ri ptlon

Enable Computer
And User Accounts
To Be Trusted For
Delegation

Determines Wthh users can set the Trusted For Delegatlon set-
ting on a user or computer object. See Chapter 7, "Designing
Domains and Forests for Security,” for more information on del-
egation of credentials.

Force Shutdown From
A Remote System

Determines which users are allowed to shut down a computer
from a remote location on the network. You should grant this
right only to accounts that require the ability to shut down a com-
puter remotely, such as systems management software services.

Generate Security
Audits

Determines which accounts a process can use to add entries to
the Security log. By default, only LocalSystem, Local Service, and
Network Service have this right.

Impersonate A Client
After Authentication

Determines whether the application running under an account
with this privilege can impersonate the user’s credentials to ac-
cess other resources. This privilege is rarely required by accounts
other than the built-service accounts.

Increase Scheduling
Priority

Determines which accounts can use a process with Write per-
mission to access to another process to increase the execution
priority assigned to the other process. A user with this privilege
can change the scheduling priority of a process by using the
Task Manager.

Load And Unload De-
vice Drivers

Determines which users can dynamically load and unload device
drivers. This right is necessary for installing drivers that are not
installed on the computer by default. Because this right gives
the account the ability to install kernel-level components, you
should only give this right to accounts that you trust as much as
your system administrators.

Lock Pages In Memory

This right is obsolete and therefore is never checked.

Log On As A Batch Job

Determines which groups or users can log on using a batch-
queue application such as the Task Scheduler.

Log On As A Service

Determines which service accounts can register a process as a
service.

Manage Auditing
And Security Log

Determines which users can specify object access auditing op-
tions for individual resources such as files, Active Directory ob-
jects, and registry keys. It also gives the account the ability to
alter or erase the contents of the Security log. This privilege
should only be granted to non-Administrator accounts that spe-
cifically require the ability to manage the security log because
any user with this right can erase the security log. Administrators
always posses this privilege.

Modify Firmware
Environment Values

Determines which groups or users can modify systemwide envi-
ronment variables.
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Table 11-3 User Rights Assignment Policy Settings

Setting

Description

Perform Volume
Maintenance Tasks

Determines which users and groups have the authority to run
volume maintenance tools, such as Disk Cleanup and Disk De-
fragmenter. This right applies only to computers running Win-
dows Server 2003 and Windows XP.

Profile Single Process

Determines which users can use performance monitoring tools
to monitor the performance of nonsystem processes.

Profile System
Performance

Determines which users can use performance monitoring tools
to monitor the performance of system processes.

Remove Computer
From Docking Station

Determines which users can undock a laptop computer from its
docking station without using manual bypass controls in the
docking station or more severe physical measures.

Replace A Process
Level Token

Determines which user accounts can initiate a process to replace
the default token associated with a launched subprocess. Only
built-in system accounts possess this right.

Restore Files And Di-
rectories

Determines which groups and users can run processes to restore
files and folders without regard to NTFS permissions. Users with
this permission can also reassign ownership of files and folders.

Shut Down The
System

Determines which users that are logged on locally to the com-
puter can shut down the operating system.

Synchronize Directory
Service Data

Determines which accounts can perform directory synchroniza-
tion (dirsync) operations in Active Directory. This right is not
used in Windows XP.

Take Ownership Of
Files Or Other Objects

Determines which users can take ownership of system objects,
including Active Directory objects, files and folders, printers,
registry keys, processes, and threads.

Table 11-4 contains descriptions of each security option contained in security tem-
plates. The Description column notes in which version of the operating system the
setting is available. The names of some services have been changed slightly between
Windows 2000 and Windows Server 2003, and, unless otherwise indicated, the
names of the security options are listed as they appear in Windows Server 2003.

Table 11-4 Security Options Policy Settings

‘Setting

Description

Accounts: Adminis-
trator Account Status

Determines whether the Administrator account is enabled or
disabled. Absent the presence of other administrator accounts,
disabling Administrator could prevent regular maintenance on
the computer and increase the difficulty of disaster recovery
scenarios. This option is not available in Windows 2000.

Accounts: Guest
Account Status

Determines whether the Guest account is enabled or disabled. If
the Guest account is disabled and the security option Network
Access: Sharing And Security Model is configured to allow only
Guests, network logons and file sharing will not work correctly.
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Accounts: L|m|t Local
Account Use Of Blank
. Passwords To Console
Logon Only

Determines whether the accounts Wlth blank passwords are abIe
to access network resources. By default, this setting is enabled.
This option is not available in Windows 2000.

Accounts: Rename
Administrator Account

Enables administrators to rename the Administrator account;
however, because the relative identifier (RID) for the Administra-
tor account is well known, renaming the Administrator account
does not prevent moderately skilled attackers from determining
the new account name. After changing the display name of the
Administrator account, you can monitor audit logs to look for at-
tackers attempting to use the new name for this account. If an at-

- tacker attempts to use the renamed account, you will know that

he has some level of knowledge and skill in compromising net-
works and at least some access to your organization’s network.

Accounts: Rename
Guest Account

Enables administrators to rename the Guest account; however,
because the RID for the Guest account is well known, renaming
the Guest account does not prevent moderately skilled attackers
from determining the new account name. After changing the
display name of the Guest account, you can monitor audit logs
to look for attackers attempting to use the new name for this ac-
count. If an attacker attempts to use the renamed account, you
will know that she has some level of knowledge and skill in com-
promising networks and at least some access to your organiza-
tion's network.

Audit: Audit The
Access Of Global
System Objects

Determines whether access of global system objects that have
SACLs configured (for example, mutexes and semaphores) is au-
dited. You should enable this option only if you are trouble-
shooting operating system internal operations.

Audit: Audit Use Of
Backup And Restore
Privilege

Determines whether the Audit Privileged Use audit policy
should include use of the Backup/Restore privilege. If enabled,
both of these settings ensure that all backup and restoration op-
erations are logged to the Security log.

Audit: Shut Down
System Immediately If
Unable To Log Security
Audits

Determines whether the system will stop if security events can-
not be logged. If this setting is enabled and security events can-
not be written to the Security log file, the computer will display
stop error (commonly known as the blue screen of death) that
reads 0xC00000244 {Audit Failed}. To recover the system, an ad-
ministrator must log on to reset the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Con-
trol\Lsa\CrashOnAuditFail registry value to 1.
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DCOM: Machine
Access Restrictions In
Security Descriptor
Definition Language
(SDDL) Syntax

Determines the access permissions to Distributed Component
Object Model (DCOM) applications for users of the computer
running Windows XP. By default, with Windows XP Service Pack
2, anonymous users cannot call DCOM applications on remote
computers, whereas all other users can call local and remote
DCOM applications as long as they have launch permissions.
You should change this option only if you have DCOM applica-
tions that no longer work as a result of Windows XP Service Pack
2 or Windows Server 2003 Service Pack 1.

DCOM: Machine
Launch Restrictions In
Security Descriptor
Definition Language
(SDDL) Syntax .

Determines which accounts can instantiate a DCOM application
locally or remotely for users of computers running Windows XP.
By default, with Windows XP Service Pack 2, anonymous users
cannot launch or activate DCOM applications, whereas all other
users can. You should change this option only if you have DCOM
applications that no longer work as a result of Windows XP Ser-
vice Pack 2 or Windows Server 2003 Service Pack 1.

Devices: Allow
Undock Without
Having To Log On

Determines whether a laptop computer can be removed from
the docking station that has a mechanical release by a Windows
XP user who has not logged on. This setting does not preclude
the possibility that crowbars and hammers can be used to re-
move a laptop from a docking station when the user is not
logged on.

Devices: Allowed To
Format And Eject
Removable Media

Determines whether a user can format or gracefully eject re-
movable media, such as Zip disks. This setting is called Allowed
To Eject Removable NTFS Media in Windows 2000.

Devices: Prevent Us-
ers From Installing
Printer Drivers

Determines whether members of the Users group are prevented
from installing print drivers that are not provided by default or
installed from print servers. This setting is enabled by default.
Because printer drivers can access kernel-level components, you
should enable this option to help prevent the intentional or un-
intentional installation of malicious software that can subvert
the trusted base of computing.

Devices: Restrict
CD-ROM Access To
Locally Logged-On
User Only

Determines whether users not logged on interactively can ac-
cess CD-ROM drives on the local computer when an interactive
user is using the CD-ROM. This setting should be set to Disabled
unless you have situations in which remote and local users must
access a shared CD-ROM at the same time.

Devices: Restrict Flop-
py Access To Locally
Logged-On User Only

Determines whether users not logged on interactively can ac-
cess floppy disk drives on the local computer when an interac-
tive user is using the floppy disk drive. This setting should be set
to Disabled unless you have situations in which remote and local
users must access a shared floppy disk drive at the same time.
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Devices: Unsigned
Driver Installation
Behavior

Determines what should happen when an attempt is made to
install a device driver that has not been certified by the Windows
Hardware Quality Lab (WHQL). You can set this to Silently Suc-
ceed, Warn But Allow Installation, or Do Not Allow Installation.
You might need to change this setting to silently succeed before
installation of drivers if you are performing scripted installations
of drivers that have not been approved and signed.

Domain Controller:
Allow Server Operators
To Schedule Tasks

Determines whether Server Operators are allowed to submit
jobs by means of the AT scheduling facility. This setting does not
affect tasks submitted through Task Scheduler. Whereas Task
Scheduler uses the credentials from the account that scheduled
the task, the AT scheduling facility uses the LocalSystem creden-
tials. By default, the AT scheduling facility can be used only by
administrators. This setting is primarily intended for backward
compatibility. You should consider migrating scheduled tasks to
Task Scheduler rather than continuing to use the AT facility and
enabling this option. This setting is available only in Windows
Server 2003.

Domain Controller:
LDAP Server Signing
Requirements

Determines whether a domain controller will request or require
Lightweight Directory Access Protocol (LDAP) packets to be dig-
itally signed when not used in conjunction with Secure Sockets
Layer (SSL) or Transport Layer Security (TLS). By default, domain
controllers do not request LDAP signing, which is used to pre-
vent some man-in-the-middle attacks, to ensure compatibility
with downlevel domain controllers. If this setting is not enabled,
domain controllers will sign LDAP communications if the client
requests it, as will occur if Network Security: LDAP Client Signing
Requirements is set to negotiate or require. If you enable this
setting, computers that do not perform LDAP signing will not be
able to communicate with domain controllers by using LDAP.
Domain controllers running Windows 2000 must have at least
Service Pack 3 installed to use LDAP signing. You do not need to
enable this option if you are using IPSec Authentication Header
(AH) on domain controllers.

Domain Controller:
Refuse Machine
Account Password
Changes

Determines whether the computer account password will be
changed according to the computer account expiration interval,
which is 30 days by default. You might enable this setting if a
computer will be disconnected from the network for more than
30 days and do not want to have to reset the computer account
when the computer is reconnected. There are few organizations
that require enabling this setting.
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Domain Member:
Digitally Encrypt Or
Sign Secure Channel
Data (Always)

Determines whether secure channels require encryption or sign-
ing. Secure channels are used by the Netlogon service during
authentication. To help protect authentication traffic from man-
in-the-middle attacks, from replay attacks, and from other types
of network attacks, Windows-based computers create a com-
munication channel that is known as a secure channel through
the Netlogon service to authenticate computer accounts. If en-
abled, the computer will be unable to establish a secure channel
with any domain controller that cannot encrypt or sign secure
channel data. For example, computers running Microsoft Win-
dows NT 4.0 will not be able to join a domain when domain con-
trollers have this setting enabled.

Domain Member:
Digitally Encrypt
Secure Channel Data
(When Possible)

Determines whether secure channels will be encrypted if request-
ed. Secure channels are used by the Netlogon service during
authentication when possible. See Domain Member: Digitally
Encrypt Or Sign Secure Channel Data (Always) in this table for
more information.

Domain Member:
Digitally Sign Secure
Channel Data (When
Possible)

Determines whether secure channels will be signed when re-
quested. Secure channels are used by the Netlogon service dur-
ing authentication when possible. See Domain Member:
Digitally Encrypt Or Sign Secure Channel Data (Always) in this
table for more information. :

Domain Member:
Maximum Machine
Account Password
Age

Determines the maximum interval between when computers
that belong to a domain must change their password. By de-
fault, this interval is 30 days. Although this setting does not ap-
pear in security templates in Windows 2000, it applies to
computers running Windows 2000 when configured.

Domain Member:
Require Strong
(Windows 2000 Or
Later) Session Key

Determines whether a secure channel can be established with a
domain controller that cannot encrypt secure channel traffic
with a 128-bit session key. Enabling this setting prevents a se-
cure channel from being established with any domain controller
that cannot encrypt secure channel data with a strong key. Dis-
abling this setting allows 64-bit session keys. A stronger session
key will better protect secure channel communication. All do-
main controllers must be running Windows 2000 or Windows
Server 2003 to use this setting.

Domain Member:
Disable Machine
Account Password
Changes

Determines whether a domain member periodically changes its
computer account password. If this setting is enabled, the do-
main member does not attempt to change its computer account
password. If this setting is disabled, the domain member at-
tempts to change its computer account password every 30 days
by default.
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Interactive Logon Do
Not Display Last User
Name In Logon
Screen

Determines whether the user name of the Iast Iogged on user

appears in the Windows Logon dialog box when the next user

attempts to log on. Consider enabling this setting on computers
in public areas to prevent user account names and their home

domain name from being disclosed. Although it provides little

security benefit, this setting can be used to enhance the privacy
of users on shared computers.

Interactive Logon:
Disable Ctrl+Alt+Del
Requirement For
Logon

Determines whether a user must press Ctrl+Alt+Del to invoke
the Windows Logon dialog box. You should enable this setting
only if you have users with special accessibility requirements.

Interactive Logon:
Message Text For
Users Attempting To
Log On

Determines the text in the message box that a user must agree
to before the Windows Logon dialog box appears. You must
also configure the message title for this option to take effect.
You should consult your organization's legal department about
what text should be used in this warning. This text is limited to
512 characters in length within a single paragraph in Windows
2000. Windows XP and Windows Server 2003 are not subject to
these limits.

Interactive Logon:
Message Title For
Users Attempting To
Log On

Determines the title of the message box containing the text that
a user must agree to before the Windows Logon dialog box ap-
pears. You must also configure the message text for this option
to take effect.

Interactive Logon:
Number Of Previous
Logons To Cache

(In Case Domain
Controller Is Not
Available)

Determines the number of previous logon sessions to cache as
cached credentials. Cached credentials can be used on the com-
puter to log on when no domain controllers are reachable. You
can set this to a value between 0 and 50. If you set this option
to 0, users will not be able to log on unless a domain controller
is available to validate their credentials. Setting the value to 10,
which is the default, will cache the logon credentials from the
last 10 users to log on to the computer.

Interactive Logon:
Prompt User To

Change Password
Before Expiration

Determines how far in advance, between 0 and 999 days, to
warn users that their password will expire. This setting is 14 days
by default.

Interactive logon:
Require Domain
Controller Authentica-
tion To Unlock

Determines whether a domain controller must validate a user’s
credentials when unlocking a computer. By default, if present,
cached credentials are used to validate a user's credentials when
unlocking a computer. Enabling this setting, while increasing
the level of security by ensuring the account has not been dis-
abled since the previous logon, can cause mobile users difficulty
when transitioning from being connected to the network to be-
ing away from the network when using hibernation.
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Interactive Logon:
Require Smart Card

Determines whether users must perform interactive logons by
using a smart card. When properly managed, the use of physical
tokens, such as smart cards, greatly improves the integrity of
logon sessions by providing greater assurance that the person
logging on to the system is the rightful holder of the account.

Interactive Logon:
Smart Card Removal
Behavior

Determines what should happen when the smart card for a
logged-on user is removed from the smart card reader. You can
configure this setting to lock the workstation when the smart
card is removed, to log off the current user, or to do nothing.

Microsoft Network
Client; Digitally Sign
Client Communica-
tions (Always)

Determines whether the computer will always digitally sign SMB
communications by using SMB signing when connecting to SMB
resources on other computers. Enabling this setting requires the
corresponding server settings to be enabled on computers that
host SMB resources. Enabling digital signing in high-security
networks helps to prevent the impersonation of clients and serv-
ers. This type of impersonation is known as session hijacking. An
attacker who has access to the same network as the client or the
server uses session hijacking tools to interrupt, end, or steal a
session in progress. An attacker could intercept and modify un-
signed SMB packets, modify the traffic, and then forward it so
that the server might perform unwanted actions. Alternatively,
the attacker could pose as the server or as the client after a le-
gitimate authentication and then gain unauthorized access to
data.

Microsoft Network
Client; Digitally Sign
Client Communica-
tions (When Possible)

Determines whether the computer will, when requested, digital-
ly sign SMB communications by using SMB signing. Otherwise,
the computer will communicate normally when connecting to

SMB resources. See Microsoft Network Client: Digitally Sign Cli-
ent Communications (Always) in this table for more information.

Microsoft Network
Client: Send Unen-
crypted Password To
Connect To Third-
Party SMB Servers

Determines whether the computer is allowed to send passwords
in plaintext to SMB servers that do not support encryption.

Microsoft Network
Server: Amount Of
Idle Time Required
Before Suspending
Session

Determines the number of minutes that must pass in a SMB ses-
sion before the session is disconnected because of inactivity. Af-
ter an SMB connection is disconnected, the user or computer
account must be authenticated again, which occurs transpar-
ently to the user. The default value for this setting is 15 minutes.
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Mlcrosoft Network
Server: Digitally Sign
Server Communica-
tions (Always)

Determines whether the computer WI” require dlgltal signing
for connections to local SMB resources from remote computers.
Computers that do not digitally sign client communications will
not be able to connect to computers with this setting enabled.
Enabling this setting on heavily used computers, such as domain
controllers, file servers, or print servers, can cause CPU perfor-
mance degradation. See Microsoft Network Client: Digitally Sign
Client Communications (Always) in this table for more informa-
tion.

Microsoft Network
Server: Digitally Sign
Server Communica-
tions (When Possible)

Determines whether the computer will require digital signing
for connections to local SMB resources from remote computers
when possible. Computers that do not digitally sign client com-
munications will be able to connect to computers with this set-
ting enabled and will be signed if the client digitally signs SMB
communication. Enabling this setting on heavily used comput-
ers, such as domain controllers, file servers, or print servers, can
cause CPU performance degradation. See Microsoft Network
Client: Digitally Sign Client Communications (Always) in this
table for more information.

Microsoft Network
Server: Disconnect
Users When Logon
Time Expires

Determines whether to disconnect users from SMB resources
that are connected to the local machine outside the user ac-
count’s valid logon hours for all computers in the domain. You
should enable this setting if you have users whose logon times
are restricted. If you do not use logon restriction times, this set-
ting is not applicable.

Network Access: Allow
Anonymous SID/Name
Translation

Determines whether an anonymous user can request security
identifier (SID) attributes for another user. Disabling this setting
can cause some compatibility issues with Windows NT 4.0—
namely, users in Windows NT 4.0 resource domains will no be
able to grant permissions to access files, shared folders, and reg-
istry objects to user accounts from account domains that con-
tain Windows Server 2003 domain controllers.

Network Access: Do
Not Allow Anonymous
Enumeration Of SAM
Accounts

Determines whether anonymous users can enumerate account
information or share information. This setting, along with Net-
work Access: Do Not Allow Anonymous Enumeration Of SAM
Accounts And Shares, were added in Windows XP Service Pack 1
and Windows Server 2003 to replace the functionality of the Win-
dows 2000 registry setting Restrict Anonymous. This option re-
places the Everyone group with Authenticated Users for accessing
information in the SAM database and in file shares. This setting
does not impact domain controllers. When this setting is enabled,
it is no longer possible to establish trust relationships with Win-
dows NT 4.0 domains, and users will no longer be able to authen-
ticate from computers running Windows 95, Windows 98, or
Windows NT 4.0. This setting is not available in Windows 2000.
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Network Access: Do
Not Allow Anonymous
Enumeration Of SAM
Accounts And Shares

Determines whether anonymous users can enumerate account
information or share information. This setting has the same im-
pact in Windows XP Service Pack 1 and Windows Server 2003 as
did the Restrict Anonymous registry value set to 2 did in Windows
2000. When enabled, you cannot grant access to users of resource
domains because administrators in the trusting domain will not
be able to enumerate lists of accounts in the other domain. Add-
ing printers becomes more difficult for users, the global address
list might not appear in Outlook, and Systems Management Serv-
er (SMS) functional